
With the newly reimposed eco-
nomic sanctions on Iran, some 
general counsel and chief com-
pliance officers at international 
companies may face higher com-
pliance risks.

And many are worried. “It’s a 
phone -r inging- off-the -hook 
moment,” said John Smith, for-
mer director of the U.S. Treasury 
Department’s Office of Foreign 
Assets Control, and co-head 
of Morrison & Foerster’s National 
Security Group.

The new sanctions were 
imposed Monday, but every-
one knew they were coming 
since President Donald Trump 
announced in May that the 
U.S. was withdrawing from the 
2015  Iran nuclear deal  and 
reimposing economic sanctions. 
The first phase of the sanctions 
went into effect in August.

Under the latest phase, experts 
say energy companies, banks and 
the trading and shipping sectors 

carry the greatest risk. The U.S. 

has already named over 700 

companies, mostly banks, and 

persons primarily in Iran, to the 

Specially Designated National 

list. Their assets are blocked, and 

U.S. entities are prohibited from 

dealing with them.

In addition, global banks 

must avoid involvement in any 

transaction related to Iranian 

oil exports, or be excluded from 

doing business with the U.S. and 

any U.S. entity. Other industries 

heavily affected include insur-

ance companies, aviation, and 

port operators.

“People were expecting 

it, except for some parts that 

people didn’t understand the 
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ramifications,” Smith noted. For 
example, he said OFAC put out 
additional guidance saying that 
U.S.-owned or -controlled sub-
sidiaries in foreign countries 
must act as if they are U.S.-based 
companies, blocking or freez-
ing transactions with Iran. In the 
past, he explained, these subsid-
iaries followed the laws of the 
jurisdictions where they were 
located.

“Suddenly the major banks 
and operating companies of the 
world have to comply as if they 
were incorporated in the U.S.,” 
Smith said, while foreign coun-
tries expressly think of these 
subsidiaries as being under their 
jurisdictions.

That is especially a problem 
in the European Union, where 
several countries not only do not 
recognize the sanctions but have 
enacted “blocking” statutes for-
bidding companies from com-
plying with the Iran sanctions.

General counsels are trapped 
in the middle. “These companies 
are looking for the best way for-
ward under the threat of civil and 
criminal penalties against them, 
no matter which law they choose 
to follow,” Smith said.

What’s his advice in this no-win 
situation? “Steer clear of [OFAC’s] 
line,” he said. “Because the Trump 
administration has been very 

aggressive, and the U.S. govern-
ment is not going to accept a toe 
across that line.”

The attorney believes the 
Trump administration is search-
ing for companies that engage 
in actionable behavior to make 
an example of. “It magnifies the 
effect of the program,” he said.

Another expert, professor Allen 
Weiner, co-director of the Cen-
ter of International Conflict and 
Negotiation at Stanford Law 
School, said the impact of the 
sanctions will be “extraordinary” 
because of their breadth and 
complexity.

“It’s going to particularly affect 
the oil and gas sector, but also 
banking,” Weiner said. “That’s the 
wrinkle that has been added.”

As evidence of that impact, 
the Federal Financial Institu-
tions Examination Council issued 
a  joint statement  this week 
alerting banks of potential effects 
on information technology and 
other operations.

The statement warned banks 
of the heightened OFAC compli-
ance risk, particularly for institu-
tions using products, services, 
software or technical services 
that are directly or indirectly 
delivered by a sanctioned entity.

“Identifying, assessing, and mit-
igating any risks associated with 
these sanctions requires a high 

degree of collaboration across a 
financial institution’s OFAC com-
pliance, fraud, security, IT, third-
party risk management, and risk 
functions to assess any potential 
risk,” the statement said.

Weiner said because of the 
complexity of the regulations 
and the heightened risk, “what 
many general counsel are advis-
ing their companies to do is to 
simply unplug themselves from 
financial transactions with Iran” 
and with banks in Iran.

Even if they think they can nav-
igate around the regulations and 
that the deal might be manage-
able on a cost-risk basis, the law 
professor said most companies 
are too afraid of “inadvertently 
running afoul of the order and 
ending up with fairly hefty fines. 
Most are saying this is not a risk 
worth bearing.”
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