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OCIE Publishes Risk Alert Regarding 

Safeguarding of Customer Information 

Stored on Closed and Other  

Network Storage Solutions 
By K. Susan Grafton, Michael L. Sherman, Timothy C. Blank,  

Christine Ayako, Phillip Garber, Hilary Bonaccorsi and Colleen Hespeler 

Dechert LLP 

 

The U.S. Securities and Exchange Commission’s Office of Compliance 

Inspections and Examinations issued a National Exam Program Risk Alert on 

May 23, 2019, which identifies security risks and best practices associated with 

the storage of customer records and information by investment advisers and 

broker-dealers (collectively, firms) in the cloud and on other electronic network 

storage solutions (collectively, network storage solutions). 

 

     According to the Risk Alert, the OCIE staff (Staff) observed during recent 

examinations that, although most network storage solutions (e.g., cloud-based 

storage) offer security features that are designed to prevent access by 

unauthorized persons (including password protection, encryption and other 

features), some firms did not always use the offered security features.  The Staff 

further noted that “weak or misconfigured security settings on a network storage 

device could lead to unauthorized access to information stored on the device.”   

Such unauthorized access may involve access to customer records and 

information, which could lead to compliance issues under Regulation S-P (Reg. 

S-P) and Regulation S-ID (Red Flags Rule).
1
 

 

     The Risk Alert does not discuss whether a firm’s use of network storage 

solutions would be consistent with the time, place and manner requirements for 

maintaining records pursuant to Rule 204-2 under the Investment Advisers Act 

of 1940 or the electronic record storage requirements of Rule 17a-4 under the 

Securities Exchange Act of 1934.  The Staff‘s silence on the requirements of 

these rules suggests, at a minimum, acquiescence to the use of network storage 

solutions by regulated firms. 

 
 

Issues Observed by OCIE Staff 

 
The Risk Alert highlights the following as “concerns that may raise compliance 

issues under” Reg. S-P and the Red Flags Rule: 

 (Continued on page 3) 
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Legislative/Regulatory Actions 
 

 

 

This column was written by lawyers from Morrison & Foerster 

LLP to update selected key legislative and regulatory 

developments affecting financial services and capital markets 

activities.  Because of the generality of this column, the 

information provided herein may not be applicable in all 

situations, and should not be acted upon without specific legal 

advice based on particular situations.   

In this issue, we address selected developments from the federal 

banking regulators, the Financial Crimes Enforcement Network 

(FinCEN), the Office of Foreign Assets Control (OFAC), and 

the Consumer Financial Protection Buerau (CFPB). 

 

FEDERAL BANKING REGULATORS 

Banking Agencies Propose a More Tiered Approach to Large 

Foreign Bank Supervision 

 

On April 8, 2019, the federal banking agencies released two 

proposals (the “Tailoring Proposals”) which, if adopted, would 

further tailor the approach to supervision of large foreign 

banking organizations (FBOs) with respect to application of (i) 

enhanced prudential standards (EPS); (ii) the regulatory capital 

rule; (iii) the liquidity coverage ratio rule; and (iv) the proposed 

net stable funding ratio rule. 

 

     For FBOs with a “limited U.S. presence” (i.e., less than $100 

billion in combined U.S. assets), the EPS proposal relies solely 

on an evaluation of the FBO’s size, both in terms of global 

operations and U.S. operations, to determine applicability of 

heightened supervisory requirements. 

 

 FBOs with a limited U.S. presence and less than $50 

billion in total consolidated assets would not be subject 

to EPS. 

 

 FBOs with a limited U.S. presence and total 

consolidated assets of at least $50 billion but less than 

$100 billion would not be subject to EPS, except with 

respect to the risk committee requirement. 

 

 FBOs with a limited U.S. presence and total 

consolidated assets of $100 billion or more would 

generally be subject to the requirements currently 

applicable to FBOs under Subpart N of Regulation 

YY, with certain distinctions. 

 

 FBOs with a limited U.S. presence but with total 

consolidated assets of $250 billion or more would be 

subject to additional standards (e.g., capital adequacy 

and liquidity stress testing). 
 

     Under the Tailoring Proposals, once an FBO has combined 

U.S. assets of $100 billion or more (i.e., a “significant U.S.  

presence”), the tailored approach shifts from solely size-based 

to a combination of size  and other risk-based indicators.  The 

risk-based indicators are designed to assess the risk that the 

FBO poses to the U.S. financial system and include:  cross-

jurisdictional activity; total nonbank assets; weighted short-term 

wholesale funding; and off-balance sheet exposure. 

 

     FBOs with a significant U.S. presence would be categorized 

into one of three categories depending on the outcome of an 

analysis using these risk-based indicators.  Such categories 

would parallel the tailored framework proposed for the 

supervision of large domestic banking organizations released in 

November 2018. 

 

     FBOs with a significant U.S. presence would generally be 

subject to the EPS currently set forth in Subpart O of 

Regulation YY, with distinctions for each category.  Other 

requirements that apply to FBOs with a significant U.S. 

presence would include certain capital requirements for their 

intermediate holding companies (IHCs) and depository 

institution subsidiaries (e.g., requirements for stress testing, 

risk-based capital, and leverage capital) and single-counterparty 

credit limits.  These requirements would also be tiered 

depending on the FBO’s category. 

 

     For more information on the Tailoring Proposals, please see 

our client alert at 

https://www.mofo.com/resources/publications/190422-banking-

agencies-tiered-approach-foreign-bank.html. 

 

Federal Reserve and FDIC Issue Proposed Changes to 

Resolution Plan Requirements for Foreign and Domestic 

Banking Organizations 

On April 8 and 16, 2019, the Board of Governors of the Federal 

Reserve System (Federal Reserve) and the Federal Deposit 

Insurance Corporation (FDIC and, together with the Federal 

Reserve, the “Agencies”) published a proposed rule regarding 

resolution plans (“Resolution Plan Proposal”).  The Resolution 

Plan Proposal would amend and restate regulations jointly 

issued by the Agencies implementing the resolution plan 

requirements of section 165(d) of the Dodd-Frank Act (the 

“Regulations”). 

     The Agencies’ supplementary information summarizes the 

Resolution Plan Proposal as “(a) a proposal by the Board to 

establish risk-based categories for determining the application 

of the resolution planning requirements to certain U.S. and 

foreign banking organizations, consistent with section 401 of  

 (Continued on Page 4) 
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Misconfigured network storage solutions.  The Staff 

observed that some firms did not adequately configure 

security settings for network storage solutions.  The staff 

noted that in some instances, the storage settings were 

misconfigured due to a failure to oversee those settings at 

the time the network storage solution was first 

implemented.  The Staff further observed that some firms’ 

policies and procedures did not address the configuration of 

these security settings. 

 

 

  
 

Inadequate oversight of vendor-provided storage solutions. 

The Staff observed that some firms failed to ensure 

(through policies and procedures, contractual obligations or 

otherwise) that the security settings of network storage 

solutions provided by vendors were configured in a manner 

that complied with the firms’ internal standards. 

 

 

  
 

Insufficient data classification policies and procedures. 

The Staff observed that the types of data stored 

electronically and appropriate controls for each type of data 

were not addressed in some firms’ policies and procedures. 

 

=========================================== 

 

“…firms can mitigate the risks associated with storing 
customer records and information on a network storage 
solution by implementing configuration management 
programs, which should include security features as 

well as policies and procedures that govern data 
classification and vendor oversight.” 

 

=========================================== 

 

 

Effective Practices Identified by OCIE Staff 

The Staff explained that firms can mitigate the risks associated 

with storing customer records and information on a network 

storage solution by implementing configuration management 

programs, which should include security features as well as 

policies and procedures that govern data classification and 

vendor oversight.  According to the Staff, the following are 

features of “effective configuration management program, data 

classification procedures, and vendor management programs”: 

 

 

  
 

Policies and procedures that address the initial installation, 

continuing maintenance and regular review of a firm’s 

network storage solutions. 

 

 

  
 

Guidelines regarding the security controls for network 

storage solutions and “baseline” security configuration 

standards. 

 

 

  
 

“Vendor management” policies and procedures that address 

the regular implementation of software patches and   

 
 

  
 

hardware updates, as well as subsequent reviews to ensure 

that such updates do not “unintentionally change, weaken, 

or otherwise modify the security configuration.” 

 
 

Recommendations  

Firms should consider whether their practices are in line with 

the effective practices (and avoid the pitfalls) the Staff cited in 

the Risk Alert, and enhance practices as needed.  Firms should 

periodically review configurations to assure that they are 

reasonably designed to meet business and security needs as well 

as regulatory requirements.  Notably, the Risk Alert also 

illustrates that it is important for firms to take an active role 

with respect to vendor oversight, particularly when engaging 

vendors that provide network storage solutions to the firm. 

 

     Although not discussed in the Risk Alert, broker-dealers  

also will want to consult the Financial Industry Regulatory 

Authority’s Notice to Members 05-48 (regarding policies and 

procedures when outsourcing activities or functions to third-

party vendors) and Regulatory Notice 11-48 (discussing 

proposed Rule 3190, which would clarify FINRA members’ 

responsibilities with respect to outsourcing). 

 
 

Conclusion 

The Risk Alert takes a nuanced look at how firms are 

addressing information security as it relates to the storage of 

customer records and information on network storage solutions. 

Firms may decide to review their policies and procedures with 

respect to the storage of customer records and information to 

determine whether enhancements are needed to address the 

concerns discussed in the Risk Alert.  Firms also should include 

review of network storage solutions as part of their regular 

compliance and information security reviews.■ 

 
 
1)

 The Safeguards Rule of Reg. S-P requires registered broker-dealers and 
investment advisers to have in place written policies and procedures that are 
reasonably designed to safeguard customer records and information. The Red 
Flags Rule requires registered broker-dealers and investment advisers that offer 
or maintain “covered accounts” to establish programs to “detect, prevent, and 
mitigate” the risk of identity theft. A “covered account” includes an account 
that a broker-dealer or investment adviser “offers or maintains, primarily for 
personal, family, or household purposes, that involves or is designed to permit 
multiple payments or transactions.” 
 

Reprinted with permission from Dechert LLP. 
 
For more information, please contact K. Susan Grafton 

(susan.grafton@dechert.com); Michael L. Sherman 

(michael.sherman@dechert.com); Timothy C. Blank 

(timothy.blank@dechert.com); Christine Ayako Schleppegrell 

(christine.schleppegrell@dechert.com); Phillip Garber 

(phillip.garber@dechert.com); Hilary Bonaccorsi 

(hilary.bonaccorsi@dechert.com); or Colleen Hespeler 

(colleen.hespeler@dechert.com).  
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the Regulatory Relief Act, and (b) a proposal by the [A]gencies 

to extend the default resolution plan filing cycle, allow for more 

focused resolution plan submissions, and improve certain 

aspects of the [Regulations].” 

     The Regulatory Relief Act requires that three types of firms 

file resolution plans:  (i) U.S. and foreign banking organizations 

with $250 billion or more in total consolidated assets; 

(ii) U.S. global systemically important banks (GSIBs); and (iii) 

nonbank financial institutions designated by the Financial 

Stability Oversight Council (FSOC) under section 113 of the 

Dodd-Frank Act.  In addition, the Regulatory Relief Act grants 

the Federal Reserve the authority to require firms with $100 

billion or more and less than $250 billion in total consolidated 

assets to file a resolution plan. 

     The Resolution Plan Proposal would apply resolution plan 

requirements to firms that have more than $250 billion in total 

consolidated assets and would be subject to the Category I, II, 

and III standards set forth in the Tailoring Proposals.  To 

identify firms with total consolidated assets between 

$100 billion and $250 billion that would be required to file a 

resolution plan, the Resolution Plan Proposal would shift from a 

size-based approach to a combination of size and other risk-

based indicators that are also used in the Tailoring Proposals.  

In addition, the Resolution Plan Proposal would require certain 

foreign banking organizations or “Other FBOs” to file 

resolution plans on a regular basis. 

     There would be three types of resolution plans:  full 

resolution plans, targeted resolution plans, and reduced 

resolutions.  Based on certain risk-based indicators, firms would 

be divided into three types of filers:  biennial filers, triennial 

full filers, and triennial reduced filers.  New filers, as well as 

triennial reduced filers that become triennial full filers, would 

have to file a full resolution plan on the date the next resolution 

plan is due for their respective group.  Biennial filers would 

have to file a resolution plan every two years, alternating 

between a full resolution plan and a targeted resolution plan.  

Triennial full filers would need to file only every three years, 

alternating between a full resolution plan and targeted 

resolution plan.  Triennial reduced filers would be required to 

file a reduced resolution plan every three years.  

Notwithstanding this tailored approach, the Agencies would 

retain the ability to require the submission of a full plan at any 

time from any firm. 

     For more information on the Resolution Plan Proposal, 

including a discussion of other issues addressed, please see our 

client alert at 

https://www.mofo.com/resources/publications/190422-fdic-

proposed-changes.html. 

 

 

Federal Reserve Proposes New Control Regulations 

 

On April 23, 2019, the Federal Reserve released a proposed rule 

(“Control Proposal”) to revise regulations related to the 

determination of “control” under the Bank Holding Company 

Act (“BHC Act”) and the Home Owners’ Loan Act. 

 

     The Control Proposal is important because the concept of 

“control” is essential for the administration of the BHC Act.  In 

general, a company controls another company if it:  (1) controls 

the outstanding shares of any class of voting securities of the 

second company; (2) controls the election of a majority of the 

second company’s directors (or persons acting in a similar 

function); or (3) otherwise has the direct or indirect power to 

exercise a “controlling influence” over the second company’s 

management or policies. 

 

     The first and second prongs of the control definition create 

two fairly bright-line tests for when one company is deemed to 

control another company.  The third prong of the control 

definition, however, requires a facts and circumstances analysis. 

     The Federal Reserve has historically provided guidance 

regarding its controlling influence analysis through the issuance 

of policy statements and orders and has established 

presumptions of control and non-control through regulation.  

Even so, companies have found it difficult to discern with 

certainty when minority investments in other companies could 

result in a control determination for purposes of the BHC Act.  

The Control Proposal is an attempt by the Federal Reserve to 

consolidate its guidance in this area into a single regulatory 

framework. 

     If adopted as proposed, the Control Proposal would codify 

the Federal Reserve’s historical practice and significantly 

augment the number of presumptions that would apply to 

potential control situations.  The presumptions can be 

categorized into three main buckets:  (1) presumptions that 

apply regardless of the voting securities held; (2) presumptions 

that apply according to the amount of voting securities held 

(with thresholds set at 5%, 10%, and 15% of any class of voting 

securities); and (3) presumptions of non-control.  Based on 

these presumptions, in addition to voting equity, the following 

factors may lead to a presumption of control:  the existence of a 

management contract or similar agreement; more than one-third 

total equity; consolidation under U.S. GAAP; significant 

director representation; management and director interlocks; 

business relationships; certain limiting contractual rights; proxy 

solicitation; and membership on board committees. 

     The Control Proposal also addresses a number of other 

issues that often arise when analyzing control, such as how to 

determine whether securities are controlled and whether  

 (Continued on Page 5) 
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nonvoting securities convertible to voting securities should be 

treated as voting securities, among other things. 

     For our client alert on the Control Proposal, please see 

https://www.mofo.com/resources/publications/190429-new-

control-regulations.html. 

 

 

BSA/AML 

In a First, FinCEN Assesses Civil Money Penalty Against Peer-

to-Peer Virtual Currency Exchanger 

 

On April 18, 2019, FinCEN announced its first civil money 

penalty for violations of the Bank Secrecy Act’s (BSA) anti-

money laundering (AML) compliance program requirements 

against an individual who acted as a peer-to-peer virtual 

currency exchanger. 

 

     The BSA and implementing regulations require money 

services businesses (MSBs), among other obligations, to 

register with FinCEN, maintain AML compliance programs, 

and file suspicious activity reports and currency transaction 

reports. 

 

     Among other categories of businesses, MSBs include money 

transmitters and, in a March 2013 guidance, FinCEN clarified 

that an “exchanger” of virtual currency is considered a money 

transmitter (and thus an MSB) under FinCEN regulations.  The 

guidance defined an “exchanger” as “a person engaged as a 

business in the exchange of virtual currency for real currency, 

funds, or other virtual currency,” and stated that an exchanger 

that (1) accepts and transmits a convertible virtual currency or 

(2) buys or sells convertible currency for any reason is a money 

transmitter under FinCEN regulations. 

 

     According to FinCEN’s announcement, from December 6, 

2012, through September 24, 2014, the peer-to-peer exchanger 

had willfully violated the BSA’s MSB registration, AML 

compliance program, and reporting requirements.  The 

individual conducted over 1,700 transactions as a money 

transmitter, including purchasing and selling virtual currency 

“by either physical delivering or receiving currency in person, 

sending or receiving currency through the mail, or coordinating 

transactions by wire through a depository institution.”  The 

individual’s customers included parties doing business on the 

website Silk Road, a virtual location often associated with 

illegal activities.  Yet, during this time, the individual failed to 

maintain an adequate AML compliance program and failed to 

file any suspicious activity reports or currency transaction 

reports. 

 

     The peer-to-peer exchanger also allegedly “participated in 

online discussions pertaining to AML compliance, including 

specific conversations about registering as an MSB” and stated  

on the Internet that he would aid customers that wanted to 

circumvent anti-money laundering obligations. 

 

     FinCEN assessed a $35,350 penalty against the individual 

and, as part of the settlement with FinCEN, the individual 

agreed to permanently cease providing money transmission 

services and to not engage in any activity that would make him 

an MSB under the BSA. 

 

     For additional information, please see our client alert at 

https://www.mofo.com/resources/publications/190426-fincen-

action-against-powers.pdf?#zoom=100. 

 

 

FinCEN Issues Convertible Virtual Currency Guidance and 

Advisory 

 

On May 9, 2019, FinCEN issued a guidance, “Application of 

FinCEN’s Regulations to Certain Business Models Involving 

Convertible Virtual Currencies (CVC)” (the “Guidance”), 

together with an advisory on “Illicit Activity Involving 

Convertible Currency” (the “Advisory”). 

 

     The Guidance largely summarizes FinCEN’s existing 

regulatory framework regarding the application of the BSA to 

virtual currency activities.  In applying that framework to a 

number of specific business models involving convertible 

virtual currency (CVC), the Guidance confirms that CVC 

businesses such as P2P exchanges, CVC wallets, CVC kiosks, 

decentralized applications (“DApps”) and anonymity-enhanced 

CVC transactions may be considered money transmitters if they 

receive and transfer CVC.  Under the BSA, money transmitters 

are required to maintain anti-money laundering programs, 

register with FinCEN, and file suspicious activity reports 

(SARs) and currency transaction reports. 

 

     The Advisory in turn warns financial institutions of the use 

by criminals and other bad actors of CVC schemes involving 

darknet marketplaces, P2P exchangers, foreign-located MSBs,  

 (Continued on page 6) 

========================================== 

FMA Welcomes New Members 

 

 Christopher Allen Arnold & Porter Kaye 

  Scholer LLP  

 

 Jessica Dipre Fifth Third Bank 

 

 Margarita Dominguez Legacy Wealth Management 
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and CVC kiosks, and it lists so-called “red flags” that may be 

associated with each typology and that can therefore assist in 

the detection and reporting of suspicious CVC activity by 

entities subject to the BSA.  The Advisory requests that 

financial institutions reference the Advisory when filing a SAR 

relating to possible illicit activity involving a CVC and include 

the following information: 

 virtual currency wallet addresses 

 account information 

 transaction details (including virtual currency 

transaction hash and information on the originator and 

the recipient) 

 relevant transaction history 

 available login information (including IP addresses) 

 mobile device information (such as device IMEI) 

 information obtained from analysis of the customer’s 

public online profile and communications 

 

     Separately, the Advisory cautions U.S. individuals and 

institutions involved in digital currency use or transactions that 

they should be aware of their responsibilities to ensure that they 

do not engage in unauthorized transactions prohibited by 

OFAC. 

 

     For additional information, please see our client alert at 

https://www.mofo.com/resources/publications/190521-fincen-

convertible-virtual-currency.pdf?#zoom=100. 

 

 

ECONOMIC SANCTIONS 

Increasing Legislative Activity Related to Sanctions 

 

Since the 2016 election and public reports of election 

interference by the Russian government, Congress has steadily 

introduced legislation designed to deter and punish foreign 

interference in U.S. elections.  Since the release of the Mueller 

Report, legislative activity has only increased.  There are 

currently several major pieces of proposed sanctions legislation 

aimed primarily at Russia, including: 

 

 The Defending Elections from Threats by Establishing 

Redlines Act of 2019 (DETER), introduced on April 8, 

2019, would require (1) determinations and reports to 

Congress by the Director of National Intelligence 

(DNI) within 60 days of a U.S. election on whether a 

foreign government knowingly interfered in the 

election; (2) annual reports to Congress providing 

information on Russian oligarchs, senior political 

figures, and parastatal entities; and (3) biannual reports 

to Congress on the wealth, sources of wealth, and use 

of wealth of such persons, including Russian President 

Vladimir Putin. 

 The Defending American Security from Kremlin 

Aggression Act (DASKA), introduced on February 13, 

2019, would confront the Kremlin on a range of issues, 

including Russia’s continued interference in 

democratic processes in the United States and abroad, 

malign influence in Syria, continued aggression toward 

Ukraine, and support of criminal organizations and 

other malicious actors in cyberspace. 

 A Bill to Respond to and Deter Russian Attacks on the 

Integrity of United States Elections – discussed at a 

House hearing on May 15, 2019 but not yet introduced 

– would require blocking sanctions against (1) any 

energy project located outside Russia, where the 

Russian government or a Russian parastatal invests 

more than $5 million, and (2) any Russian financial 

institution or Russian person that assisted with election 

interference by the Russian government in the 2016 or 

2018 U.S. elections.  The bill would also place 

prohibitions on dealing in Russian sovereign debt, 

among other sanctions provisions targeting Russian 

banks. 

     For more information about these legislative proposals, 

please see our client alert at 

https://www.mofo.com/resources/publications/190603-russia-

sanctions-coming.html. 

 

 

Activation of Helms-Burton Trafficking Liability 

 

On May 1, 2019, the Trump Administration allowed long-

standing waivers of the Cuban Liberty and Democratic 

Solidarity (Libertad) Act of 1996 (“Helms-Burton”) to lapse.  

Without the waivers, U.S. nationals may now sue anyone who 

“traffics” in property confiscated from them by the Cuban 

government.  Helms-Burton defines the term “trafficking” 

broadly to include knowingly holding, transferring, or using the 

confiscated property. 

 

     Since the waivers lapsed, at least four trafficking lawsuits 

have been filed.  These include (1) the owner of the Havana 

docks suing Carnival Cruise Line for using its confiscated 

property to dock cruise ships in Havana; (2) Exxon suing two 

Cuban companies for using its refinery and service stations in 

Cuba; (3) the owners of a now defunct Cuban bank joining a 

DOJ seizure lawsuit to collect on a trafficking claim from a 

sanctions penalty assessed against a bank; and (4) the owners of 

a hotel in Cuba suing a joint venture between companies in 

Cuba and Spain for the use of a confiscated hotel. 

 

     The activation of Helms-Burton promises to resurrect other 

dormant authorities, including the European Union’s blocking  

 (Continued on page 7)  

https://www.mofo.com/resources/publications/190521-fincen-convertible-virtual-currency.pdf?#zoom=100
https://www.mofo.com/resources/publications/190521-fincen-convertible-virtual-currency.pdf?#zoom=100
https://www.mofo.com/resources/publications/190603-russia-sanctions-coming.html
https://www.mofo.com/resources/publications/190603-russia-sanctions-coming.html


Market Solutions 7 

 

Legislative/Regulatory Actions 
Continued from Page 6 

 

 

statute that was updated last year to express EU disapproval of 

the United States withdrawing from the Iran deal.  The EU 

blocking statute grants EU persons the ability to countersue 

Helms-Burton claimants for damages in the EU.  Between 

Helms-Burton and the EU blocking statute, we expect 

additional strain on U.S.-EU relations. 

 

 

OFAC Publishes its “Framework for OFAC Compliance 

Commitments” 

 

On May 2, 2019, OFAC published “A Framework for OFAC 

Compliance Commitments,” which lays out five components 

that OFAC views as essential to a sanctions compliance 

program.  These components include:  (1) management 

commitment, (2) risk assessments, (3) internal controls, (4) 

testing and auditing, and (5) training.  In the framework, OFAC 

breaks these components into subcomponents to allow 

companies to assess how OFAC would view their compliance 

programs. 

 

     In addition to the essential components above, OFAC also 

provides a list of nine “root causes” that resulted in recent 

enforcement actions.  OFAC provided these root causes to 

assist companies that are designing or updating sanctions 

compliance programs. 

 

     For a detailed overview of the framework, including 

annotations showing how OFAC’s recent enforcement actions 

relate to the essential components and root causes, please see 

our client alert at 

https://www.mofo.com/resources/publications/190604-ofacs-

sanctions-compliance.html. 

 

 

CFPB UPDATE 

Court Extends Stay on Payday Rule Compliance Date 

 

On March 19, 2019, a federal district court issued an order 

leaving in place a stay on the compliance deadline for the 

CFPB’s 2017 small-dollar lending rule.  The court stayed the 

August 19, 2019 compliance date for the two major portions of 

the 2017 rule:  the underwriting provisions and the payment 

provisions.  The federal district court had initially granted a stay 

of the compliance date after the CFPB, under new leadership, 

indicated that it was revisiting the 2017 rule.  In February 2019, 

the CFPB issued a proposed rule that would eliminate the 2017 

rule’s underwriting provisions but would leave the payment 

provisions intact.  Nevertheless, the court extended the stay for 

both the underwriting and payment provisions of the 2017 rule.  

In addition, on June 6, 2019, the CFPB issued a final rule 

delaying the effective date of the underwriting provisions until 

November 19, 2020. 

Bureau Changes Policy on Civil Investigative Demands 

 

On April 23, 2019, the CFPB announced changes to its policy 

on Civil Investigative Demands (CIDs).  The changes are 

intended to ensure that CIDs provide more information about 

the potentially wrongful conduct under investigation.  

Historically, the CFPB had been criticized for vagueness in its 

CIDs.  Under the CFPB’s revised policy, CIDs will provide 

more information on the potentially applicable provisions of the 

laws that may have been violated and the CID recipient’s 

related business activities that are subject to the CFPB’s 

authority.  The revised policy is the result of comments 

provided in response to the CFPB’s 2018 request for 

information on CIDs, which was part of the CFPB’s “call for 

evidence” initiative, and recent court decisions about the 

CFPB’s CIDs. 

 

 

CFPB Requests Information on Remittance Rule Changes 

 

On April 25, 2019, the CFPB published a Request for 

Information (RFI) on potential changes to the Regulation E 

remittance transfer rule (“Remittance Rule”).  Currently, the 

Remittance Rule contains a temporary exception that allows 

insured banks and credit unions to provide estimated 

disclosures related to certain fees and exchange rates.  The RFI 

seeks information on whether the exception, which will expire 

in July 2020, is “necessary” for certain destinations because of 

characteristics specific to those destinations.  The CFPB also 

seeks input on whether to amend the Remittance Rule’s 

coverage of certain remittance transfer providers, and seeks 

input on how many transfers a remittance transfer provider 

must make to be considered providing remittance transfers “in 

the normal course of business.”  The RFI follows the CFPB’s 

publication of its Remittance Rule Assessment Report in 

October 2018, which foreshadowed future rulemaking efforts to 

the rule. 

 

 

CFPB Posts Fact Sheet on Application of TRID to Loan 

Assumptions 

 

On May 1, 2019, the CFPB released a fact sheet on the 

application of the Truth in Lending Act (TILA)-Real Estate 

Settlement Procedures Act (RESPA) Integrated Disclosure Rule 

(TRID) to assumptions of residential mortgage loans.  The fact 

sheet clarifies that a Loan Estimate and Closing Disclosure 

must be provided if a transaction that is an assumption of a 

residential mortgage loan is covered by TRID and is an 

“assumption” as defined in Regulation Z.  The fact sheet also 

makes clear that disclosures are based on the remaining 

obligation at the time of the assumption and that a finance 

charge that is imposed as a condition of the assumption is  

 

 (Continued on page 8) 
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disclosed as a prepaid finance charge.  Finally, the fact sheet 

reminds creditors that even if an assumption does not require a 

loan Estimate and closing disclosure, if it is a consumer credit 

transaction, other Regulation Z and Regulation X servicing 

requirements may apply. 

 

     For our client alert on the proposed rules, please see 

https://www.mofo.com/resources/publications/190508-cfpb-

posts-fact-sheet.html. 

 

 

CFPB Reaches Settlement with Student Loan Servicer 

 

On May 1, 2019, the CFPB announced a settlement with a 

student loan servicing company for allegedly failing to adjust 

the balances of student loans it serviced under the Federal 

Family Education Loan Program.  The CFPB alleged that the 

company neglected to make balance adjustments that were 

necessary to account for circumstances such as deferment, 

forbearance, or borrowers’ entrance into Income-Based 

Repayment programs.  The consent order requires the student 

loan servicer to pay a $3.9 million civil money penalty and 

appropriately adjust the balances of affected loans or, 

alternatively, provide restitution to borrowers (or third parties) 

who paid them off. 

 

 

CFPB Issues Two Home Mortgage Disclosure (HMDA) Act-

Related Notices 

 

On May 2, 2019, the CFPB issued two new notices regarding 

Regulation C, the implementing regulation of the HMDA.  The 

first notice of proposed rulemaking would increase the loan 

volume reporting threshold for closed-end loans (from 25 to 50 

or 100 loans) and extend the temporary reporting threshold for 

open-end credit line volume (currently 500 loans) until 2022.  

These proposed changes could have a significant impact on 

smaller lenders that would no longer be subject to HMDA 

reporting requirements.  The second notice was an advanced 

notice of proposed rulemaking (ANPR) that would seek to 

revise and potentially reduce the data points and transactions 

that covered institutions are required to report.  The ANPR also 

seeks feedback on whether these changes would adequately 

address the aims of the HMDA, and whether the CFPB should 

propose to exclude reporting on business purpose loans to non-

natural persons secured by multifamily dwellings.  The 

comment period for the proposed rule closed on June 12, 2019, 

and the comment period for the ANPR closes on July 8, 2019. 

 

     For our client alert on the proposed rules, please see 

https://www.mofo.com/resources/publications/190506-home-

mortgage-disclosure-act-amendments.html. 

CFPB Proposes Rules to Modernize Debt Collection 

 

On May 7, 2019, the CFPB issued proposed rules under the Fair 

Debt Collection Practices Act (FDCPA) and its authority under 

the Dodd-Frank Act.  If finalized, the proposed rules will be the 

first substantive regulations for debt collection practices since 

the FDCPA was enacted in 1977.  The proposed rules would 

apply to debt collectors as defined in the FDCPA (i.e., third-

party debt collectors) and would specify how debt collectors 

can use voicemail, email, text message, and social media to 

contact borrowers.  The proposed rules would limit the number 

and frequency of phone calls a debt collector can make to a 

person, would make changes to the debt validation notice 

requirements, and would prohibit debt collectors from suing 

consumers to collect time-barred debt.  The comment period for 

the proposed rules will be open until August 19, 2019. 

 

     For our client alert on the proposed rules, please see 

https://www.mofo.com/resources/publications/190508-cfpb-

proposes-new-rules.html. 

 

 

CFPB Plans for Review of Regulations, Starting with Overdraft 

Rule 

 

On May 13, 2019, the CFPB published a notice of its plan for 

periodic review of rules with a “significant economic impact 

upon a substantial number of small entities” within 10 years of 

their publication, pursuant to the Regulatory Flexibility Act 

(RFA).  Under the RFA review plan, the CFPB will consider 

the continued need for the rule, the nature of public complaints 

or comments on the rule, its complexity, the extent to which the 

rule overlaps, duplicates, or conflicts with other existing federal 

or state rules, and the time since the rule was evaluated or the 

degree to which the relevant market has changed.  Along with 

the RFA notice, the CFPB launched its first RFA review, which 

is of the 2009 overdraft rule that the CFPB inherited from the 

Federal Reserve Board pursuant to the Dodd-Frank Act.  The 

CFPB asked for public input on the overdraft rule’s benefits and 

economic impacts, and whether and how the agency could, by 

regulation, reduce the overdraft rule’s impact on small entities.  

The CFPB’s focus appears to be on the potential for regulatory 

relief or clarifications, as opposed to imposing additional 

limitations on overdraft services. 

 

     For our client alert on the CFPB’s Request for Comment on 

the Overdraft Rule, please see 

https://www.mofo.com/resources/publications/190515-cfpb-

overdraft-rule.html. 

 
 
CFPB Publishes Spring 2019 Semiannual Regulatory Agenda 

 

On May 22, 2019, the CFPB published its Semiannual 

Regulatory Agenda, which outlines regulatory matters the  
 
 (Continued on page 9)  
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CFPB anticipates having under consideration from May 1, 2019 

to April 30, 2020.  Among other things, the CFPB will take 

action to implement various statutory directives contained in the 

Economic Growth, Regulatory Relief, and Consumer Protection 

Act of 2018, such as extending the purposes of TILA’s ability-

to-repay requirements to PACE financing and implementing 

amendments to the HMDA.  The CFPB will also recommence 

pre-rule activities for rules implementing Section 1071 of the 

Dodd-Frank Act, which requires collection and reporting of 

data on credit applications by small businesses, including 

women- and minority-owned small businesses.  The CFPB is 

considering whether to take action to address the July 2021 

expiration of a regulatory provision known as the “QM patch.”  

The QM patch extends qualified mortgage status to loans that 

are eligible to be purchased or guaranteed by Fannie Mae or 

Freddie Mac.  The CFPB plans on continuing other rulemakings 

currently in process, as well as reviewing existing regulations 

such as TRID for ways to reduce regulatory burdens. 

 

 
CFPB Files Suit Against Credit Repair Service Providers 

 

On May 2, 2019, the CFPB filed suit against a number of credit 

repair service providers and their subsidiaries alleging 

violations of the Telemarketing Sales Rule (TSR) and the 

Consumer Financial Protection Act (CFPA).  The CFPB alleges 

that the defendants violated the TSR by requesting and 

receiving payment of upfront fees for their credit repair 

services.  The TSR provides that companies can only charge 

fees for telemarketed credit repair services after providing 

consumers with documentation reflecting that the promised 

results have been achieved.  The CFPB also alleged that the 

defendants made deceptive representations in their marketing in 

violation of the CFPA.  The CFPB is seeking injunctive relief 

against the defendants, monetary relief, and the imposition of a 

civil money penalty. 

 

 

CFPB Sues Debt-Collection Law Firm for Allegedly 

Misrepresenting Lawyer Involvement 

 

On May 17, 2019, the CFPB filed a lawsuit against a debt-

collection law firm, alleging violations of the FDCPA and the 

CFPA.  The CFPB complaint alleges that the law firm violated 

the FDCPA by misrepresenting attorney involvement in 

lawsuits.  Specifically, the complaint alleged that the law firm 

relied on non-attorney staff and automated processes to identify 

accounts for suit and to prepare relevant pleadings.  Further, the 

misrepresentations are alleged to have violated the CFPA’s 

prohibition against deceptive acts and practices.  The CFPB is 

seeking injunctive relief against the law firm, damages, 

consumer redress, disgorgement of ill-gotten gains, and the 

imposition of a civil money penalty. 

CFPB Settles with Mortgage Servicer 
 
On May 29, 2019, the CFPB announced a settlement with a 
mortgage servicer relating to alleged violations of the CFPA, 
the RESPA and TILA.  The mortgage servicer’s alleged 
violations included handling mortgage servicing transfers with 
incomplete loss mitigation information, handling mortgage 
servicing transfers with inaccurate escrow information, 
inadequately overseeing service providers, and failing to 
promptly enter interest rate adjustment loan data for adjustable 
rate mortgage loans.  Under the terms of the consent order, the 
mortgage servicer must pay a civil money penalty of $200,000, 
pay restitution to consumers totaling at least $36,500, and 
improve internal data and information technology programs. 
 
 
CFPB Settles with Large HMDA Reporter for Alleged 
Reporting Errors 
 
On June 5, 2019, the CFPB announced a settlement with one of 
the largest HMDA reporters in the nation.  In the consent order, 
the CFPB alleged that the HMDA reporter violated the HMDA 
and Regulation C by submitting mortgage loan data for 2014 to 
2017 that contained errors.  Specifically, the CFPB alleged that 
the reporter reported inaccurate race, ethnicity, and sex 
information, and that much of the reporter’s recording of this 
incorrect information was intentional.  Under the terms of the 
consent order, the HMDA reporter must pay a civil money 
penalty of $1.75 million and take steps to improve its 
compliance management to prevent future violations. 
 
 
CFPB Settles with Private Student Loan Management Company 
 
On June 14, 2019, the CFPB announced a settlement with a 
special purpose entity created in order to fund, purchase, 
manage, and hold private student loans from students at a for-
profit college that has gone bankrupt.  In its complaint and 
proposed stipulated judgment, the CFPB alleged that the entity 
provided substantial assistance to the for-profit college in 
engaging in unfair acts and practices.  The CFPB alleges that 
the entity knew or was reckless in not knowing that a large 
number of student borrowers were likely to default on loans, 
did not understand the terms of their loans, or did not 
understand they had taken out loans in the first place.  Under 
the terms of the proposed stipulated judgment, the entity must 
stop collecting on all outstanding loans, discharge all 
outstanding loans, and request that consumer reporting agencies 
delete trade lines related to the entity’s loans.  The entity must 
also provide notice to all student borrowers that their debt has 
been discharged and is no longer owed.  Forty-four states and 
the District of Columbia also reached settlements with the 
entity, and the total amount of loan forgiveness is estimated to 
be $168 million.■ 
 
*Michael V. Dobson, Meghan E. Dwyer, Jeremy R. Mandell, 

Kristofer G. Readling, Kathleen C. Ryan, and Mark R. Sobin 

contributed to this column. 
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CFTC 
 

CFTC Press Release 7935-19 (June 6, 2019) – The CFTC’s 

Division of Swap Dealer and Intermediary Oversight 

announced it will provide no-action relief to permit certain 

amendments to legacy swaps without losing their status as 

legacy swaps.  The no-action relief provided by the letter would 

permit swap dealers to continue to treat as legacy swaps (i) 

legacy swaps that are amended in an immaterial manner, (ii) a 

swap resulting from the exercise of a swaption that is itself a 

legacy swap, (iii) the remaining portion of a swap following a 

partial termination of such legacy swap, (iv) the remaining 

portion of a swap following a partial novation of such legacy 

swap, and (v) new swaps resulting from a multilateral 

compression exercise consisting solely of legacy swaps. 

 

CFTC Press Release 7918-19 (April 29, 2019) – The CFTC 

approved a proposed rule to amend certain regulations that 

apply to derivatives clearing organizations under Part 39 of the 

CFTC’s regulations.  Part 39 implements the statutory core 

principles for DCOs.  The proposed amendments would, among 

other things, streamline the registration and reporting process, 

address certain risk management and reporting obligations, and 

add new requirements regarding default procedures and event-

specific reporting in response to recent events.   The CFTC is 

seeking comments on the proposal. The comment period will 

end 60 days after the proposal is published in the Federal 

Register. 

 

CFTC Press Release 7913-19 (April 19, 2019) – The CFTC 

approved a final rule to revise a CFTC regulation that requires 

certain futures commission merchants, retail foreign exchange 

dealers, commodity trading advisors, commodity pool 

operators, introducing brokers, major swap participants, and 

swap dealers to provide annual privacy notices to customers.  

The final rule revises CFTC Regulation 160.5 to remove the 

requirement to provide these annual privacy notices when 

certain conditions are satisfied.  The final rule is effective 30 

days after publication in the Federal Register. 

 

CFTC Press Release 7905-19 (March 29, 2019) – The CFTC’s 

Division of Swap Dealer and Intermediary Oversight  

announced it will provide no-action relief to facilitate prime 

brokerage activities on swap execution facilities.  Pursuant to 

Commission regulation 23.431(c), a swap dealer is excused 

from making certain required disclosures to its counterparty 

prior to entering into a swap if such swap is entered into 

anonymously on a swap execution facility.  Under the relief 

provided, a swap dealer, acting as a prime broker, which is 

excused from making required disclosures with respect to an 

on-SEF anonymous transaction entered as part of a prime 

brokerage arrangement will also be excused from making the 

required disclosures when entering into the equal but opposite 

transaction off-SEF with a prime brokerage client. 

CFTC Press Release 7904-19 (March 28, 2019) – The CFTC 

announced that it has unanimously approved two final rule 

amendments to simplify registrants’ obligations.  The 

amendments (to Regulations 23.700 through 23.704 [governing 

the segregation of assets held as collateral in uncleared swap 

transactions] and Regulation 1.52 [addressing a self-regulatory 

organization’s financial surveillance program for futures 

commission merchants]) will become effective 30 days after 

publication in the Federal Register. 

 

CFTC Press Release 7901-19 (March 27, 2019) – The CFTC’s 

Market Intelligence Branch in the Division of Market Oversight 

issued a report that analyzed the entering of orders manually 

and automatically in commodity futures markets in the United 

States to determine how technological change is affecting 

futures trading. 

 

CFTC Press Release 7897-19 (March 25, 2019) – The CFTC in 

an open meeting of the Commission adopted the final rule for 

the de minimis exception for swaps entered into by Insured 

Depository Institutions in connection with loans to customers.  

The Commission expects that the amendment will facilitate the 

provision of swaps by IDIs, particularly small and mid-sized 

banks, to their loan customers because the IDIs will be able to 

provide risk-mitigating swaps to these customers in connection 

with originating loans without counting the swaps towards their 

de minimis threshold. 

 

 

FDIC 
 

FDIC Press Release (April 16, 2019) – The FRB and FDIC 

invited public comment on a proposal modifying their 

resolution plan requirements for large banking firms.  The 

proposal would keep existing resolution plan expectations in 

place for the largest firms, while reducing requirements for 

smaller firms that pose less risk.  The proposal is consistent 

with the EGRRCP Act and would affect domestic and foreign 

banks with more than $100 billion in total consolidated assets.  

The agencies are requesting comment by June 21. 
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FDIC Press Release (April 16, 2019) – The FDIC is seeking 

comment on ways to tailor and improve the agency's rule 

requiring certain insured depository institutions to submit 

resolution plans.  Comments will be accepted for 60 days after 

publication in the Federal Register. 

 

 

Federal Reserve Board 
 

Federal Reserve Press Release (June 14, 2019) – The Federal 

Reserve Board requested public comment on changes to 

improve the efficiency of its rules governing the disclosure of 

confidential supervisory information.  The proposed changes to 

the CSI rules would ease certain outdated and inefficient 

restrictions.  The proposal would, among other things, expand 

the ability of a supervised financial institution to share CSI with 

its affiliates, auditors, and outside legal counsel as well as other 

federal and state banking agencies.  The revision to the 

definition of CSI is for clarification purposes and would not 

expand or reduce the information that falls within the definition.  

Comments are due within 60 days of publication in the Federal 

Register. 

 

Federal Reserve Press Release (May 9, 2019) – The Federal 

Reserve Board requested comment on potential modifications 

to the Federal Reserve Banks' National Settlement Service and 

Fedwire® Funds Service to support enhancements to the same-

day automated clearinghouse service.  The Board also requested 

comment on corresponding changes to the Federal Reserve 

Policy on Payment System Risk related to a new posting time 

for transactions and an increased daylight overdraft fee.  

Comments are requested within 60 days of publication in the 

Federal Register, which is expected shortly. 

 

Federal Reserve Press Release (May 3, 2019) – The Federal 

Reserve Board requested comment on a proposal to reduce risk 

and increase efficiency in the financial system by applying 

netting protections to a broader range of financial institutions.  

The proposal would amend Regulation EE (Financial Institution 

Netting) to apply netting provisions of the Federal Deposit 

Insurance Corporation Improvement Act of 1991 (FDICIA) to 

certain new entities including swap dealers. The proposal would 

also make minor clarifications to the existing activities-based 

test in Regulation EE to clarify how the activities-based test 

applies following a consolidation of legal entities. The Board 

also proposes to clarify that, following a consolidation of legal 

entities, the surviving entity can determine whether its financial 

contracts exceeded the numerical thresholds in the activities-

based test by considering the aggregated financial contracts of 

the consolidated persons during the previous 15-month period.  

Comments are due within 60 days of publication in the Federal 

Register. 

 

Federal Reserve Press Release (April 3, 2019) – The Federal 

Reserve Board published a final rule implementing policy 

changes to procedures governing the provision of intraday 

credit to U.S. branches and agencies of foreign banking 

organizations.  The changes are intended to refine the methods 

for determining the level of intraday credit that these branches 

and agencies can receive from the Federal Reserve Banks. 

 

Federal Reserve Press Release (April 2, 2019) – The federal 

banking agencies proposed a rule to limit the interconnected- 

ness of large banking organizations and reduce the impact from 

failure of the largest banking organizations.  The proposal 

would complement other measures that the banking agencies 

have taken to limit interconnectedness among large banking 

organizations.  The proposal from the Federal Reserve Board, 

the Federal Deposit Insurance Corporation, and the Office of 

the Comptroller of the Currency would also require the holding 

companies of GSIBs to report publicly their TLAC debt 

outstanding. Comments will be accepted for 60 days following 

publication in the Federal Register. 

 

 

FINRA 
 

FINRA Regulatory Notice 19-20 (May 30, 2019) – The SEC 

approved amendments to FINRA’s customer and industry 

arbitration rules to expand time for non-parties to respond to 

arbitration subpoenas and orders of appearance of witnesses or 

production of documents.  The amendments also make related 

changes to enhance the discovery process for forum users.  The 

amendments are effective for cases filed on or after July 1, 

2019. 

 

FINRA Regulatory Notice 19-19 (May 21, 2019) – FINRA is 

reminding firms they must register with FINRA CAT, LLC for 

reporting to the Consolidated Audit Trail.  CAT registration 

commenced on March 18, 2019, and will run through June 27,  
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2019.  All Industry Members, as defined under the CAT NMS 

Plan, that will have a CAT reporting obligation must register 

during this window.  All questions regarding CAT registration 

should be directed to the FINRA CAT Helpdesk at 888 696-

3348 or help@finracat.com.  And, the registration form, which 

must be submitted online, and related information can be found 

at www.catnmsplan.com/registration. 

 

FINRA Regulatory Notice 19-18 (May 6, 2019) – FINRA is 

issuing this Notice to provide guidance to member firms 

regarding suspicious activity monitoring and reporting 

obligations under FINRA Rule 3310 (Anti-Money Laundering 

Compliance Program). 

 

FINRA Regulatory Notice 19-16 (April 22, 2019) – The SEC 

approved a proposed rule change to amend FINRA Rule 4570 

(Custodian of Books and Records) to:  (1) provide a member 

firm that is filing a Form BDW (Uniform Request for Broker- 

Dealer Withdrawal) the option of designating another FINRA 

member firm as the custodian of its books and records on the 

form; (2) clarify the obligations of the designated custodian; 

and (3) require the designated custodian to consent to act in 

such a capacity.  These changes become effective on August 19, 

2019. 

 

FINRA Regulatory Notice 19-13 (April 16, 2019) – The SEC 

approved a proposed rule change to amend FINRA Rule 4512 

(Customer Account Information) to permit the use of electronic 

signatures for discretionary accounts and to clarify the scope of 

the rule.  These changes become effective on May 6, 2019.  The 

effective date is May 6, 2019. 

 

FINRA Regulatory Notice 19-12 (April 12, 2019) – FINRA 

requests comment on a proposed pilot program to study 

changes to corporate bond block trade dissemination based on 

recommendations of the SEC’s Fixed Income Market Structure 

Advisory Committee.  Specifically, the proposed pilot is 

designed to study two primary changes recommended by the 

FIMSAC:  an increase to the current dissemination caps for 

corporate bond trades, and delayed dissemination of any 

information about trades above the proposed dissemination caps 

for 48 hours.  The proposed pilot incorporates these primary 

elements of the FIMSAC Recommendation and other features, 

including a control group, designed to support a meaningful 

analysis of the pilot’s impact.  Comments must be received by 

June 11, 2019. 

 

FINRA Regulatory Notice 19-10 (April 5, 2019) – FINRA 

provides guidance on the responsibilities of member firms when 

communicating with customers about departing registered 

representatives. 

 

2019 SEC Examination Priorities 

https://www.sec.gov/news/press-release/2018-299 

 

2019 FINRA Examination Priorities 
  

http://www.finra.org/industry/2019-annual-risk-

monitoring-and-examination-priorities-letter 

 

2019 CFTC Examination Priorities 
  

https://cftc.gov/PressRoom/PressReleases/7869-19 

 

December, 2018 Report on  

FINRA Examination Findings 
  

https://www.finra.org/industry/2018-report-exam-findings 
 
========================================== 

MSRB 
 
June 7, 2017 – The MSRB released an updated resource to 
provide brokers, dealers, municipal securities dealers and 
municipal advisors answers to frequently asked questions 
regarding MSRB Rule G-20, on gifts, gratuities and non-cash 
compensation, and related scenarios and sample supervisory 
considerations.  Additions to the FAQ document include 
information on gifts that generally qualify as a “normal 
business dealing,” clarification on the appropriate frequency of 
gifts that may qualify as such and related scenarios and sample 
supervisory considerations. 
 
MSRB Press Release (May 20, 2019) – The MSRB is seeking 
comment on MSRB Rule G-23 and related MSRB interpretive 
guidance.  MSRB Notice 2019-13 solicits input on whether 
Rule G-23’s requirements for brokers, dealer and municipal 
securities dealers acting in a financial advisor capacity remain 
appropriate in light of the regulatory framework implemented 
for municipal advisors and other changes in the municipal 
securities market since Rule G-23 was last amended in 2011. 
 
MSRB Press Release (May 8, 2019) – The MSRB published a 
report that examines municipal market dealer concentration and 
participation in 2018, and is an update and expansion of a 
previous MSRB report that examined 2017 trends.  Dealer 
Participation and Concentration in Municipal Securities 
Trading examines dealer participation in municipal securities 
trading with customers and concentration of customer trades 
among dealers. 
 
 (Continued on page 13) 
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OCC 
 

OCC Bulletin 2019-27 (June 5, 2019) – The OCC published a 

final rule in the Federal Register on June 5, 2019, that adopts 

without change an interim final rule issued August 31, 2018.  

The final rule amends the liquidity coverage ratio rule to treat 

liquid and readily marketable, investment grade municipal 

obligations as high-quality liquid assets.  The final rule was 

issued jointly with the FRB and FDIC.  The effective date of 

the final rule is July 5, 2019. 

 

OCC News Release 2019-62 (June 4, 2019) – Because national 

banks and federal savings associations with consolidated assets 

between $100 billion and $250 billion will not be subject to the 

Dodd-Frank Act Stress Test requirements as of November 24, 

2019, the OCC extended the deadline for compliance with the 

DFAST requirements for those banks to November 25, 2019.  

The OCC communicated this decision directly to affected banks 

in December 2018. 

 

OCC News Release 2019-59 (May 30, 2019) – The federal 

bank regulatory agencies issued a final rule that will adopt 

without change the agencies’ interim final rule issued in August 

2018, amending their liquidity coverage ratio rules to treat 

certain eligible municipal obligations as high-quality liquid 

assets.  The EGRRCP Act requires the agencies to treat a 

municipal obligation as HQLA under the LCR rule if that 

obligation is “liquid and readily-marketable” and “investment 

grade.”  The final rule will be effective 30 days after 

publication in the Federal Register. 

 

OCC Bulletin 2019-26 (May 28, 2019) – The OCC, FRB and 

FDIC are proposing a rule that would establish a revised 

framework for determining requirements under the regulatory 

capital rule, the liquidity coverage ratio rule, and the proposed 

net stable funding ratio rule for large foreign banking 

organizations with respect to certain U.S. operations based on 

their risk profile.  This proposed rule would generally align 

with a proposed rule applicable to domestic banking 

organizations issued by the agencies in December 2018. 

 

OCC Bulletin 2019-26 (May 28, 2019) – The OCC, FRB and 

FDIC are issuing a notice of proposed rulemaking that would 

establish a revised framework for determining requirements 

under the regulatory capital rule, the liquidity coverage ratio 

(LCR) rule, and the proposed net stable funding ratio  rule for 

large foreign banking organizations with respect to certain U.S. 

operations based on their risk profile. 

 

OCC News Release 2019-49 (May 20, 2019) – The OCC 

reported credit, operational, compliance, and interest rate risks 

are key themes for the federal banking system in its Semiannual 

Risk Perspective for Spring 2019.  The report also highlights 

financial innovation and related impacts to strategic risk.  The 

report covers risks facing national banks and federal savings  

associations based on data as of December 31, 2018.  The 

report presents information in five main areas:  the operating 

environment, bank performance, special topics in emerging 

risk, trends in key risks, and supervisory actions.  It focuses on 

issues that pose threats to those financial institutions regulated 

by the OCC and is intended as a resource to the industry, 

examiners, and the public. 

 

OCC Bulletin 2019-24 (May 16, 2019) – On April 30, 2019, the 

OCC, FRB and the FDIC issued a notice of proposed 

rulemaking that would exclude from the supplementary 

leverage ratio certain central bank deposits of banking 

organizations predominantly engaged in custody, safekeeping, 

and asset servicing activities consistent with section 402 of the 

EGRRCP Act. 

 

OCC Bulletin 2019-21 (April 29, 2019) – The OCC has 

published an advance notice of proposed rulemaking inviting 

comment on whether the OCC should update the regulatory 

definition of "fiduciary capacity" to make it more consistent 

with state laws. The notice also requests comment on the 

potential addition of new provisions to OCC regulations to 

establish certain basic requirements for non-fiduciary custody 

activities of banks.  The comment period ends on June 28, 

2019. 

 

 

SEC 
 

SEC Press Release 2019-105 (June 21, 2019) – The SEC 

adopted capital, margin, and segregation requirements for 

security-based swap dealers and major security-based swap 

participants and amended the capital and segregation 

requirements for broker-dealers.  These and other rules 

previously adopted by the Commission are designed to enhance 

the risk mitigation practices of firms that stand at the center of 

our security-based swap market, thereby protecting their 

counterparties and reducing risk to the market as a whole.   

 

 (Continued on page 14) 
 

========================================== 

FMA Welcomes More New Members 

 Christa Pecce Regions Securities LLC 

 

 Alex Sanclemente Intercam Securities 

 

 Nicki Wilhelm Wells Fargo Audit Services 

 

 Heath Wruble Element Pointe Advisors, LLC 
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SEC Press Release 2019-98 (June 18, 2019) – The SEC adopted 

amendments to the auditor independence rules relating to the 

analysis that must be conducted to determine whether an 

auditor is independent when the auditor has a lending 

relationship with certain shareholders of an audit client.  These 

amendments will become effective 90 days after they are 

published in the Federal Register.  

 

SEC Press Release 2019-89 (June 5, 2019) – The SEC voted to 

adopt a package of rulemakings and interpretations designed to 

enhance the quality and transparency of retail investors’ 

relationships with investment advisers and broker-dealers, 

bringing the legal requirements and mandated disclosures in 

line with reasonable investor expectations, while preserving 

access (in terms of choice and cost) to a variety of investment 

services and products.  Specifically, these actions include new 

Regulation Best Interest, the new Form CRS Relationship 

Summary, and two separate interpretations under the 

Investment Advisers Act of 1940.  Regulation Best Interest and 

Form CRS will become effective 60 days after they are 

published in the Federal Register, and will include a transition 

period until June 30, 2020 to give firms sufficient time to come 

into compliance.  SEC interpretations under the Advisers Act 

will become effective upon publication in the Federal Register.  

In order to assist firms with planning for compliance with these 

new rules, the Commission is establishing an inter-Divisional 

Standards of Conduct Implementation Committee.  Questions 

can be emailed to them at IABDQuestions@sec.gov. 

 

SEC Press Release 2019-75 (May 23, 2019) – The SEC, 

NASAA and FINRA issued a Senior Safe Act Fact Sheet to 

help raise awareness among broker-dealers, investment 

advisers, and transfer agents of the Act and to help promote 

greater reporting of suspected senior financial exploitation. The 

Senior Safe Act Fact Sheet provides information on the 

immunity and training provisions of the Act, as well as 

additional resources from the SEC, NASAA, and FINRA.  The 

Senior Safe Act Fact Sheet is available on the SEC’s website, 

NASAA’s website, NASAA’s Serve Our Seniors website, and 

FINRA’s website. 

 

SEC Press Release 2019-69 (May 10, 2019) – The SEC 

proposed a package of rule amendments and interpretive 

guidance to improve the framework for regulating cross-border 

security-based swaps transactions and market participants.  The 

proposals are intended to improve the regulatory framework by 

pragmatically addressing implementation issues and efficiency 

concerns, and in some cases further harmonizing the regulatory 

regime governing security-based swaps administered by the 

Commission with the regulatory regime governing swaps 

administered by the CFTC.  The public comment period will 

remain open for 60 days following publication of the proposing 

release in the Federal Register. 
 

Available Publications 
 

CFTC Press Release 7925-19 (May 8, 2019) – The CFTC’s 

Division of Enforcement published its Enforcement Manual, the 

first issuance of a public Manual by DOE.  The Manual 

provides an overview of the CFTC and DOE, and it establishes 

certain general policies and procedures that guide the work of 

DOE staff in detecting, investigating, and prosecuting 

violations of the Commodity Exchange Act and the CFTC 

Regulations.  The Manual is available on the CFTC’s website 

(www.cftc.gov) and is linked on the DOE’s webpage at DOE 

Enforcement Manual. 

 

CFTC Press Release 7921-19 (May 1, 2019) – The CFTC’s 

Division of Clearing and Risk and the Office of the Chief 

Economist issued, CCP Supervisory Stress Tests:  Reverse 

Stress Test and Liquidation Stress Test, a two-part report that 

includes the results of a reverse stress test of central 

counterparties or clearinghouses resources and an analysis of 

stressed liquidation costs.  This is the third in a series of 

supervisory stress testing exercises and resulting reports on 

CCPs that CFTC staff has conducted.  Previous stress testing 

reports were issued in 2016 and 2017. 

 

============================================ 

 

 

Who’s News 

Nathan Anonick has joined the FDIC’s Office of Complex 

Financial Institutions as a Resolution Policy Analyst.  

Previously, Nathan was an Associate at The Cypress Group. 

 

Brian Bussey, the Director of the Division of Clearing and 

Risk at the CFTC, is taking early retirement from government 

service.  His last day as Director will be July 12, 2019; he will 

continue in federal service until July 29, 2019. 

 

Harry Chaffee has joined National Securities Corporation as 

Managing Director, Chief Compliance Officer.  Previously, 

Harry was a Director at Renaissance Regulatory Services, Inc. 

 

 (Continued on page 18) 
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2019 Legal and Legislative Issues 

Conference 
 

Save the dates – October 24-25, 2019 
 

Registrations are now being accepted for FMA’s 28th Legal 

& Legislative Conference set to take place October 24–25 at 

the recently renovated Madison Hotel here in Washington, DC.  

This annual program is a high-level forum for banking and 

securities attorneys as well as senior compliance officers/risk 

managers, internal auditors and regulators.  The day and a half 

program provides participants with an opportunity to share 

information on current legal and regulatory developments as 

well as network with peers.  Be sure to ask about the 2-for-1 

or first-timers registration discount! 
 

The program planning committee is currently developing an 

agenda focusing on current areas of regulatory and 

Congressional/agency scrutiny and activity.  Members include:  

Joseph Bielawa (M&T Bank); Jay Gould (Winston & Strawn 

LLP); Daniel Kearney (WilmerHale); Gary Klein (Fifth Third 

Bank); Cece Mavico (LPL Financial); Barbara Mendelson 

(Morrison & Foerster LLP); Joseph Vitale (Schulte Roth & 

Zabel LLP) and Charles Yi (Arnold & Porter Kaye Scholer 

LLP). 

 

The working agenda currently features these panels: 

 

→  General Counsels:  FRB, OCC, FDIC, FINRA, CFTC, 

SEC, MSRB & NFA 

→  Legislative Update from Hill Staffers 

→  Volcker 2.0 / FRB’s Tailoring Proposal 

→  Data Privacy and Security in Today’s Financial World 

→  Sanctions 

→  Regulatory Inspections and Enforcement Actions 

→  FRB’s Proposed Control Rule 

→  SEC Division Reports 

         Enforcement, Corporation Finance, Investment 

Management, Trading and Markets & OCIE. 

→  Fintech 

 

If you would like to volunteer to speak on any of these 

topics…or suggest other noted leaders in these fields as 

panelists…please contact Dorcas Pearce and she will advise the 

program planning committee of your interest/input.  The 

complete e-brochure will be distributed mid- to late July and 

will also be featured on FMA’s website – www.fmaweb.org. 

 

CLE and CPE accreditation will be available,  

so be sure to budget for (and plan to attend) the  

2019 Legal & Legislative Issues Conference.

2-for-1, first-timer & team 

registration discounts are available. 
 

Contact Dorcas Pearce at dp-fma@starpower.net or 202/544-

6327 if you have questions and/or wish to register.  Online 

registration is also an option. 

 

Thanks to everyone that responded to FMA’s  

April 15 survey asking for critical topical 

suggestions, speaker recommendations and volunteers. 

 

ATTENTION SPONSORS!  FMA is actively pursuing 

sponsorship opportunities regarding this conference.  Please 

contact FMA if your firm would like to support this event. 

 

 

 
 
2019 Securities Compliance Seminar 
 

FMA’s 28th Securities Compliance Seminar took place May 

1 – 3 at the Marriott Pompano Beach (on the beach!) in Fort 

Lauderdale, Florida.  This annual program was a three-day 

educational and networking experience for securities 

compliance professionals, internal auditors, risk managers, 

attorneys and regulators. 

 
Congratulations to the planning committee for developing 

varied agenda topics and securing noted industry leaders and 

regulators as speakers.  Members included:  Jeffrey Boardman 

(PNC Investments); Steve Brown (PwC); Dionne Fajardo 

(Wiand Guerra King P.A.); Thomas Kennedy (Bessemer 

Trust); Paul Murdock (MCG Consulting Services) and Mark 

Painter (Renaissance Regulatory Services, Inc.). 

 

The agenda featured these sessions and confirmed speakers: 

 

Pre-Seminar Interactive Workshop:  Creating a Culture 

of Collaborative Compliance 

 Joy Aldridge Compliance Counsel LLC 

 Jay Simmons Wells Fargo 
 
 (Continued on page 16)  
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Key 2019 Legislative and Regulatory Initiatives 

 Mitchell Atkins FirstMark Regulatory Solutions 

 Mark Douce Capital One Securities, Inc. 

 Carl Fornaris Greenberg Traurig, P.A. 

 Daniel Newman Nelson Mullins Broad and Cassel 

 

Exploring the Unique Regulatory and Compliance 

Challenges Faced by Bank Owned Broker-Dealers 

 Mark Carberry J.P. Morgan 

 Jeffrey Holik Matasar Jacobs LLC 

 Tom Nelli FINRA 

 Andrew Tino The PNC Financial Services 

  Group, Inc. 
 

Internal Audit Hot Topics and Emerging Issues/Risks 

 Daniel Johnson Credit Suisse 

 Kevin Kohmann The Huntington National Bank 

 Keith Longacre Grant Thornton LLP 

 Jay Simmons Wells Fargo 

 

RegTech:  Compliance Technology 

 Mitch Avnet Compliance Risk Concept 

 Kavita Jain FINRA 

 Greg Jenkins Wells Fargo Securities 

 

Senior Investor Protections 

 Louis Dempsey Renaissance Regulatory Services 

 Ronald Long Wells Fargo Advisors 

 Alex Sabo Bressler, Amery & Ross, P.C. 

 

Regulatory Forum—Banking 

 Howard Kirkham Federal Reserve Bank of  

  Chicago 

 Joel Miller OCC 

 

Understanding and Managing Your Evolving 

Cybersecurity Risks 

 Ertem Osmanoglu PwC 

 Michael Wheatley Lincoln Financial Group 

 Kerry Finegan Zinn Bressler, Amery & Ross, P.C. 

 

Hot Topics in Portfolio Management and Trading 

 Cameron Iraj Constellation Advisers, LLC 

 Thomas Kennedy Bessemer Trust 

 Joseph Mannon Vedder Price 

 

 

Cryptocurrency 

 Buddy Doyle Oyster Consulting, LLC 

 Adrian Gonzalez SEC, Miami Regional Office 

 Jordan Maglich Quarles & Brady LLP 

 
SEC Regulation Best Interest 

 Brad Busscher Incapital LLC 

 Hillel Cohn Morrison & Foerster LLP 

 Thomas Grygiel ACA Compliance Group 

 

Investment Adviser – Current and Emerging 

Challenges 

 Jeri Dresner SEC, Miami Regional Office 

 Patricia Flynn INTECH Investment 

  Management LLC 

 Miriam Lefkowitz Luckystrike Securities 

 

AML/OFAC 

 Kamran Fotouhi Capital Forensics, Inc. 

 Pamela Kwiatkoski PNC Financial Services 

 Daniel Tannebaum PwC 

 

Regulatory Forum—Securities 

 Cynthia Friedlander FINRA 

 Glenn Gordon SEC, Miami Regional Office 

 Caroline Holmes Florida Division of Securities 

 Donald Litteau FINRA 

 Gail Marshall MSRB 

 

 (Continued on page 17) 
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Supervision 

 Carlos Arias U.S. Bancorp Investments 

 Michael Bernardo Citizens Bank 

 Jay Ludwick Wells Fargo 

 Melinda Wolfe Kovack Securities 

 

Informal networking group dinners took place Wednesday 

and Thursday evenings.  They provided a great opportunity for 

attendees to unwind and compare notes on sessions/speakers 

from earlier in the day.  Dinner captains Mac Northam and 

Mark Painter did a fantastic job organizing and hosting these 

events…thanks for a job very well done! 

 

CLE & CPE accreditation (among others) was available 

and all known requesters to date have received their 

approval notifications, certificates, etc.  If you requested CLE 

or CPE and have NOT been contacted nor received these 

materials, please contact Dorcas Pearce right away at dp-

fma@starpower.net or 202/544-6327.  Or, if this is a new 

request, again, notify FMA as soon as possible. 

 

 

Photos Wanted! 

Did anyone take photos of the panels, 

meeting room, sponsor/Registration Desk 

area at the seminar?  If so, please share them 

with FMA for the historical file. 

Email them (in groups of less than 5 MB, 

please) to dp-fma@starpower.net.  Thanks! 

 

 

Pre-Seminar Workshop 

 
Creating a Culture of Collaborative Compliance – 

Blending Compliance, Audit, Risk Management  

& Legal for Maximum Effect and Minimal Risk 
 

Joy Aldridge (Compliance Counsel LLC); and Jay Simmons 

(Wells Fargo) led an optional two-hour pre-seminar interactive 

workshop, “Creating a Culture of Collaborative Compliance”, 

on Wednesday, May 1from 8:30–10:45 am.  This workshop 

focused on the sweet spot where Compliance, Audit, Risk Manage- 

ment and Legal come together to create a sum greater than the 

parts.  Discussion leaders shared experiences and solicited feedback on 

these topics to help participants form a plan for achieving a successful, 

collaborative risk management approach. 

 

 
 

*  *  *  *  *  *  *  *  *  *  *  *  *  *  *  *  *  * 
 

 

FMA gratefully acknowledges  

these sponsors of FMA’s 2019 

Securities Compliance Seminar 
 

 

Hardin Compliance Consulting LLC 

 

Renaissance Regulatory Services, Inc. 

 

Florida Securities Dealers Association 

 

Wiand Guerra King P.A. 

 

MCG Consulting 

 

Vedder Price 

 

Greenberg Traurig, P.A. 

 

PwC 
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Vanessa Countryman has been appointed as the SEC’s 

Secretary, responsible for overseeing the administrative aspects 

of Commission meetings, rulemakings, and procedures.  Ms. 

Countryman has served as Acting Secretary since March 2019.  

 

Rachel Dean has joined Ally as Financial Services Risk and 

Compliance Senior Leader.  Previously, Rachel was SVP, Risk 

& Compliance Manager at Wells Fargo. 

 

Jeffrey T. Dinwoodie has been appointed Senior Counsel and 

Policy Advisor for Market and Activities-Based Risk at the 

SEC.  Chairman Jay Clayton has created this senior officer 

position to manage and coordinate the agency’s efforts to 

identify, monitor and respond to market risks—including 

activities-based risks—affecting the U.S. capital markets. 

 

Daniel Earles has joined Happy Money as Director Of 

Compliance.  Previously, Dan was Director of Compliance at 

AutoGravity. 

 

Michael Emerson has started a new position as Hearing 

Officer at NAM (National Arbitration and Mediation) dealing 

with mediations involving financial services matters.  And, 

Mike continues as Principal at Emerson ADR and Settlement 

Consulting Services LLC. 

 

Jerry Flanagan has been named SVP, Head of Strategic Risk 

at Wells Fargo. 

 

Jay Gallagher has been named Senior National Bank Examiner 

at the OCC.  The Senior National Bank Examiner designation 

recognizes examiners who have distinguished themselves 

through high-quality performance and service as field 

examiners, subject matter experts, and advisers on highly 

complex and technical bank supervision issues.  It is the highest 

honor bestowed to national bank examiners. 

 

Laura Gellman has joined Wells Fargo as SVP/Compliance 

Executive - Human Resources, Stakeholder Relations, Conduct 

Risk Regulations.  Previously, Laura was Managing 

Director, Chief Auditor for Conduct, Culture and Ethics at Citi. 

 

Amy Heaney has joined Voloridge Investment Management as 

Director of Compliance.  Previously, Amy was Director of 

Operations & Compliance at AM Global Family Investment 

Office. 

 

Starla Hendricks has joined Vestmark as SVP/Business 

Development.  Previously, Starla was VP/Business 

Development at Refinitiv. 

 

Chad Hendrix has been named Control Initiatives Leader for 

Wells Fargo’s Commercial Banking Control Group. 

Arian June has been named Partner at Debevoise & Plimpton 

LLP, effective 7/1/19.  

 

Maryann Kennedy has been named Senior Deputy 

Comptroller for Large Bank Supervision at the OCC.  She fills 

the vacancy left by Morris Morgan who became the OCC’s 

Chief Operating Officer in January 2019. 

 

Dan Meade has started a new position as Senior Vice President 

& Managing Counsel at Wells Fargo. 

 

Julian Nieto has been promoted to Senior Analyst & Portfolio 

Manager at Pioneer Wealth. 

 

Nick Podsiadly has been appointed General Counsel at the 

FDIC. 

 

Gianna Ravenscroft has joined Reliant Funding as General 

Counsel.  Previously, Gianna was Associate General Counsel at 

Axos Bank. 

 

Matthew Rossi has joined Citizens Capital Markets, Inc. as a 

Senior Compliance Officer. 

 

Jared Shaw has joined Gemini as Head of Internal Audit.  

Previously, Jared was Senior Manager, Financial Services 

Consultant at Ernst & Young. 

 

Kate Shumar has been promoted to Assistant General Auditor 

at PNC. 

 

Michael VanHuysen has started a new position as Assistant 

Inspector General for Audits & Evaluations at the Office of 

Inspector General, Federal Reserve Board and Consumer 

Financial Protection Bureau. 

 

Romy Vinas has joined the United Bank for Africa as Chief 

Compliance Officer.  Previously, Romy was Principal 

Compliance Consultant at RAV Compliance Consulting LLC. 

 

Elizabeth Watkins, IACCP
(R)

 has assumed the responsibility 

of Head of Compliance for Stifel Asset Management.  She 

continues to serve as CCO for a few Stifel asset managers, 

including Ziegler Capital Management, LLC and 

EquityCompass Investment Management, LLC. 

 

Haimera Workie has been named Head of FINRA’s newly 

formed Office of Financial Innovation. 

 

Charles Yi has joined Arnold & Porter Kaye Scholer LLP as a 

Partner.  Previously, Charles was General Counsel at the FDIC. 

 


