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New guidelines on the concepts of controller and processor under the GDPR 

released by the European Data Protection Board provide fresh direction on joint 

controllership. 

In guidelines adopted on 2 September and published yesterday, officials from the 

European Data Protection Board (EDPB) wrote that the concepts of controller, joint 

controller and processor are “crucial” in the application of the GDPR as they decide 

who is responsible for compliance with the law. Interpretation of these concepts, the 

paper said, must be clear and consistent across the continent. 
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The fundamental definitions of the controller and processor have remained largely 

the same since the EDPB’s predecessor, the Article 29 Working Party, released 

guidance on the topic ten years ago, observers told GDR.  

The guidelines emphasised that organisations cannot pick and choose their roles. 

Organisations become controllers, processors or joint controllers for processing 

activities based on the facts of each case, rather than by contractual designation, 

the guidelines said. 

“It is not possible either to become a controller or to escape controller obligations 

simply by shaping the contract in a certain way where the factual circumstances say 

something else,” the EDPB officials wrote. 

The guidance said that data controllers are defined as the organisation which 

decides the “purposes and means” of the processing – which the EDPB defined as 

“the why and the how”.  

Influence over what the data is used for is the key factor in deciding whether an 

organisation is a controller, the body said, rather than proximity to the data. “It is not 

necessary that the controller actually has access to the data that is being 

processed to be qualified as a controller,” the guidance said. 

The EDPB said the same principle applies to the concept of joint controllership. 

Lawyers noted that the guidelines provided increased clarity on scenarios in which 

organisations are to be considered joint controllers – an issue that has hit the 

European Court of Justice on several occasions in recent years.  

Alja Poler De Zwart, a partner at Morrison Foerster in Brussels, told GDR that 

clarification provided by the guidance on when organisations are joint controllers 

was “sorely needed”. The guidance could benefit from more nuance on this subject, 

Poler De Zwart said, but nonetheless “could potentially have far reaching 

consequences for businesses in terms of responsibilities and liabilities under the 

GDPR”. 

Jörg Hladjk, a partner at Jones Day in Brussels, told GDR that the guidance was 

"long overdue", and that though it largely mirrors the guidelines issued by the Article 

29 Working Party in 2010, it also provides "some important additions, clarifications 
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and nuances". Of particular note, Hladjk said, is the new guidance on joint 

controllership.  

Several lawyers said the guidance is likely to require more complex and in-depth 

joint controllership arrangements.  

Phil Lee, a partner at Fieldfisher in London, said that the GDPR only provides two 

components that must be contained within such an agreement, but that the 

guidance has listed additional requirements. “Joint controllership agreements have 

so far been drafted based on the GDPR, but that’s been expanded now,” Lee said. 

“We can expect more terms and longer contracts.”  

Guillaume Couneson, a partner at Linklaters in Brussels, also said joint controller 

agreements are likely to become longer and more detailed. “It’s clear that for the 

EDPB, a one-page joint controllership agreement is not really an option,” he said. “It 

has insisted that joint controllers will need to describe how they work together in a 

lot of detail.” 

Couneson noted that the guidelines introduced the concept of certain processing 

activities being “inextricably linked” as an indicator of the joint controller 

relationship. The paper said that where multiple organisations are deciding the 

purposes and means of processing, and the processing could not take place unless 

all the organisations were involved, the joint controllership concept kicks in. 

The guidance provided a detailed breakdown of what data processors can and 

cannot do – guidance welcomed by several observers.  

Couneson said the paper’s distinction regarding the determination by processors of 

“essential” and “non-essential” means is particularly useful. The EDPB said that 

only controllers can dictate the fundamentals of how data is processed, including 

issues like what data is processed and for how long. Processors cannot do this, but 

can decide on practical issues such as which hardware or software to use. This 

distinction and the various examples provided, Couneson said, will “make it easier 

when advising clients on the grey-area cases”.  
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Fieldfisher’s Lee told GDR that this issue has “always been difficult in terms of the 

cloud”, and that there was often uncertainty about the “tipping point” between 

processor and controller. The guidance, he said, makes this issue clearer.  

The guidelines are currently open for public consultation, which will close on 19 

October. 

 


