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What To Watch As Data Privacy Again Grabs Focus In Senate 

By Allison Grande 

Law360 (September 22, 2020, 10:22 PM EDT) -- Data privacy will be back in the spotlight at the U.S. 
Senate on Wednesday, with California's attorney general among those set to advise a key committee on 
long-running efforts to craft federal privacy legislation that would tighten the reins on companies' data 
handling practices. 
 
The 10 a.m. ET hearing before the Senate Committee on Commerce, Science and Transportation comes 
less than a week after a group of Republican lawmakers proposed a national privacy framework that 
would require businesses to more prominently disclose their data collection, processing and transfer 
activities and give consumers the ability to access, correct, delete and easily move their data to other 
services. 
 
The legislation, known as the SAFE DATA Act, would also strengthen the Federal Trade Commission's 
ability to hold businesses accountable for the misuse of consumer data by giving the commission the 
power to obtain monetary remedies for consumers, develop new rules to expand what qualifies as 
sensitive data and establish a data broker registry. 
 
"Folks have been talking about this [type of privacy legislation] for years, and a lot of people believe that 
folks in Congress have been waiting to see what the states are doing," said Michael Gold, co-chair of the 
privacy, information management and data protection group at Jeffer Mangels Butler & Mitchell LLP. 
"But at the same time, for an economy as large and complex as we have in the U.S., to let the individual 
states legislate issues of this magnitude doesn't make a great deal of sense." 
 
The SAFE DATA Act represents the latest major push by Congress to take action in the privacy space. But 
in order "for the federal government to get it right, there really has to be a very robust debate about the 
federal government's role in maintaining privacy rights as opposed to the states' role, there really needs 
to be a very robust debate about the limits on privacy in the context of something like the COVID-19 
pandemic, and it's crucial for there to be an honest and robust debate about what privacy is," Gold said. 
 
Those issues are expected to take center stage at Wednesday's hearing. While previous hearings have 
included representatives from industry and consumer advocacy groups, the latest meeting is notable 
due to the regulatory tilt and expertise of the anticipated panelists: California Attorney General Xavier 
Becerra and four former high-ranking officials at the FTC. 
 
"It's an odd panel in terms of its lack of diversity," said Morrison & Foerster LLP partner Nathan Taylor, 



 

 

referring to the speakers' prominent government ties. 
 
Hearing from California's attorney general, who began enforcing the state's landmark Consumer Privacy 
Act on July 1 and may offer some insights on his data privacy expectations under the new regulations, is 
likely to be valuable, according to attorneys. His feedback is also expected to be important for the 
broader data privacy debate since "CCPA is the only analogy out there on the state side" when it comes 
to setting restrictions on the way companies collect, use and share personal data, Taylor said. 
 
The Commerce Committee is also scheduled to hear from former FTC Chairs William Kovacic, a 
Republican who's now a professor at George Washington University Law School, and Jon Leibowitz, a 
Democrat and now counsel at Davis Polk & Wardwell LLP. Former acting Chairman Maureen Ohlhausen, 
a Republican and partner at Baker Botts LLP, and former Democratic commissioner Julie Brill, 
now Microsoft's corporate vice president and deputy general counsel for privacy and regulatory affairs, 
are also expected to testify. 
 
"We're likely going to get one side of the privacy discussion, and it's going to be heavily focused on the 
regulatory view," Taylor said, adding that the witness list "certainly implies that the FTC is going to be a 
focus." 
 
Consumer advocates that were left off the witness list are already fighting back against the Republicans' 
proposal. 
 
On Tuesday, New America's Open Technology Institute, the Center for Digital Democracy, Consumer 
Action and more than a dozen other civil society organizations fired off a letter to the leaders of the 
Commerce Committee expressing their opposition to the SAFE DATA Act. They argued that the bill 
wouldn't do enough to protect consumers, noting its lack of adequate corporate obligations and user 
rights, preemption of stronger state privacy rights and failure to provide strong redress for privacy 
harms. 
 
"As Congress revisits the need for federal privacy legislation, members should reject legislative 
proposals that fail to meaningfully curtail invasive online tracking and data-driven discrimination," said 
Christine Bannan, policy counsel at New America's Open Technology Institute. "The SAFE DATA Act 
would cement the flawed 'notice and consent' model that places the burden of protecting privacy on 
individual users rather than the companies that exploit personal data." 
 
Here, attorneys preview what will be important to watch as senators take their latest crack at 
strengthening the nation's privacy regime. 
 
The Old Foes: Preemption and Class Actions 
 
Fueled by the European Union's General Data Protection Regulation going live in 2018 and CCPA taking 
effect at the beginning of 2020, the Commerce Committee has held several hearings in recent years 
exploring the possibility of enacting privacy rules that would apply across the U.S. But while both 
Republicans and Democrats agree such legislation is necessary, they've been unable to agree on key 
issues such as whether states should be able to set more stringent rules and whether consumers should 
be allowed to sue for alleged violations. 
 
"The SAFE DATA Act really highlights the tension and divide between Republicans and Democrats that 
have bogged down data privacy and breach legislation for the past 15 years, and you don't even have to 



 

 

look at the substantive privacy aspects of the bill," Taylor said. 
 
Instead, the debate is likely to center on Title 4 of the proposal, which covers preemption, private right 
of action and enforcement mechanisms. Under the measure, states would be allowed to continue 
enforcing their breach notification laws but more stringent state privacy laws would be preempted, 
consumers wouldn't be able to bring private lawsuits, and the FTC and state attorneys general would be 
given the power to enforce the law. 
 
"Regardless of what's in the privacy bill, whether it has access or correction rights, a 72-hour breach 
notification window, none of that matters until lawmakers can cross the preemption, private right of 
action and enforcement divide, and they seem to be a long way off from doing that," Taylor said. 
 
The Senate proposal draws from, and in some respects goes further than, ideas from previous proposals 
as well as legislation like the CCPA, GDPR and failed privacy legislation in Washington state, noted Odia 
Kagan, a partner and chair of the GDPR compliance and international privacy practice at Fox Rothschild 
LLP. 
 
"It includes the 'usual suspects' that are found in all proposals — transparency and some consumer 
rights," Kogan said. "But it goes beyond and adds some GDPR concepts like the right to rectification, 
data minimization, applicability to nonprofits and privacy impact assessment. And in some areas it 
breaks new ground by dealing with issues that are a current struggle even in the EU, namely prohibition 
on dark patterns, regulation of data brokers and algorithmic transparency, especially with the rise of 
artificial intelligence." 
 
The bill's sponsors pointed to these expanded provisions in introducing their proposal, noting that it 
departs from other drafts by expanding the scope of data that is covered and striving to protect 
consumers from being manipulated by algorithms used by online platforms. 
 
Cynthia Cole, special counsel at Baker Botts, said the proposal is yet another example of lawmakers 
drafting "reactive" legislation that responds to the "hot button issue of the month" but doesn't 
anticipate technological changes that may again dramatically alter the privacy landscape. 
 
"Because we've had this explosion of negativity around facial recognition and AI, the next legislative 
proposal lawmakers roll out touches on AI," Cole said. "They tweak each proposal just a little bit based 
on what's happened in the last two months, but they never get to a point where they're proposing 
legislation that's actually ahead of the game or forward-thinking on a large scale." 
 
The Pandemic's Impact 
 
The COVID-19 pandemic is one such issue that's caught policymakers' attention when thinking about 
privacy regulation over the past six months. 
 
In an effort to combat the virus, companies have been pressed to collect and make use of more 
information from consumers that they normally wouldn't hold, including temperature checks and 
location information for contact-tracing purposes. Businesses and schools also have more access to 
consumer information than ever, as more people work, go to school and socialize online. 
 
"The pandemic has resulted in more collection and use of personal information and has brought this 
collection and use to the headlines," Kagan said. "This, in turn, highlights the importance of the right to 



 

 

privacy generally and especially during these times and has given a push to moving privacy legislation in 
the U.S. forward." 
 
Several of the new bill's Republican sponsors invoked the COVID-19 pandemic in urging their colleagues 
to support their latest privacy proposal. 
 
"As COVID-19 increases activity online and opportunities to misuse personal data continue to surge, it is 
time to pass a uniform, national privacy law," Commerce Committee Chairman Roger Wicker, R-Miss., 
said in a statement. "More than ever, we need to stop bad actors and restore consumers' trust in the 
internet marketplace." 
 
In the description for Wednesday's hearing, Wicker said that one of the topics that will be covered is 
"how the COVID-19 pandemic has affected data privacy." Attorneys say they'll be watching to see how 
that discussion impacts a more general consumer privacy proposal, especially considering that efforts 
earlier this year to legislate protections for data collected specifically for COVID-19 contact tracing 
purposes fell flat. 
 
"We had a huge crisis, and that's often the time that forces compromises, but Congress couldn't even 
get a COVID bill done," Morrison & Foerster's Taylor said. "And that speaks to the appetite of both sides, 
if they really wanted to get something in the middle of a national emergency, they could have gotten 
something done. But at this point, we'll have a vaccine before we have a COVID privacy bill." 
 
With the Senate likely to be distracted by other priorities, including considering a U.S. Supreme 
Court nominee, the prospects for more general privacy legislation getting out of Congress before 
Election Day on Nov. 3 are also bleak, attorneys say. 
 
But the fact that Senate Republicans have put forth so late in the session such a comprehensive privacy 
proposal, which spans 90 pages, and that Wicker has chosen to use the few remaining days that his 
colleagues are in Washington to address the issue signal that interest is still high and that the topic is 
likely to continue to dominate conversation no matter which party controls the government in 2021. 
 
"This bill doesn't have legs this year, it's entirely a placeholder," Taylor said. "But a placeholder for when 
is unclear." 
 
--Editing by Kelly Duncan and Brian Baresch. 
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