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Uncertainty Around Border Phone Search Standard Continues 
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The U.S. Supreme Court recently denied certiorari in Williams v. U.S., a case in 

which the petitioner had asked the court to decide the level of suspicion required 

for a border agent to search an individual's electronic device. 

 

Lower courts around the country disagree on what standard applies, and, as a 

result, travelers into the U.S. have different privacy rights depending on where 

their plane lands. For now, this uncertainty and inconsistency will continue. 

 

Border Searches: The Current State of the Law 

 

Border searches are an exception to the warrant requirement under the Fourth 

Amendment.[1] Under the border search exception, border agents may conduct 

routine examinations and seizures of persons and property crossing into the 

country in order prevent the entry of unauthorized persons or contraband. 

 

The Supreme Court has made a distinction between routine and nonroutine 

border searches, holding that nonroutine searches may be justified if supported 

by reasonable suspicion.[2] A lower standard than probable cause, reasonable 

suspicion requires "a particularized and objective basis for suspecting the 

particular person" stopped of criminal activity.[3] 

 

Outside of the border search context, the Supreme Court has also held that police must generally obtain 

a warrant before searching the contents of a cell phone because of the "vast store of sensitive 

information" that cell phones contain.[4] The court has not yet, however, addressed how these 

decisions apply to the border search exception. 

 

Both U.S. Customs and Border Protection and U.S. Immigration and Customs Enforcement have policies 

on searching electronic devices. The CBP policy, recently updated in 2018, sets forth two categories of 

searches: basic and advanced, i.e., forensic. 
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Forensic searches include: 

 

any search in which an agent connects external equipment, through a wired or wireless 

connection, to an electronic device, not merely to gain access to the device, but to review, copy 

and/or analyze its contents. 

 

Agents may perform these searches if they have "reasonable suspicion of activity in violation of the laws 

enforced or administered by CBP, or in which there is a national security concern." 

 

Basic searches involve accessing any information on the device — including emails, texts, social media 

posts and photos — and agents may perform these searches with or without suspicion.[5] 

 

Of course, these federal policies do not trump the U.S. Constitution. Currently, four courts of appeals 

have weighed in on the level of suspicion required for a border agent to conduct a forensic search of an 

individual's electronic device.[6] The map below outlines the different levels of suspicion required and 

the states in which each rule applies.[7] 

 

 

 
 



 

 

 
 

Williams v. United States 

 

The case in which the Supreme Court recently denied cert arose out of a criminal prosecution against 

Derrick Lucius Williams Jr., who had tried unsuccessfully to suppress evidence that border agents had 

obtained from his laptop.[8] 

 

Following terrorist attacks in Paris in November 2015, the CBP decided to place a lookout alert for 

Williams in its enforcement system. Williams had been under investigation based on reports that he had 

entered Germany unlawfully and violated a local weapons law, but there was no apparent connection 

between Williams' criminal history and the terrorist attacks. 

 

When Williams flew from Paris to Denver shortly after the attacks, it triggered the alert, prompting 

agents to pull him aside, question him and search his luggage — including his phone and laptop. When 

Williams refused to give the agents his computer password, the agents had forensic specialists remove 

the computer's hard drive, hack into it, copy the entire drive onto a government hard drive, then 

interpret the data to reconstruct it into a forensic analysis platform. From there, an agent looked 

through the computer files using that platform and found child pornography. 

 

Williams was charged with transporting and possessing child pornography. He moved to suppress the 

evidence from his laptop, arguing that the search was not justified under the border search 

exception.[9] The U.S. District Court for the District of Colorado denied the motion, and the U.S. Court of 

Appeals for the Tenth Circuit affirmed. The Tenth Circuit examined the totality of circumstances 

surrounding the search and concluded that because the agents had reasonable suspicion of some sort of 

criminal activity, the search was constitutional.[10] 



 

 

 

Williams petitioned for Supreme Court review. Highlighting the four-way split among the circuit courts, 

Williams asked the court to articulate a rule. He endorsed the approach of the U.S. Court of Appeals for 

the Ninth Circuit and the U.S. Court of Appeals for the Fourth Circuit, arguing that a border agent must 

have reasonable suspicion that a device contains contraband or evidence of a crime related to the 

border search exception's purposes in order to perform a forensic search of the device. 

 

Warrantless searches, he argued, could not fall within the border search exception unless they were 

connected to the underlying purpose of the exception — namely, protecting the nation from "entrants 

who may bring anything harmful to it."[11] He also emphasized that any minor disruptions that the 

reasonable suspicion requirement created were a small price to pay to protect individual privacy.[12] 

 

The government acknowledged the circuit split but argued that it did not affect the outcome of this 

case. According to the government, because the agent had merely browsed through the active files on 

the computer after hacking into the laptop, no forensic search had occurred. Consequently, even those 

court decisions requiring reasonable suspicion to conduct a forensic search did not apply.[13] 

 

The government also argued that even if the agents had needed reasonable suspicion of criminal 

offenses related to the border search exception's purposes, that standard had been met. Williams' 

suspected immigration violations, his one-way travel from Paris shortly after terrorist attacks, and his 

suspicious behavior during questioning in Denver, when taken together amounted to reasonable 

suspicion of crimes bearing a nexus to the border search exception's purposes.[14] 

 

The Supreme Court denied cert on Oct. 5. 

 

Implications and Trends 

 

For now, the law remains unsettled, with circuit courts applying different rules when it comes to 

forensic searches of electronic devices — and with at least one circuit court requiring no reasonable 

suspicion at all. 

 

According to Williams, as the law stands now, "any traveler who values his privacy should really avoid 

entering the country via Miami or Atlanta. In the Eleventh Circuit, every computer or cell phone is no 

different than a suitcase." 

 

As lower courts grapple with the question presented in this case, we expect that at least two additional 

issues will arise. 

 

First, courts will likely need to determine what constitutes a forensic search of an electronic device. Is it 

correct, as the government contended in Williams' case, that hacking into a device using forensic tools 

and manually reviewing the active files — rather than forensically restoring deleted files — is not a 

forensic search? 

 



 

 

Second, whatever qualifies as a nonforensic search, courts will need to assess the constitutionality of 

such searches. Nonforensic searches of devices currently require no level of suspicion but constitute a 

significant invasion of privacy. 

 

In the meantime, the risk of having your device searched at the border remains. This is a matter of 

particular concern to business travelers who have proprietary business or privileged information on 

their devices. Current CBP and ICE policies require agents to prevent unauthorized disclosure of 

confidential business information and to escalate the matter to department counsel when a traveler 

claims that his or her device contains privileged information.[15] But, these policies will not necessarily 

prevent the search. 

 

While this uncertainty and inconsistency continues, there are a number of things you can do to protect 

sensitive information when crossing an international border: 

• When traveling internationally, consider taking only a clean smartphone or laptop computer. If 

there is no sensitive data on the electronic device, there is no risk that such data will be exposed 

to border officials. 

• If all sensitive data cannot be wiped from electronic device prior to international travel, only 

take the information needed and remove all unnecessary sensitive data. 

• Inventory all sensitive data contained on any electronic devices that will be taken across the 

border. That way, if it is accessed, you will know exactly what information was impacted. 

• Fully power down all electronic devices prior to passing through customs. 

• Encryption software is most effective when devices are powered down. 

• If a request for search is made, inform CBP or ICE officials if there is privileged or business-

sensitive data on your devices. 
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