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Rising Star: Morrison & Foerster's Alex Iftimie 

By Ben Kochman 

Law360 (June 7, 2021, 3:02 PM EDT) -- Morrison & Foerster LLP's Alex 
Iftimie, a co-chair of the firm's global risk and crisis management group 
and a former national security official at the U.S. Department of Justice, 
helped FireEye Inc. navigate a breach that led to the discovery of a Russian 
espionage campaign that targeted software used by federal agencies and 
thousands of companies, earning him a spot among the top cybersecurity 
and privacy attorneys under age 40 honored as Law360 Rising Stars. 

HIS BIGGEST RECENT CASE: 
Iftimie, a former DOJ prosecutor and national security official from 2012 to 
2019 before joining MoFo, was part of a team representing FireEye in 
December, as the cybersecurity giant probed a breach in which state-
sponsored attackers stole tools that the company uses to test its 
customers' defenses. 
 
Iftimie and the MoFo team advised FireEye as the company communicated 
with Congress and U.S. law enforcement about the attack, which was 
ultimately found to have been carried out by hackers exploiting a security 
flaw in software offered by SolarWinds Corp., an IT provider with clients 
within the U.S. government and among a large set of multinational 
companies. 
 
The incident, which U.S. authorities have attributed to Russian 
intelligence, is believed to be part of a massive cyberespionage campaign 
that has counted the U.S. Departments of Homeland Security, Energy and 
Treasury among its victims and sparked debate about how best to 
confront security threats in software infrastructure. 
 
"In hindsight, that investigation was a defining moment for the 
cybersecurity community," Iftimie said, adding that "it put a spotlight on 
software supply chain risks, which will continue to be a focus of 
regulation." 
 
HIS PROUDEST MOMENT: 
At the U.S. Attorney's Office for the Eastern District of Virginia, Iftimie was 
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a member of the prosecution team that investigated Russian efforts to interfere in the 2018 midterm 
elections, bringing charges against an accountant accused of helping a Moscow-based disinformation 
group use fake social media accounts to sow discord among potential voters. 
 
Helping expose those alleged efforts to undermine faith in U.S. democracy was particularly meaningful 
for Iftimie, who grew up in California after his family emigrated to North America following the 
Romanian Revolution in 1989. 
 
"Being able to work on a case that drives at the heart of our democratic values was particularly 
rewarding as a first-generation American whose parents fled communism in favor of the democratic 
institutions we hold sacred here," Iftimie said. 
 
WHY HE'S A CYBERSECURITY AND PRIVACY ATTORNEY: 
Iftimie, who was recently named co-chair of MoFo's global risk and crisis management group, had an 
early edge in understanding the nuances of technology as a child growing up in San Francisco with two 
parents who worked in the software industry. 
 
He's now built out a practice combining his tech-savvy with his experience handling national security 
issues that he honed at the DOJ, where he worked on intelligence reforms that followed the leaks from 
former National Security Agency analyst Edward Snowden and on government efforts to blunt terrorists' 
use of the internet. 
 
U.S. officials are increasingly viewing cybersecurity issues like the recent scourge of ransomware attacks 
as national security threats, a situation that suits Iftimie's expertise. 
 
"I've found a niche at the intersection of cybersecurity and national security, an area that 
has truly grown in scope and demand in recent years," Iftimie said.  
 
WHAT MOTIVATES HIM: 
Iftimie said he enjoys helping clients navigate what can be a murky legal landscape in fast-changing 
fields like technology and cybersecurity. 
 
"I enjoy being a counselor for companies, to help them think through the gray areas of the law, look 
around corners and mitigate business risks," he said. 
 
Providing answers for clients doesn't have to always take the form of a lengthy legal opinion, Ifmitie 
added. Sometimes, offering clear, less formal guidance can be the best approach, he said. 
 
"I've found that clients in private practice don't just want to know what the law is, they want actionable 
advice within the constraints of the law that they can translate into business decisions," Iftimie said. 
 
— As told to Ben Kochman 
 
Law360's Rising Stars are attorneys under 40 whose legal accomplishments belie their age. A team of 
Law360 editors selected the 2021 Rising Stars winners after reviewing more than 1,400 submissions. 
Attorneys had to be under 40 as of April 30, 2021, to be eligible for this year's award. This interview has 
been edited and condensed. 
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