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Do You Have Users Under 18?
Significant Revisions to California Privacy Law Take
Effect on January 1, 2015
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Last year, California made child-related revisions to its Online Privacy Protection
1
Act that have ramifications even for websites and other online services that are
not directed to children. The revision, “Privacy Rights for California Minors in the
2
Digital World,” imposes obligations on any website, application, or other online
service that (1) is directed to minors—that is, was created to reach an audience
predominantly composed of minors—or (2) has actual knowledge that a minor is
using it because, for example, it collects date of birth (each, a “Covered
3
Service”). Covered Services are thus not limited to services directed to minors:
even a general audience or adult-directed service is subject to the law if it
collects age information and permits those who identify as minors to use the
service.
The revised law takes effect on January 1, 2015. It will require a Covered
Service to permit a registered user who is a minor to remove content that
he or she has posted. It will also prohibit a Covered Service from
advertising adult products to minors and from collecting, using, or
disclosing minors’ personal information for such advertising, or allowing
others to do so.
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THE DELETE BUTTON REQUIREMENT
The law will require a Covered Service to permit a registered user who is under
4
18 to remove content that he or she has posted to the service. Specifically, it
will have to:
•

Permit a minor to remove, or to request and obtain removal of, content
that he or she has posted to the service (“posted” means that the content
is accessible to others); and
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Cal. Bus. & Prof. Code §§ 22575 et seq.

2

Cal. Bus. & Prof. Code §§ 22580-82. See our earlier client alert on the topic, “California Mandates
‘Delete Button’ and Restricts Certain Online Advertising to Minors,” at
http://media.mofo.com/files/Uploads/Images/130927-Delete-Button.pdf.
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Cal. Bus. & Prof. Code §§ 22580-81. The law does not require an operator to collect age from its
users.
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Cal. Bus. & Prof. Code § 22581.
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•

Provide instructions (e.g., in its privacy policy) on how a minor may remove or request removal of posted content,
along with an explanation that removal does not ensure complete or comprehensive removal of the content.

The explanation that removal does not ensure complete or comprehensive removal is necessary because the law does
not require removal in certain situations, including if another provision of law requires the Covered Service to maintain the
content, if it was posted or reposted by users other than the minor, or if the minor received consideration in exchange for
5
the posting. Moreover, the law does not require permanent deletion of removed content. Rather, a Covered Service
may comply with a removal request by: (1) anonymizing the content so that the minor cannot be individually identified; or
(2) rendering the content invisible to others, while retaining it on its servers.
LIMITS ON ADVERTISING
The revised law also prohibits Covered Services from advertising adult products, such as alcohol, tobacco, and firearms,
to minors and from collecting, using, or disclosing minors’ personal information for such advertising, or allowing others to
6
do so. This provision applies to a Covered Service that is directed to minors or that has actual knowledge that the
advertising will be targeted to a minor. If a Covered Service uses a service provider to deliver its advertising and notifies
the service provider that the service is directed to minors, then the responsibility to comply with the law rests with the
7
service provider.
WHAT DOES THIS MEAN IN PRACTICE?
Each operator of a website, app, or other online service should determine whether it falls within the law’s coverage and, if
so, develop a strategy to achieve compliance before the law takes effect on January 1, 2015. When doing so, we suggest
that:
•

If you operate a general audience or adult-directed site or service and you do not have a business need for your
users’ age information, do not collect age or date of birth from your registered users on a going-forward basis.
This will limit your need to comply, at least with respect to new users.

•

If you operate a Covered Service and permit users to post information or content (such as through a profile, blog,
chat, message board, or similar feature), consider whether you will let registered users who are minors remove
their posted content themselves or request to have it removed (or anonymized) by you. In either case, in your
privacy policy, provide notice of the minor’s right, along with instructions and an explanation that removal does not
ensure complete removal. For example:
If you are under 18 and a registered Site user, you may ask us to remove content or
information that you have posted to the Site by writing to [email address]. Please note
that your request does not ensure complete or comprehensive removal of the content or
information, as, for example, some of your content may have been reposted by another
user.
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Cal. Bus. & Prof. Code § 22581(b)(1), (2), (5).
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Cal. Bus. & Prof. Code § 22580. The full list of adult products is: alcoholic beverages, firearms or handguns, ammunition, handgun safety certificates,
etching creams or aerosol containers of paint that are capable of defacing property, tobacco and cigarette products, BB devices, dangerous fireworks,
ultraviolet tanning services, certain dietary supplements, lottery tickets or shares, Salvia products, body branding or permanent tattoos, drug
paraphernalia, electronic cigarettes, obscene materials, and certain weapons.
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Cal. Bus. & Prof. Code § 22580(h)(1)-(2).
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•

If you have actual knowledge that you are targeting advertising to minors, ensure that your advertising does not
promote any of the adult products covered by the law.

•

If you have actual knowledge that you have collected personal information from a minor, put policies and
procedures in place to ensure that such information is not collected, used, or disclosed—by you or any third
party—to advertise adult products.

•

If you operate a Covered Service that is directed to minors: (1) do not advertise adult products; (2) take steps to
ensure that your users’ personal information is not collected, used, or disclosed—by you or any third party—to
advertise adult products; and (3) inform your advertising service providers that your service is directed to minors.

About Morrison & Foerster:
We are Morrison & Foerster — a global firm of exceptional credentials. Our clients include some of the largest financial
institutions, investment banks, Fortune 100, technology and life science companies. We’ve been included on The
American Lawyer’s A-List for 11 straight years, and Fortune named us one of the “100 Best Companies to Work For.” Our
lawyers are committed to achieving innovative and business-minded results for our clients, while preserving the
differences that make us stronger. This is MoFo. Visit us at www.mofo.com.
Morrison & Foerster has a world-class privacy and data security practice that is cross-disciplinary and spans our global
offices. With more than 60 lawyers actively counseling, litigating, and representing clients before regulators around the
world on privacy and security of information issues, we have been recognized by Chambers and Legal 500 as having one
of the best domestic and global practices in this area.
For more information about our people and services and the resources we offer such as our treatise setting out the U.S.
and international legal landscape related to workplace privacy and data security, "Global Employee Privacy and Data
Security Law," or our free online Privacy Library, please visit: http://www.mofo.com/privacy--data-security-services/ and
follow us on Twitter @MoFoPrivacy.
Because of the generality of this update, the information provided herein may not be applicable in all situations and should
not be acted upon without specific legal advice based on particular situations. Prior results do not guarantee a similar
outcome.
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