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Data privacy and transfers in cross-border

investigations

John P Carlin, James M Koukios, David A Newman and Suhna N Pierce

Morrison & Foerster

The proliferation and expansion of different data protection regimes
in jurisdictions around the world is making cross-border investiga-
tions increasingly challenging.

In particular, Department of Justice (DOJ) investigations of mul-
tinational companies for violations of the Foreign Corrupt Practices
Act (FCPA), rate manipulation, US sanctions or export-control
violations, or other cross-border economic crimes often require
counsel representing the target company to assemble and review
information from a web of complex corporate structures in different
jurisdictions that implicate overlapping and at times inconsistent
data privacy laws. In the course of such investigations, the DOJ
will commonly request information about employees of the subject
company - or about other third parties who have interacted with the
subject company - that is housed in another jurisdiction. Moreover,
the information requested may reside in emails sent or received by
employees that work for affiliated entities in other countries. And,
often, even when the subject company wishes to cooperate with
the DOJ investigation, it may find itself constrained in its ability to
divulge the requested information because of a non-US jurisdiction’s
laws, including data protection laws, employment laws, and laws that
protect the secrecy of correspondence.

DOJ leadership has acknowledged this development while at
the same time conveying a degree of scepticism towards companies’
inability to disclose information on these grounds. In remarks given
in March 2016, for example, the then-Assistant Attorney General
in charge of the Criminal Division, Leslie Caldwell, noted that
investigators were working to address ‘myriad foreign data privacy
regulations’ in the course of investigating global white-collar criminal
offences and suggested that in certain situations, ‘non-cooperative
companies make invalid assertions about particular data privacy
laws in an effort to shield themselves from our investigations! In
previous remarks, Caldwell had stated that the DOJ is ‘looking
closely — with an ever more sceptical eye - to ensure’ that companies’
invocations of data privacy laws as obstacles to sharing information
are ‘honest and not obstructionist.?

Perhaps because of that scepticism, the DO]J has released guid-
ance regarding cooperation in FCPA investigations - an area in
which this issue commonly arises — which states that companies
must specifically establish which data privacy laws actually prohibit
transfers of requested information.’> And companies are expected to
‘work diligently to identify all available legal bases to provide’ the
requested information wherever possible. (The DOJ has issued
similar guidance in the context of export control and sanctions
investigations.)®

In short, companies facing DOJ investigations cannot simply
raise the spectre of foreign data privacy laws’ to avoid requests to
produce documents or other information - particularly if they wish
to gain cooperation credit. At the same time, and as described below,
many foreign laws do indeed impose onerous restrictions against
the collection and transfer of personal information into the United

States that must be analysed in connection with efforts to cooperate
with a US investigation.

The proliferation of different data protection regimes

More than 100 countries around the world have data protection laws.

Those laws all have common elements which require that individu-

als be afforded certain rights and that specific steps be taken before

personal information can be collected and shared with third parties
and outside of the country. The core principles are:

o Notice: individuals must be informed in advance about the types
of personal information that a company will obtain, the ways in
which a company will use that information, and to whom the
company will disclose the information in order for the collection
and use to be considered fair.

o Choice: a basic principle under privacy laws is that the individual
at issue has a choice about whether or not his or her personal
information is collected, used and shared (unless there is another
valid legal basis for processing the information, as discussed
below). An individual can agree to the collection of his or her
personal information and specific uses and disclosures of it, if
the individual has been provided sufficient information and the
consent is voluntary.

o Limitations on sharing with third parties (including govern-
ments): having possession of personal information does not give
a company licence to disclose the information to any third par-
ties, or for any purposes, that it sees fit. The company can share
the information with those recipients, and for those purposes,
about which the individual has been informed, and it may need
to execute a contract with the recipients to limit their use and
further disclosure of the information.

o Limitations on cross-border transfers: privacy laws require
special measures to transfer personal information outside the
country’s borders to recipients located in other jurisdictions
that are regarded as having weaker privacy protections; such
measures may include the individual’s consent or an appropriate
contract with the recipient.

European Union data privacy protections
The European Union and its member states impose strict data
protection laws through a number of mechanisms, the first and
foremost of which is Data Protection Directive 95/46 (the Directive).
The Directive is designed to extend a high level of protection for all
‘personal data, which is defined to mean ‘any information relating to
an identified or identifiable natural person (‘data subject’); an iden-
tifiable person is one who can be identified, directly or indirectly, in
particular by reference to an identification number or to one or more
factors specific to his physical, physiological, mental, economic,
cultural or social identity’

While member states are the bodies primarily responsible for
enacting data protection laws, the Directive sets out several principles
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that each member state is required to follow when implementing
national legislation. One of those key obligations is making sure that
there is a ‘legal basis’ or good reason to collect, use, or share personal
information (which is generally referred to as ‘processing’ personal
information). The following legal bases may potentially be used to
justify an investigation:

« the processing is necessary for the company to comply with a
legal obligation; this only refers to compliance with a European
legal obligation and not to compliance with a US statute or
regulation (but certain member states may have an obligation to
comply with an order issued by a foreign court);

o the processing is necessary for the purposes of legitimate
interests of the company or of a third party to whom the data
are disclosed, except where the individual’s interest in his or her
fundamental rights and freedoms override those interests;

« the processing is necessary to perform a contract to which the
individual is party (eg, the employment contract); or

o the individual has unambiguously consented to the processing.®

An even higher threshold applies where data concerns ‘special cat-
egories, including data that reveal racial or ethnic origins, political
opinions, religious or philosophical beliefs, health information, and
trade union membership. Information relating to an individual’s
criminal history or to allegations of criminal activity is also con-
sidered to be sensitive data in EU countries. Under the Directive, a
company that processes these types of information for purposes of
an investigation can do so (i) if the processing is necessary to carry
out specific obligations on the company under the member state’s
employment law; (ii) with the individual’s explicit consent; or (iii) to
establish, exercise or defend against a legal claim.”

Thus if a company needs to do an email review and the mat-
ter involves health information, the company may need to obtain
explicit written consent from the individuals whose information is
at issue, unless it is obligated to review this information under the
employment law of the member state (which would be unlikely for
a foreign company), or unless the review is necessary to establish,
exercise, or defend a legal claim. The requirements to meet the con-
dition of defending a legal claim may differ from one member state
to another. For example, in the Netherlands there must be an actual
legal proceeding in which the EU affiliate that controls the data is
named as a party, and a voluntary disclosure to prevent a subpoena,
investigation or legal proceeding will not constitute a valid basis. In
contrast, in Italy the company can process sensitive personal infor-
mation as part of an investigation (eg, into an employee’s potentially
criminal acts against the company) on the grounds of a legal claim
that the company seeks to exercise or defend in the future.

In addition to having to have a legal basis for each act of pro-
cessing, the Directive imposes restrictions against sharing personal
information outside the European Economic Area (EEA). The
European Commission (EC) has determined that a handful of
countries provide ‘adequate’ levels of protection for personal data,
which means data can be transferred on to those countries without
additional mechanisms in place. But the United States has not been
deemed to provide adequate protection to personal information. As
such, organisations operating in an EEA country are constrained
in their ability to transfer personal data into the United States (eg,
by moving it to an affiliate or parent company that is based in the
United States).

In the absence of an adequacy determination, there are effec-
tively five mechanisms for transferring personal information from
an EEA affiliate to a parent company in the United States:

www.globalinvestigationsreview.com

o the US company has been certified to the US-EU Privacy Shield;

o the individual whom the data concerns has given his or her
unambiguous consent;

« the transfer is necessary for the performance of a contract with,
or concluded in the interests of, an individual;

o the European company and the US company have entered into
a form agreement called the Standard Contractual Clauses that
have been approved by the EC; or

« a group of affiliated companies have agreed to be bound by an
approved set of binding corporate rules (BCRs), which has been
approved by the EU data protection authorities.

Thus companies need to put in place a mechanism to share the
information between the entity in the EU and the affiliated company
in the US. Those mechanisms would not enable the EU entity or
its US affiliate to share the information with the DOJ. A discrete
mechanism would be needed to further share the information with
the DOJ, such as obtaining the individual’s consent to the disclosure.
As of 25 May 2018, the General Data Protection Regulation
(GDPR) will take effect, replacing the Directive.® The GDPR con-
tains data transfer restrictions that are equivalent to the Directive.
The GDPR will apply directly in countries in the EEA, meaning there
will be no need for those countries to implement the rules into their
national legislation as has been the case for the Directive. Under the
GDPR, some requirements will be more demanding than their coun-
terparts under the Directive. For example, article 13 of the GDPR
specifies a more extensive list of information that should be provided
to the individuals regarding processing of their personal information
than what is required under current law to comply with notice prin-
ciples. Additionally, the GDPR will require companies to conduct
‘data protection impact assessments’ where processing ‘is likely to
result in a high risk’ for the rights of individuals, having regard to the
‘nature, scope, context and purposes of the processing’ It remains
to be seen whether investigations would be considered a type of
processing likely to result in high risk to the rights of individuals.

Additional development: UK data privacy restrictions in

the shadow of ‘Brexit’

If the UK were to leave the EU entirely under Brexit, it would no

longer be subject to the GDPR. On 21 June 2017, however, as part

of the Queen’s Speech (which traditionally sets out the agenda for
the next parliamentary year), the UK government announced plans
for ‘a new law’ — namely, a new UK Data Protection Bill - that will

‘ensure that the United Kingdom retains its world-class regime

protecting personal data’

The UK Data Protection Bill would serve as a successor to the
UK’s current Data Protection Act 1998. An accompanying docu-
ment to the Queen’s Speech describing the government’s plans stated
that the bill would create a new framework to balance users’ and
businesses’ freedom and security online. The document further
explained that the legislation’s key features would include:

« making the UK’s data protection framework suitable for the new
digital age, allowing citizens to better control their data;

o implementing the EU General Data Protection Regulation
(GDPR) in order to meet the UK’s obligations while it is an
EU member state and help put the UK in the best position to
maintain its ability to share data with other EU member states
and internationally, after it leaves the EU;

« modernising and updating the regime for data processing by law
enforcement agencies, covering both domestic processing and
cross-border transfers of personal data; and
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o updating the powers and sanctions available to the UK’
Information Commissioner.

While it remains possible that the Queen’s Speech - which, of course,
covers a broad array of topics beyond data protection - could get
voted down or amended, it is generally not expected that the propos-
als regarding data protection will radically differ from those made
in the Queen’s Speech. The speech thus provides further confirma-
tion that the UK will implement the GDPR in May 2018 (when the
UK will still be an EU member state) and echoes the Information
Commissioner’s previous comments to the effect that the UK must
seek to keep up with the EU data protection regime even after
Brexit. That said, it remains to be seen how closely the proposed
Data Protection Bill will track the requirements of the GDPR and
so legislative developments in the coming year on this topic bear
close watching.

Data protection regimes in Asia, Latin America

and Africa

There is so much focus on Europe that companies often forget about
some of the obligations in Asia, Latin America and Africa. The
number of jurisdictions in these regions that have data privacy laws
continues to increase. Such laws tend to have a number of common
elements, including with respect to notice, choice, data security, the
right of the individual to access and correct personal information
relating to him or her, and data integrity and retention. In general
- consistent with privacy regimes throughout the world - these
laws require that individuals be told what personal information is
collected, why it is collected, and with whom it is shared. The laws
also require consent mechanisms, though they vary by country.
Some countries in the Asia-Pacific region, such as South Korea and
Hong Kong, require affirmative opt-in consent for at least some uses
of data, while in other countries, such as New Zealand, there is less
of an emphasis on consent. In Latin America, all relevant privacy
laws include choice requirements, though some countries, such as
Colombia, have a much stronger emphasis on affirmative consent
than others.

Much like other privacy regimes, these laws also require
organisations that collect, use and disclose personal information to
take reasonable precautions to protect that information from loss,
misuse, unauthorised access, disclosure, alteration and destruction.
With respect to access and correction rights, however, many coun-
tries in Asia either do not specify specific time frames for honouring
access or correction requests, or provide a manageable time frame
similar to those found in European countries. By contrast, many
Latin American privacy laws impose very short time frames for
responding to access and correction requests. Finally, these privacy
laws generally require that organisations that collect personal infor-
mation ensure that their records are accurate, complete and kept up
to date for the purposes for which the information will be used and
also that they retain the personal information only for the period of
time required to achieve the purpose of the processing.

With regard to cross-border transfers, a number of these coun-
tries restrict the transfer of personal information to countries that
do not adequately protect personal information. In most cases in the
Asia-Pacific region, however, data protection authorities have not
provided guidance on what countries provide adequate protections;
companies can mitigate uncertainty by implementing mechanisms
such as contractual agreements to facilitate cross-border transfers
without running afoul of these rules. By contrast, in the Latin
American region, privacy laws rely more heavily on consent for

cross-border transfers. In Africa and the Middle East, there are 18
countries, plus areas within the United Arab Emirates and Qatar,
that have enacted comprehensive privacy laws, almost all of which
include cross-border limitations. These laws do for the most part
provide that a company can transfer data to another country if it is
a contractual necessity (though not merely based on the legitimate
interest of the company).

Beyond data protection regimes: employment and
correspondence secrecy laws

Outside of the United States, several other types of laws may affect
a company’s ability to conduct an internal investigation in a given
jurisdiction, most notably employment laws and correspondence
secrecy laws. As with data protection laws, these laws have nuances
in their formulation and interpretation so that the operative rules
differ from country to country.

Many countries have laws protecting the secrecy of correspond-
ence. This right may be established by a country’s constitution or
provided by the civil or criminal code or by telecommunications law.
Such provisions guarantee the secrecy of closed correspondence and
require consent of the parties to such a communication in order to
access its contents. While originally envisioned to protect sealed let-
ters, in many countries the secrecy of correspondence is held inviola-
ble not only for written correspondence but also extends to telephone
calls, emails and other electronic communications. Correspondence
secrecy rules will typically become an issue if the company permits
its employees to make incidental personal use of company computer
systems. Where such personal use is allowed, there is potential for
the company to access employees’ private communications in the
course of collecting and reviewing emails and other documents for
the investigation. As a result, the collection and review generally can
proceed only with the employee’s informed consent, which may be
withdrawn at any time.

Furthermore, employment laws in many countries regulate
the manner and extent of control that an employer can exercise in
relation to its workers. In the context of an internal investigation, a
company is obligated, in some countries, to provide a specific notice
to applicable employees to inform them about the pending investi-
gation. This notice is in addition to any general privacy notice that
the employer may have provided its employees. The specific notice
must be provided to an employee under investigation informing
him or her of the allegations or suspicions at issue and providing
the employee an opportunity to address those allegations. Generally,
the specific notice should be provided prior to any data collection,
although some countries allow for delaying the notice until there is
no longer a risk of the employee destroying evidence. Employment
laws, in combination with data protection laws, also require a com-
pany to minimise the intrusion that an internal investigation has into
employees” private affairs. Thus, where private correspondence is
encountered during document review, it should be not be reviewed
and should be disregarded, even if the employee has consented to the
investigation accessing private correspondence. In some countries, it
is reccommended practice to give the employee the option to be pre-
sent when his or her emails or other documents are being reviewed,
so that the employee can indicate which ones are private in nature
and should be discarded.

Additional development to watch: DOJ requests
Supreme Court review of the Second Circuit's ruling in
US v Microsoft

In the past year, one of the most closely watched issues with respect
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to the scope of US privacy and data security law has been the enforce-
ability of warrants issued pursuant to the Stored Communications
Act (SCA), 18 USC section 2701 et seq., seeking data stored outside
the United States. In Microsoft v United States, 829 F3d 197 (2d. Cir.
2016), the US Court of Appeals for the Second Circuit considered
a challenge from Microsoft to the enforceability of an SCA war-
rant seeking content information with respect to an email account
stored by the Company in Dublin. Microsoft had moved to quash
the warrant on the grounds that the SCA, and therefore the warrant,
did not authorise a search and seizure outside of the territory of the
United States.

In a closely watched ruling, the Second Circuit ultimately agreed
with Microsoft. Whereas the US government had argued that the
analysis should turn on the fact that Microsoft technicians sitting at
their desks in the United States had the physical and technological
capability to access the emails stored on servers outside of the United
States, the Second Circuit disagreed, reasoning that, even if Microsoft
accessed the emails from a US workstation, the actual seizure of the
emails would occur on a server outside of the United States. The
court went on to hold on statutory grounds that the SCA warrant
cannot authorise such a seizure because the statute only permits
searches and seizures that occur within the United States.

Since the Microsoft ruling came down, a number of lower courts
in other circuits have reached a different result. For example, a federal
magistrate judge in the Eastern District of Pennsylvania ruled for the
Department of Justice and ordered Google, Inc to comply with two
search warrants for foreign-stored user data. In re Search Warrant,
No. 16-960-M-01 to Google (E.D. Pa. 3 February 2017). Then, a few
months later, a federal judge in California declined to apply the rea-
soning of the Microsoft case in another SCA case involving Google.
In re Google, No. 16-mc-80263-LB (N.D. Ca. 19 April 2017).

On 23 June, having unsuccessfully sought en banc review from
the full Second Circuit, the DOJ took an important action in an
effort to resolve the current uncertainties when it sought Supreme
Court review of the Second Circuit’s Microsoft decision. In the peti-
tion for certiorari, the acting solicitor general argued that the Second
Circuit reached an ‘unprecedented holding’ that was grounded in the
flawed premise that the production of information ‘the provider can
access domestically with the click of a computer mouse’ nevertheless
constitutes an extraterritorial application of the SCA. The Supreme
Court is likely to act on the petition in the autumn of 2017, poten-
tially paving the way for the issue to be resolved in the first half of
2018. Because the issue is one of statutory interpretation, there is
also the possibility that it could ultimately be addressed through the
passage of new legislation in Congress.

Conclusion

In light of the complex and often inconsistent data privacy frame-
works that regulate multinational companies — along with the DOJ’s
repeated scepticism toward generalised refusals to comply with a US
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investigation on data privacy grounds - it is imperative that those
conducting cross-border investigations have a firm grasp of the
specific requirements applicable to their circumstances. A series of
ongoing litigation matters and other events may result in significant
changes to the landscape over the next year - including the outcome
of the Privacy Shield litigation in the EU, the fate of the Second
Circuit's Microsoft ruling in the Supreme Court, and the evolution
of UK data privacy protection laws against the backdrop of Brexit.
These developments bear close monitoring not only by attorneys
principally engaged in data privacy work but also by those who
counsel clients regarding cross-border investigations.
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as the basis for the 2016 film War Dogs, and was featured on a 2017
episode of CNBC’s American Greed to discuss the high-profile pros-
ecution of Efraim Diveroli and his company AEY Inc.

Prior to joining Morrison & Foerster, James served as the Senior
Deputy Chief of the Fraud Section in the Criminal Division of the
DO]J. In that role, he supervised investigations, prosecutions and
resolutions in the Fraud Section’s FCPA, Health Care Fraud, and
Securities and Financial Fraud Units. He was also a key contributor
in drafting the DOJ and SEC joint publication, A Resource Guide
to the U.S. Foreign Corrupt Practices Act, which followed a series of
consultations with business and compliance leaders.
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Along with his role as Senior Deputy Chief, James has also
held numerous government positions, including Assistant Chief
in the Fraud Section’s FCPA Unit, Special Counsel to former FBI
Director Robert S Mueller, III, and as an Assistant US Attorney in
the Southern District of Florida.

David A Newman
Morrison & Foerster

David A Newman represents clients in a wide variety of national
security and global risk and crisis management issues. He has
extensive experience in national security law, crisis management,
and government regulation.

Prior to joining Morrison & Foerster, David held several key
posts at the White House, serving as Special Assistant and Associate
Counsel to President Barack Obama and on the staff of the National
Security Council. Throughout his tenure at the White House,
David played a central role in coordinating the Administrations
responses to domestic and international crises. He regularly advised
the President and other senior administration officials on a range
of complex matters affecting the federal government, overseeing
a broad portfolio that spanned national security priorities, crisis
response and preparedness planning, new data and technology
initiatives, criminal justice reform, and civil rights litigation.

Previously, David was counsel to the Assistant Attorney General
for National Security at the DOJ, where he helped manage the
DOJ National Security Division and counselled senior officials at
DOJ and across the government on a wide array of matters — from
high-profile terrorism investigations and litigation involving
government surveillance programmes to reviews of data privacy
policies and matters before the Committee on Foreign Investment
in the United States. David also regularly coordinated White House
briefings and responses to congressional inquiries involving sensi-
tive national security programmes and worked closely with the
Intelligence Community and the US military to support counterter-
rorism operations.

Suhna N Pierce
Morrison & Foerster

Suhna N Pierce has a rare combination of technical and legal com-
petency. With extensive experience in the information technology
industry providing infrastructure engineering and support services,
she has deep knowledge of the technologies and processes used in
enterprise settings. As an attorney, Suhna brings practical insight
into the data security matters that the firm’s clients handle on a
daily basis. She has worked with companies responding to regula-
tory inquiries regarding their privacy and data security practices,
including Federal Trade Commission investigations following data
security incidents.

Suhna also advises clients on complying with US and foreign
privacy and data protection laws. She has helped clients develop
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privacy policies for website visitors and privacy notices for employ-

ees and customers; establish contracts relating to cross-border

data transfer and protection obligations; and carry out registra-

tions with data protection regulators. She has assisted clients with

completing multi-jurisdictional surveys of privacy obligations,

such as comparing different countries’ requirements for marketing

communications. Ms Pierce also has experience advising clients

on privacy issues related to Foreign Corrupt Practices Act compli-

ance programmes.

Prior to her legal career, she worked as an IT systems engineer

in a variety of environments, including Fortune 500 corporations,

an IT consulting company, and a not-for-profit organisation.

MORRISON

FOERSTER
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425 Market Street
San Francisco, CA 94105-2482
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2000 Pennsylvania Avenue, Northwest
Washington, DC 20006-1888
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250 West 55th Street

New York, NY 10019-9601

Tel: +1 415 268 7000
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James M Koukios
jkoukios@mofo.com

David A Newman
dnewman@mofo.com

Suhna N Pierce
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www.mofo.com

With a team comprised of former federal prosecutors and regulators, veteran defence lawyers and
seasoned foreign counsel, Morrison & Foerster has significant experience handling investigations and
compliance matters on six continents and in more than 65 countries worldwide. Our investigations
team understands how regulators think and can anticipate their next move. We approach each
engagement from the client’s perspective, drawing on our collective experience to offer practical
advice that balances risk with the reality of running a business. Our clients frequently seek our
advice on the many US and foreign laws regulating international business transactions including
the FCPA, UK Bribery Act, Sarbanes-Oxley, the whistleblower provisions of the Dodd-Frank Act,
international trade, export control and sanctions laws, anti-money laundering laws, and the Bank
Secrecy Act, among others.

Our privacy and data security team, which consists of more than 60 experienced lawyers
across the US, Europe and Asia, provides seamless, integrated service and is familiar with the
data protection laws in every jurisdiction in which they exist. Our team includes locally qualified
lawyers who are not only well-versed in international privacy laws, but also in interactions with
the relevant data protection authorities. Because of our vast experience in international privacy
and data security compliance, we are uniquely suited to help global organisations respond to global
data security breaches and investigations, and have represented multinational clients in numerous
investigations relating to data protection authority inquiries in Japan, Hong Kong, South Korea,
France, Germany, the UK, Ireland, the Netherlands, Luxembourg, Canada, Australia and Russia, as
well as authorities in the United States including the Federal Trade Commission and state attorneys
general.
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