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Germany Enacts GDPR Implementation Bill
By Hanno Timner and Jens Wollesen*
Germany has approved a law implementing the General Data Protection Regulation
(‘‘GDPR’’). The new Federal Data Protection Act will repeal the current Federal Data
Protection Act on May 25, 2018, when the GDPR enters into force. The authors of
this article explain the new Act.
Germany is the first Member State in the EU to approve a law implementing the
General Data Protection Regulation (‘‘GDPR’’) into national law. Germany’s Federal
Assembly (‘‘Bundesrat’’) cleared the new Federal Data Protection Act (‘‘New Act’’) on
May 12, 2017.
The New Act will repeal the current Federal Data Protection Act (‘‘FDPA’’) on
May 25, 2018, when the GDPR enters into force. Companies that fall within the New
Act’s scope (see below) will therefore not only have to comply with the GDPR but also
with the New Act.
THE GDPR’S HARMONIZATION IS NOT ALL-ENCOMPASSING
The GDPR will enter into force across the European Union on May 25, 2018, and it
will replace and harmonize the national data protection laws of the 28 EU Member
States. There are, however, a number of areas in the GDPR where Member States may
add their own rules (e.g., processing in the employment context and processing of
sensitive personal information), so local requirements may vary.
THERE WILL BE A TIERED APPROACH WHERE THE NEW ACT
COMPLEMENTS THE GDPR
The German New Act is meant to repeal and replace the FDPA in its entirety. A
large portion of the GDPR’s material provisions takes effect directly and do not require
any implementation. Such provisions are therefore not included in the New Act.
Rather, the focus is on the areas that require, or offer the possibility of, further
regulation by the national legislation.

*
Hanno Timner is the co-managing partner of Morrison & Foerster LLP’s Berlin office, head of the
Employment and Labor practice group in Germany and a member of the Privacy & Data Security Practice
Group, advising and representing national and international employers in all labor law issues and disputes.
Jens Wollesen is an associate in the firm’s Berlin office and a member of the Employment & Labor and
Privacy & Data Security Practice Groups. The authors may be reached at htimner@mofo.com and
jwollesen@mofo.com, respectively.
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THE SCOPE OF THE NEW ACT MIRRORS THAT OF THE GDPR BUT
ALSO DOES MORE
The New Act will apply to the processing of personal information:





In the context of activities of an establishment of a controller or processor in
Germany.
If the controller or processor is not established in the EU or European
Economic Area but offers goods or services to individuals in the EU or monitors
their behavior. This is a broader application than would have been expected
from a national implementation, as the New Act seems to apply also if goods or
services are offered or behavior is monitored in an EU Member State other than
Germany. This aspect is not further addressed or explained in the legislative
materials, and it may give rise to controversies in the future.
If the controller or processor processes personal information in Germany. Here
too, there is a departure from the principles of the GDPR (and from e.g., the
draft Dutch GDPR implementation act), where the German New Act provides
that if mere processing takes place in Germany—even if the controller or
processor itself is established in another EU Member State—the German
New Act needs to be complied with. The FDPA is explicitly not applicable if
a controller located in another EU Member State processes personal information (unless carried out by a branch in Germany). A similar provision is missing
from the German New Act. The German New Act may also act as a disincentive
for non-EU companies to select service providers in Germany. As the New Act
expressly applies to controllers processing personal information in Germany,
the scope of the New Act is broader than the scope of the GDPR.

The above expansions as to the scope of application are noteworthy, as the GDPR
has been intended to ensure harmonization of the European privacy regime and a
prevention of an accumulation of different national regimes that apply. The expansion
of application principles under the German New Act could very well end up having a
contrary effect.
The New Act does not, however, deviate from the GDPR’s rules on the (national)
DPAs’ authority to enforce privacy law. Thus, an Irish or Polish DPA could have
authority to enforce the German New Act.
HIGHLIGHTS OF THE NEW ACT


Sensitive Personal Information: Article 22 para. 1 of the New Act covers the cases
in which the processing of sensitive personal information is permitted without
having to obtain specific consent (provided the processing takes place within
defined parameters). According to Article 22, this would be the case, for
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example, for the assessment of the working capacity of an employee and for
compliance with obligations under social security law.
Change of purpose: The New Act allows a further processing of personal information (i.e., for a different purpose than for which the personal information was
initially collected), if such further processing ‘‘is necessary to assert, pursue or
defend civil law claims’’ of the controller (and the interests of the data subject do
not override). The New Act supplements Art. 6 para. 4 GDPR, which provides
criteria to be considered when deciding whether a secondary use of personal
information is permitted. The New Act is more restrictive than the current
FDPA, permitting further processing if necessary to safeguard any justified
interests of the controller or processor and if such interests are not overridden
by the interests of the individual.
Data Protection Officer: Art. 38 of the New Act makes use of the ability under
the GDPR to set specific thresholds under Member State law when the appointment of a DPO is required. There are a number of instances under the New Act
when the appointment of a DPO is required:
when a controller or processor employs at least 10 people who are engaged
in the processing of personal information on a regular basis (Art. 38 of the
New Act).
When a controller or processor engages in high risk data processing for which
a data protection impact assessment under Art. 35 GDPR is required.
When a controller or processor continuously engages in surveys for market
research or opinion polling. A single survey or polling may require the
appointment of a DPO if it is indicative of an intent to continuously
engage in surveys or pollings.

*

*

*

The New Act provides for lower thresholds than the GDPR for the appointment of a
DPO. The New Act does not require the appointment of a separate German DPO.
Therefore, under Art. 37 para. 2 GDPR, a group of companies may appoint a single
DPO, satisfying the requirements under the New Act.


Data processing in the employment context: Art. 26 sets out specific requirements
for the processing of data in the employment context and introduces (amongst
other things) a test to establish whether employee consent can be considered to
have been freely given (and therefore considered to be valid). The New Act
provides that consent can be considered to have been freely given if it is sought
for the provision of a legal or economic benefit to the employee, or where the
employer and employee pursue ‘‘similar interests’’. The New Act’s commentary
sections provide examples of situations when this can be the case, such as with
the introduction of a health management system or the use of company IT
equipment. As an example of the ‘‘pursuit of similar interests,’’ the commentary
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refers to cases when employers circulate birthday lists and current photos of
employees (supporting the communication among employees, thereby serving
interests of the company and the employees). In conformity with the present
FDPA, Art. 26 confirms that ‘‘collective agreements’’ with unions or works
councils may serve as separate legal bases for the processing of employees’
personal data. Art. 26 of the New Act makes use of the flexibility awarded to
Member States around processing in the employment context under Art. 88 of
the GDPR.
Information rights of individuals: A previous version of the New Act restricted
the information rights of individuals if honoring those rights is too burdensome on the company processing their information and the interest of the
individual in obtaining information is relatively low. This provision had
drawn criticism from DPAs and the Federal Assembly, as it would contravene
the protective character of the information rights under the GDPR, and it has
been deleted.
Sanctions: In a previous draft, the New Act had capped penalties at EUR
300,000 for infringements (whereas the GDPR provides for maximum fines
up to 20 million EUR or four percent of the worldwide annual turnover). In the
final version of the New Act, the penalty cap has been deleted in response to
criticism that this cap would effectively thwart the sanction regime under the
GDPR. The current draft no longer provides for fines (with an exception for
violations by consumer credit agencies), and therefore the sanction provisions of
the GDPR apply also in Germany. In addition, however, the New Act imposes
considerable criminal sanctions for violations of the New Act and increases the
maximum prison sentence from two to three years (as compared to the FDPA).
This sentence applies to anyone who knowingly, commercially and without
authorization transfers personal information of ‘‘a large number of persons,’’
which is not publicly available, to a third person or for making this information
available in other ways. The term ‘‘commercially’’ denotes an intent to make a
profit from repeated (illegal) data transfers. As a consequence, inadvertent data
breaches would not be subject to criminal liability.

COMPREHENSIVE IMPLEMENTATION ACT MAY OBSTRUCT EFFECTIVE
HARMONIZATION
It is clear that the New Act is much more comprehensive than the FDPA (by
comparison, the FDPA has a total of 48 provisions versus 85 provisions in the draft
New Act). German Data Protection Authorities already pointed out that the detailed
provisions of the New Act may effectively get in the way of the harmonization effect of
the GDPR. Lawmakers have addressed specific points of criticism, such as the
previously extensive limitation of information rights, while leaving the overall structure
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intact. The New Act’s exemptions from the GDPR will, however, likely remain a
potential source of conflict.
The original draft of the New Act is available on the webpage of the Federal Ministry of
the Interior.1 A consolidated version of the amended New Act has not yet been published.

1

See http://www.bmi.bund.de/SharedDocs/Downloads/DE/Gesetzestexte/Entwuerfe/entwurfdatenschutz-grundverordnung.pdf?__blob=publicationFile; Amendments of the legislative procedure
are available at http://dipbt.bundestag.de/doc/btd/18/120/1812084.pdf (both documents in German
only).
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