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Submission to the Article 29 Data Protection Working Party on 
Working Documents 256 on BCR and 257 on BCR-P 

 
 
Morrison & Foerster welcomes the opportunity to comment on Working Documents WP 
256 and 257 setting up tables with the elements and principles to be found in Binding 
Corporate Rules and Binding Corporate Rules for Processors as adopted by the Article 29 
Working Party (“Working Party”).    
 
We have assisted many multinational companies in developing and applying for 
authorization of Binding Corporate Rules for Controllers and Processors, and submit the 
following for your consideration in respect of the updated Working Documents on BCR.  
 
WP 256 ON BCR  FOR CONTROLLERS 
 

I. Item 5.1 and 6.2: process for providing notice of updates to the BCR, 
including to the list of BCR members  

 
We encourage the Working Party to align item 6.2 more closely with the process set forth 
in item 5.1 for providing notice of updates to the BCRs, including to the list of BCR 
members.  Under item 5.1, a company needs to report changes to its BCR to the relevant 
Supervisory Authorities, via the competent Supervisory Authority. In other words, 
companies can notify changes to their lead Supervisory Authority (under Article 56 
GDPR), which in turn will inform the other relevant Supervisory Authorities, which is 
consistent with the cooperation provisions provided in Article 60 GDPR. In line with the 
above, item 5.1 further specifies that the company should keep a fully updated list of the 
BCR members and keep track of changes to the BCRs and provide the necessary 
information to the data subjects or Supervisory Authorities on request. The company 
should further report any changes to the list of BCR members to the competent 
Supervisory Authority once a year. Under item 6.2, however, the company is required 
to keep an updated list of the entities (including contact details) bound by the BCR and 
to inform the Supervisory Authorities and the data subjects in case of a modification 
to the list.   
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We kindly request the Working Party to update the text under item 6.2 and align this with 
item 5.1:  
 

• By clarifying that the company can inform the lead Supervisory Authority, which 
in its turn will inform the other relevant Supervisory Authorities. 

 
• By clarifying that, if the BCR apply to all Company entities, a company can 

inform data subjects of changes to the list of BCR members by publishing the 
amended BCR on its website. In many cases, companies apply their BCR to all 
their group companies, even if the group companies may change from time to 
time. Data subjects can therefore assume that the BCR apply to any particular 
group company. For many multinational companies, the list of subsidiaries may 
change frequently, which would make publication of the list of BCR members 
(including contact details) an unnecessary administrative burden. Until now, it 
was always sufficient for a company to have such a list readily available to be 
provided upon request to Supervisory Authorities and data subjects. 
 

• By omitting the new requirement to publish the contact details for each and every 
group company.  Publishing the contact details for each and every group company 
may be more confusing than helpful for data subjects, who benefit from clear 
communication channels for any queries and complaints relating to the BCR.  A 
lengthy list of contact information for all group entities (some of which may be 
small and not have relevant capabilities to handle data subject requests) would 
undermine the benefits of the streamlined complaints procedure provided for by 
item 2.2, to the detriment of the data subjects.   

 
 
II. Item 6.1.1 sub (vi): obligation to enter into contracts with internal processors 

 
Item 6.6.6 (vi) specifies the company’s obligation to enter into data processor contracts 
not only with external processors, but also with internal processors. We note that if group 
companies process data on behalf of other group companies, the BCR will always apply 
to the relevant data processing and all group companies (whether in their capacity of 
controller or processor) will have to abide by the BCR. Intra-company data processor 
agreements will not add anything to these obligations, as these obligations are already 
embodied in the BCR (which have to be both internally and externally binding to be 
eligible for authorisation). Indeed, the purpose of processor contracts is to flow down the 
relevant controller obligations (such as security) to any processors.  Requiring intra-group 
processing agreements (which will frequently change due to changes in the processing 
activities) will just create an unnecessary administrative burden, with no added material 
protection for individuals. Indeed, this is exactly the reason why many multinationals that 
have centralised certain data processing operations in shared service centers have opted 
for BCR for controllers. In that case the shared service center processes data on behalf of 
the other group companies (i.e. in a capacity of data processor). Such data processing will 
be fully covered by the BCR and in that case the intra-group contracting requirements can 
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be dispensed with.1 We urgently request the WP29 to acknowledge this benefit of BCR-C 
for companies, as was standing practice before the updated requirements were adopted, 
and remove the duplicative requirement of intra-company data processor agreements 
among group companies bound by the BCRs.  
 
 
III. Item 6.3 use of “best efforts” to obtain right to waive prohibition to inform 

the lead Supervisory Authority  
 
The term ‘best efforts’ entails under especially common law jurisdictions that a company 
may have to involve all resources and efforts to obtain the relevant waiver. In many cases 
companies can file a request to obtain such a waiver, but there is not much else they can 
do. The implications of the best effort requirement are therefore unclear. We kindly 
propose to replace the best effort requirement into a more concrete requirement for the 
company to file a request to waive the relevant prohibition. This will provide additional 
clarity and certainty regarding the company’s obligation. 
 
 
 
WP 257 ON BCR FOR PROCESSORS 
 

I. Item 1.3: distinction between rights enforceable directly against the processor 
(BCR company) and those enforceable only when the controller no longer 
exists   

 
The introduction of WP 257 states that data subjects should be able to enforce the BCR 
for Processors (“BCR-P”)  directly against the processor, where the GDPR requirements 
at stake are directly applicable to processors. Item 3.1 lists the obligations that should be 
directly enforceable against the processor as well as the obligations that should be 
enforceable only when the controller no longer exists. We note that all obligations listed 
under the second list (only enforceable against processor when the controller no longer 
exists) are already covered by the first list (being directly enforceable against processor), 
as a result of which the second list seems superfluous. We suggest to remove from the 
first list the GDPR obligations that are not directly applicable to processors, so that they 
apply only when the controller no longer exists.  For example the obligations that have to 
be imposed by the controller upon processor in the processor agreement pursuant to 
Article 28(3) GDPR, often relate to obligations of the controller in respect of which the 
processor has to assist the controller (for example with its obligations to respond to 
requests of data subjects). These requirement are therefore mostly more suitable to be 
enforced against the controller first and should be included in the second list only.  
 
II. Item 2.3: requirement to submit data processing facilities for audit by 

controllers 
 

                                                 
1 Naturally, this is no longer the case if a group company starts processing data on behalf of a third party 
outside the multinational group of companies. These activities would not be covered by a BCR for 
controllers, but will require BCR for Processors. 
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Under item 2.3, the processor is required to submit its auditing facilities to audits by the 
controller.   
 
We note that the regular manner in which processors meet audit requirements of their 
customers is by issuing third party auditor reports, as it would be risky if not impossible 
for processors with a large number of customers to allow onsite audits by customers (or 
their auditors). If such on-site audits would be allowed, such processors would not be able 
to sustain their third-party audited security standards as visitors to the site amount to a 
security risk in itself. This is a well-recognized phenomenon, and accepted industry 
practice, and reflected in many BCR that have been approved by EU DPAs throughout 
the EU. We kindly request you to amend the BCR requirements accordingly.  
 
 
III. Item 5.1: requirement to report changes to the competent Supervisory 

Authorities 
 
In line with WP 256, item 5.1 (see our earlier comment in Section I in respect of WP 
256), processors should be able to notify changes to their lead Supervisory Authority 
(under Article 56 GDPR), which in turn will inform the other relevant Supervisory 
Authorities, which is consistent with the cooperation procedure of Article 60 GDPR. We 
kindly request the WP 29 to update the text under item 5.1 by clarifying that the company 
can inform the lead Supervisory Authority (instead of all competent Supervisory 
Authorities) of any changes to the BCR, which in its turn will inform the other relevant 
Supervisory Authorities. 
 
 
IV. Item 6.1. sub (vi): requirements when sub-processing within the group 
 
Under item 6.1 (vi), the controller should be informed by the processor of any intended 
changes concerning the addition or replacement of not only external sub-processors, but 
also of internal sub-processors in such a timely fashion that the controller has the 
possibility to object to the change or to terminate the contract before the data are 
communicated to the new sub-processor. The purpose of BCR for Processors is to ensure 
an adequate level of protection for personal data, regardless which group company of the 
processor processes the data. Processors choose to adopt BCR for Processors to remove 
any barriers or impediments to their ability to determine how to best structure the the data 
processing activities within the processor group of companies.  
Indeed, requiring that processors notify customers of changes in internal sub-processors 
as well as providing them the opportunity to object, will just create an unnecessary 
administrative burden, with no added material protection for customers or individuals.  
 
 
V. Item 6.3: requirement to also notify the Supervisory Authority of the 

controller in case national legislation prevents the processor to comply with 
the BCR-P 

 
Under item 6.3, the BCR-P should include a commitment by the processor that, if it 
believes that national legislation prevents it from complying with the BCR-P or the 
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service contract, it will inform its lead Supervisory Authority and the controller, “which 
is then entitled to suspend the transfer of data and/or terminate the contract”.   
 
In addition, item 6.3 also requires the processor to inform the Supervisory Authority 
competent for the controller. As to this requirement, we note that the purpose of notifying 
the controller is to enable the controller to address the non-compliance by suspending 
transfers or terminating the relevant contract. It is not up to the processor to inform the 
Supervisory Authority competent for the controller, but rather it is the controller’s own 
responsibility to do so if it decides not to suspend the transfers or terminate the service 
contract. Moreover, we note that processors often have very large number of customers 
and identifying the lead Supervisory Authorities of each and every customer for purposes 
of notification amounts to an unnecessary administrative burden, especially if such 
notification will be premature (as the customers will first have to decide whether to 
suspend transfers or terminate their contracts). It is the responsibility of the controller to 
inform its lead Supervisory Authority in case of non-compliance.  
 
Though we recognize that this requirement is also already listed in WP195, a number of 
BCR-P that have until now been approved by the various EU DPAs have not imposed 
such a requirement.  
 
A similar comment applies to the requirement that the processor has to inform not only 
the customer and its own lead Supervisory authority but also the Supervisory Authority 
competent for controller of any legally binding request for disclosure of the personal data 
by a law enforcement authority or state security body. This is a matter that should be 
addressed properly by the controller with its Supervisory Authority, rather than by its 
processor.  
 
 
 
 


