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Firms Must Embrace Ongoing Training To Thwart Cyberattacks 

By Michele Gorman 

Law360 (August 22, 2018, 8:29 PM EDT) -- Maintaining security is a process that businesses must 
continually cultivate and reevaluate as law firms and companies of all sizes face unprecedented 
challenges from cyberattacks, a group of panelists said Wednesday during an American Bar 
Association webinar. 
 
During the discussion, the third in a five-part series hosted by the ABA Cybersecurity Task Force, experts 
from the private sector and former government officials encouraged businesses to mandate ongoing 
security training with their staff and business partners. 
 
“Most people fail because they do it as an on-boarding exercise, and then they have a periodic refresher 
once a year,” said Paul Rosenzweig, founding principal of Red Branch Consulting PLLC. 
 
But a business must constantly adapt to any changes in its data or information technology systems and 
stay up to date on the latest security threats. 
 
Rosenzweig advised businesses to outsource security education to a specialized company that conducts 
it on a continual basis. Often those organizations personalize training for a business and allow 
employees to choose when to complete the program based on their schedules. 
 
The panelists also stressed the need to subject every employee to training — including executives. 
 
“The lesson here is this is a continuous process. You do your threat modeling, you do your best to 
change, and then you start all over again,” Rosenzweig said. 
 
Human error is among the most common reasons for cyberattacks, said Scott Charney, corporate vice 
president for Microsoft’s Trustworthy Computing Group. He encouraged firms to send fake phishing 
emails to test their lawyers and to force them to recognize suspicious messages. 
 
Hackers operate with different motives and techniques, and their effects vary. If a breach occurs, a 
business will need to prove it tried to protect data, said Robert Litt, of counsel at Morrison & Foerster 
LLP and former general counsel for the director of national intelligence. These steps include assigning 
security responsibility to an employee with authority, understanding the company’s data and whether it 
is on its own server or outsourced to a third-party vendor, conducting a risk assessment to identify and 
evaluate threats and vulnerabilities, and selecting, developing and implementing security controls, 
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which differ for, say, a two-person firm versus Baker McKenzie. 
 
Law firms are most vulnerable when they allow attorneys to use their own devices and log on using a 
variety of operating systems, Rosenzweig said. 
 
“Your network is only as secure as the least secure device attached to it,” he said. 
 
Information theft affects clients, but it can also harm a business. Hackers target lawyers because they 
gather sensitive data to prepare clients for public offerings and the discovery phase of litigation. The 
panelists reminded the webinar audience that major law firms including Mossack Fonseca & Co., DLA 
Piper and Cravath Swaine & Moore LLP have fallen victim to data breaches in recent years. 
 
They pointed to the cyberattack on the now-defunct Panamanian Mossack Fonseca, which made global 
headlines in April 2016 with the leak of millions of documents tied to its clients. The documents revealed 
a web of mostly European finance professionals helping rich and powerful clients, some closely tied to 
world leaders, avoid paying tax by using offshore jurisdictions, and the firm closed in March because of 
the damage to its reputation and business. 
 
They also mentioned that DLA Piper was among the several international companies and 
agencies hit last year with a ransomware attack that spread across Europe and the United States, taking 
down many of the firm’s phone and email systems. 
 
“We have to think of cyber crime not only as the actual attack on the computer,” Litt said, “but what can 
be accomplished with that attack on the computer.” 
 
--Additional reporting by Joseph Boris and Sam Reisman. Editing by Peter Rozovsky. 
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