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Robert Litt
Charles Capito

CFIUS AND EXPORT CONTROL 
REFORM

Date

• Overview and Background

• Why Was CFIUS Reform Needed?

• What Does the New Legislation – the Foreign Investment
Risk Review Modernization Act (FIRRMA) – Do and
When Are the Reforms Effective?

• Export Control Reform

• Observations from the Front Lines

Agenda
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• Membership

• Jurisdiction – “National Security” and “Control”

• Effect of FIRRMA

Overview:  What is CFIUS?

Morrison & Foerster LLP
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Who to Know

Morrison & Foerster LLP

Statutory (“Voting”) Members

Steven Mnuchin Wilbur Ross James Mattis Rick Perry Kirstjen Nielsen

Jeff Sessions Mike Pompeo Michael Kratsios Robert Lighthizer

Plus

Other U.S. Government 
agencies may be asked to 

participate on an ad hoc basis

Non-Voting Members Observers

Director of National 
Intelligence 
(produced threat 
analyses)

Secretary of Labor 
(evaluates consistency 
of mitigation with labor 
laws)

Council of 
Economic Advisers

National Security 
Staff

Office of 
Management and 
Budget
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“National Security” in the CFIUS Context

Morrison & Foerster LLP

CFIUS reviews used to involve:

• classified defense or homeland
security-related contracts

• sole-source contracts with
federal, state or local
governments

• critical or emerging
technologies and infrastructure

• technologies or products
subject to export control
restrictions

• foreign government-controlled
investors making investments
in sensitive sectors/industries

• supply chain vulnerabilities

Now, CFIUS also includes  
transactions in “dual-use” 
technologies/industries:

• artificial intelligence/robotics
• autonomous

vehicles/navigation
• big data
• telecommunications
• aerospace
• software
• digital media
• engineering
• chemicals and pharmaceuticals
• energy assets
• agriculture and food chain
• other emerging technologies

Acquisition of all or majority of stock or assets of a 
U.S. business

Indirect acquisition of control through acquisition of 
a non-U.S. company   

Very fact-specific, especially in minority ownership 
context

But note:  FIRRMA expands jurisdiction over 
certain non-controlling investments

4

“Control” in the CFIUS Context

Morrison & Foerster LLP

“The power, direct or indirect, whether or not exercised or 
exercisable through the ownership of a majority or a dominant 
minority of the total outstanding voting securities of an issuer, or 
by proxy voting, contractual arrangements or other means, to 
determine, direct or decide matters affecting an entity.”

“The power, direct or indirect, whether or not exercised or 
exercisable through the ownership of a majority or a dominant 
minority of the total outstanding voting securities of an issuer, or 
by proxy voting, contractual arrangements or other means, to 
determine, direct or decide matters affecting an entity.”
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Pre-filing draft notice open ended review  
(now CFIUS response due in 10 business 
days) 

Initial 30-day review   (now 45 days)

45-day investigation (now 15-day extension
in “exceptional circumstances”)

Mitigation agreement (negotiated in 
investigation period) 

Presidential determination (15 day review)

CFIUS Process Timeline (with FIRRMA changes)

Morrison & Foerster LLP

Fact of life in Trump Era: Treasury: 2017 cases with mitigation 
doubled from the prior year (10% to 20%); count does not include 
many abandoned cases

Dominant CFIUS concern to keep U.S. leading-edge technology 
and contain China = more mitigation/blocked deals

• Governance restrictions: Using voting trusts and proxies from classified space, 
objecting to board observers

• Control physical/electronic access to company
• Restrict access to information: IP, Know-how, PII data
• Vendor approval rights
• Visibility and compliance assurance: security officer, third party monitor, audits

Mitigation categories across non-Chinese acquirers in tech space, 
including U.S. allies, and can have major effect on U.S. businesses’ 
operations:

7

CFIUS Mitigation

Morrison & Foerster LLP
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• FIRRMA:  “The national security landscape has shifted in
recent years, and so has the nature of the investments
that pose the greatest potential risk to national security.”

• Increasing and evolving threat from China – “Made in
China 2025”

• Heightened concern on transfer of technology and data

• Inadequacy of out-of-date export controls

• Threat presented not only by control over U.S. business,
but access to data resulting from board participation or
influence as a significant minority investor

Circumstances Leading to Reform

Morrison & Foerster LLP

• President signed on August 13, 2018; part of National Defense
Authorization Act

• Driven by Congress focus on China

• Intensified/expanded focus on investments in critical technology,
critical infrastructure, and companies collecting U.S. PII

• AI, robotics, autonomous vehicles, semiconductors, 3D printing

• Increased mitigation likely – DoD as lead player on technologies, w/
new funding

• Review timeline – longer review period, but some controls on staff
delay

• Filing fee in regulations, capped at lesser of 1% of transaction value or
$300,000

FIRRMA Overview

9Morrison & Foerster LLP



• Some terms effective immediately – timing, suspending
transactions, mitigation

• Most require new regulations − up to 18 months rollout -
continued uncertainty

• Requires development of more stringent export controls
for emerging/foundational technologies: tougher to
export new technology from U.S.

• Getting at U.S. companies’ China JVs and licensing
arrangements

FIRRMA Overview – cont’d

10Morrison & Foerster LLP

• Expands scope of “covered transactions” to include “other investments” by
foreign entities that result in foreign control of any U.S. business that:

• owns, operates, manufactures, supplies or services critical infrastructure;

• produces, designs, tests, manufactures, fabricates, or develops critical
technologies; or

• maintains or collects sensitive personal data of U.S. citizens

• “Other investments” include not only investments that result in control, but
non-controlling investments that give the foreign person:

• access to any material non-public technical information of the U.S.
business (excluding financial information);

• membership or observer rights on the board of directors; or

• any involvement in substantive decision making of the U.S. business
regarding sensitive personal data of U.S. citizens, critical technologies, or
critical infrastructure

FIRRMA Expands CFIUS Jurisdiction—Inbound 

11Morrison & Foerster LLP
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• FIRRMA authorized a pilot program pending issuance of
implementing regulations, and it is expected to remain in effect
until the final regulations are issued, probably by February
2020

• Interim Rule Issued October 10, 2018

• Effective Date:  November 11, 2018

• Will have immediate and potentially significant impact on
foreign investment in certain sectors.

Treasury’s Pilot Program

Morrison & Foerster LLP
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Key takeaways regarding the new pilot program include:

• Expansion of CFIUS’s jurisdiction over certain non-controlling
investments in U.S. companies involving critical technologies;

• Establishment of a new mandatory declaration process for
covered transactions involving certain critical technology
industries; filing no longer optional;

• Identification of 27 “pilot program industries” on which these
critical technology reviews will be focused;

• Imposition of civil penalties for parties to transactions that fail to
submit the mandatory declaration; and

• Clarification for investment funds regarding the effect of
participation in the fund by foreign limited partners on CFIUS’s
jurisdiction to review transactions covered under the pilot
program.

Treasury’s Pilot Program – cont’d

Morrison & Foerster LLP
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New Export Controls on Emerging Technologies—Outbound

Morrison & Foerster LLP

Requires Commerce Department and other agencies to develop new 
export controls on “emerging and foundational technologies”

• artificial intelligence
• autonomous vehicles
• robotics
• 3D printing
• Other technologies with EAR99 ECCNs

To be defined in Commerce regulations, but expected to include 
technologies related to:

• Licensing agreements
• Joint ventures

Will affect ability of U.S. companies with critical technologies to export 
technology to China and other countries

FIRRMA exempts from these new licensing requirements ordinary 
course commercial transactions (e.g., export of commercial products)

15

• Longer process:  4 – 6 months, multiple pull and refile

• Intense focus on China:  CFIUS is asking foreign buyers for information
about all of their dealings with China, whether or not related to the proposed
acquisition

• Mitigation:

• Major increase in cases requiring mitigation

• More burdensome and complex mitigation

• Mitigation is not narrowly focuses on threat presented by
acquirer/investor, but is more often broadly aimed at addressing
unrelated vulnerabilities with the U.S. company

• Alternatives to mitigation:

• CFIUS orders

• “Is Informed” Letters from Commerce

• How will China react to difficult investment climate and trade war?

• Will it make it harder for U.S. companies to do business there?

Observations from the CFIUS Front Lines

Morrison & Foerster LLP





Kevin Mullen 
James Tucker

BID PROTESTS:  CURRENT 
DEVELOPMENTS IN LAW AND 
PRACTICE

Date

• RAND Report on protests of DOD procurements.

• 2018 NDAA’s Enhanced Debriefing Rights on DOD
Procurements

• Cautionary debriefing tales:  Exceptional Software
Strategies and State Women Corp.

• Narrowing of COFC’s bid protest jurisdiction:
AgustaWestland N. Am., Inc. and Cleveland Assets, LLC

Topics

Morrison & Foerster LLP 1
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• 2017 NDAA mandated a study to assess “the prevalence and impact of bid protests on 
Department of Defense procurements.”  Part of a move to “reform” the protest process.

• RAND Corporation published the study in January 2018.

• Key Findings:

• Less than 0.3 percent of all DOD procurements are protested.

• Over half of all DOD protests at both the GAO and COFC were filed by small businesses. 

• Nearly 8 percent of GAO protests of DOD procurements involved acquisitions valued at 
less than $100,000, including some protests of micro-purchases of less than $3,500.

• More than 40 percent of all GAO protests consistently result in agencies taking 
corrective action, either voluntarily or as a result of GAO sustaining the protest.

• No clear evidence that disappointed incumbents are abusing the process to eke out 
contract extensions.

• DOD task order protests filed by incumbents have approximately a 70 percent 
chance of resulting in corrective action.

RAND Report on Protest of DoD Procurements

Morrison & Foerster LLP
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• Key recommendations:

• Improve the quality of debriefings.

• Think carefully before shortening GAO’s 100-day protest timeline.

• Think carefully before further limiting task-order protest
jurisdiction.

• Consider an expedited or more limited process for protests of
procurements valued at less than $100k.

• Improve data collection.

• Ensure any protest reforms take into account that small
businesses file most protests.

RAND Report, cont’d

Morrison & Foerster LLP
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• Section 818 of 2018 NDAA mandated enhanced post-award debriefing rights for DOD 
procurements:

a) All required post-award DOD debriefings must provide, at least:  (1) release of redacted 
source selection award determination document in all procurements exceeding $100 
million, and the option for such release to small businesses and nontraditional contractors
for awards between $10-100 million; and (2) required written or oral debriefing for all 
contract awards and task and delivery orders exceeding $10 million.  (Requires 
promulgation of regulations.)

b) DOD must provide debriefed offerors two business days following a debriefing to submit 
additional questions.  Agencies have five business days from receipt to respond to any
questions and shall not consider the debriefing to be concluded until they have
responded to the questions.  (Effective immediately.)

c) For purposes of the statutory stay of contract performance, the 5-day clock begins to run on 
the day the agency delivers written responses to the offeror’s questions.  (Effective 
immediately.)

• DOD issued Class Deviation 2018-O0011—Enhanced Postaward Debriefing Rights (March 22,
2018) requiring all DOD agencies to abide by paragraphs (b) and (c), effective immediately.

• Some agencies are slow to comply and may need to be reminded of their statutory duty. 

2018 NDAA Enhanced Debriefing Rights

Morrison & Foerster LLP
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• Exceptional Software Strategies, Inc., B-416232, July 12, 2018, 2018
CPD ¶ 237.

• Upon receiving written notice of exclusion from the competition or
notice that award has been made to another firm, a disappointed
offeror has three calendar days to submit a written request for
debriefing.  FAR 15.505(a)(1); 15.506(a)(1).

• Agency notified protester it was excluded from the competitive range
and provided the basis for exclusion.

• Protester submitted a debriefing request at 4:59 p.m. on the third day
following notice of exclusion.

• Agency provided a debriefing.

• Protester filed its protest four days later (but more than three weeks
after notice of exclusion).

Cautionary Debriefing Tales:  Exceptional Software Strategies

Morrison & Foerster LLP
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• Held:  Unless otherwise stated, the end of an agency’s business day is
4:30 p.m.  FAR 33.101.

• Because protester requested a debriefing after 4:30 p.m. on the third
day after notice of exclusion, the debriefing was not “required” and
the GAO’s debriefing exception did not apply.

• Because the basis of protest was communicated in the material
accompanying the notice of exclusion, a 10-day protest clock began to
run upon receipt of the notice.

• Because the protest was filed more than 10 days later, the GAO
dismissed the entire protest as untimely.

Cautionary Debriefing Tales:  Exceptional Software 
Strategies, cont’d

Morrison & Foerster LLP
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• State Women Corp., B-416510, July 12, 2018, 2018 CPD ¶ 240.

• Army Corps of Engineers provided disappointed offeror a required debriefing, with the
2018 NDAA enhanced debriefing rights.

• Protester submitted questions within two business days, and the agency responded.
The response stated:  “The debrief is hereby concluded.”

• Protester submitted further questions, and the agency responded.

• Protester filed protest within four days after the last round of responses, but more 
than ten days after the first round.

• Held:  The debriefing closed when the agency provided the required responses to the
first round of questions.  Protester’s 10-day clock began to run at that time, and 
protest filed more than 10 days later was untimely.

• The GAO rejected the agency’s argument that the NDAA’s reference to the five-day
CICA stay deadline shortened the GAO’s protest deadline from ten days to five
days. 

Cautionary Debriefing Tales:  State Women Corp.

Morrison & Foerster LLP
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• AgustaWestland N. Am., Inc. v. United States, 880 F.3d 1326 (Fed.
Cir. 2018).

• Army Execution Order 109-14 designated Airbus’s UH-72A Lakota
helicopter as the Institutional Training Helicopter for the Army and
the “only one responsible source” for future training helicopter
acquisitions.

• The Army began planning for the acquisition of new Lakotas.

• AgustaWestland protested at COFC.  Protest stayed while Army
determined whether and how to proceed with the acquisition.

• Over a year later, the Army issued a J&A to purchase Lakotas from
Airbus on a sole-source basis.  Protester supplemented its complaint
to challenge the recently disclosed Execution Order as well as the
J&A.

Narrowing of COFC’s Bid Protest Jurisdiction: 
AgustaWestland N. Am., Inc. 

Morrison & Foerster LLP
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• The Tucker Act provides COFC with protest jurisdiction over an “alleged
violation of statute or regulation in connection with a procurement or a
proposed procurement.”  28 U.S.C. § 1491(b)(1).

• RAMCOR Servs. Group, Inc. v. United States, 185 F.3d 1286, 1289 (Fed. Cir.
1999) (“As long as a statute has a connection to a procurement proposal, an
alleged violation suffices to supply jurisdiction [to COFC].”).

• COFC accepted jurisdiction over the challenge to the Execution Order,
finding the Order to be “a quintessential procurement decision, as it
determined ‘a need for property or services.’”

• COFC held that the Order violated CICA “to the extent” it standardized
training helicopters and was intended to satisfy the requirements for other
than full and open competition, and granted a preliminary injunction.

• COFC also held that the J&A for the sole-source award to Airbus was
arbitrary and capricious.

Narrowing of COFC’s Bid Protest Jurisdiction: 
AgustaWestland N. Am., Inc., cont’d

Morrison & Foerster LLP
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• The Government appealed COFC’s decision, which the Federal
Circuit reversed and vacated.

• The court held that the Execution Order “simply” formalized the
Army’s decision to adopt the Lakota as the standardized training
helicopter but did not actually direct the procurement of additional
Lakotas.

• Because the Order “did not begin the processing for determining a
need for property or services,” it was not a procurement or proposed
procurement, and therefore COFC lacked jurisdiction to consider a
challenge to it.

• The Circuit then considered the subsequent sole-source follow-on
procurement by itself and found the J&A to be adequate.

Narrowing of COFC’s Bid Protest Jurisdiction: 
AgustaWestland N. Am., Inc., cont’d

Morrison & Foerster LLP
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• Cleveland Assets, LLC v. United States, 883 F.3d 1378 (Fed. Cir. 2018).

• This protest involved a challenge to the terms of a GSA Request for Lease Proposals.

• The protester filed suit at COFC, alleging that GSA’s solicitation sought to lease
additional spaces not included in a prospectus that, pursuant to 40 U.S.C. § 3307, the
agency was required to submit for Congressional approval.

• COFC dismissed this ground for reasons not relevant here, and the protester appealed.

• The Federal Circuit, without addressing the basis for the lower court’s dismissal of this 
ground, held that COFC lacked jurisdiction to consider the protester’s argument.

• Because 40 U.S.C. § 3307 was an appropriations statute, and not a procurement
statute, COFC lacked protest jurisdiction over this aspect of the challenge.

• Two-judge dissent on order denying petition for rehearing emphasized “sweeping”
nature of 28 U.S.C. § 1491(b)(1)’s grant of jurisdiction over “any alleged violation of
statute or regulation in connection with a procurement or a proposed
procurement.”  Tucker Act does not require the alleged violation to be of a
procurement statute.

Narrowing of COFC’s Bid Protest Jurisdiction: 
Cleveland Assets, LLC

Morrison & Foerster LLP
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Check out our blog (govcon.mofo.com) for:

• Monthly bid protest round-up summaries.

• An ongoing protest primer series.

• Regular updates on protest decisions of note.

• Practical protest-related tips.

• And much, much more.

Government Contracts Insights Blog

Morrison & Foerster LLP



National Defense Appropriations Act for Fiscal Year 2018 
SEC. 818. ENHANCED POST-AWARD DEBRIEFING RIGHTS. 

(a) RELEASE OF CONTRACT AWARD INFORMATION.—Not later than 180 days after the
date of the enactment of this Act, the Secretary of Defense shall revise the Department of
Defense Supplement to the Federal Acquisition Regulation to require that all required post-award
debriefings, while protecting the confidential and proprietary information of other offerors,
include, at a minimum, the following:

(1) In the case of a contract award in excess of $100,000,000, a requirement for
disclosure of the agency’s written source selection award determination, redacted to
protect the confidential and proprietary information of other offerors for the contract
award, and, in the case of a contract award in excess of $10,000,000 and not in excess of
$100,000,000 with a small business or nontraditional contractor, an option for the small
business or nontraditional contractor to request such disclosure.

(2) A requirement for a written or oral debriefing for all contract awards and task or
delivery orders valued at $10,000,000 or higher.

(3) Provisions ensuring that both unsuccessful and winning offerors are entitled to the
disclosure described in paragraph (1) and the debriefing described in paragraph (2).

(4) Robust procedures, consistent with section 2305(b)(5)(D) of title 10, United States
Code, and provisions implementing that section in the Federal Acquisition Regulation, to
protect the confidential and proprietary information of other offerors.

(b) OPPORTUNITY FOR FOLLOW-UP QUESTIONS.—Section 2305(b)(5) of title 10, United
States Code, is amended—

(1) by redesignating subparagraphs (C), (D), and (E) as subparagraphs (D), (E), and (F),
respectively;

(2) in subparagraph (B)—

(A) in clause (v), by striking ‘‘; and’’ and inserting a semicolon;

(B) in clause (vi), by striking the period at the end and inserting ‘‘; and’’; and

(C) by adding at the end the following new clause:

‘‘(vii) an opportunity for a disappointed offeror to submit, within two 
business days after receiving a post-award debriefing, additional questions 
related to the debriefing.’’;  

and 

(3) by inserting after subparagraph (B) the following new subparagraph:



‘‘(C) The agency shall respond in writing to any additional question submitted 
under subparagraph (B)(vii) within five business days after receipt of the 
question. The agency shall not consider the debriefing to be concluded until the 
agency delivers its written responses to the disappointed offeror.’’. 

(c) COMMENCEMENT OF POST-BRIEFING PERIOD.—Section 3553(d)(4) of title 31,
United States Code, is amended—

(1) by redesignating subparagraphs (A) and (B) as clauses (i) and (ii) respectively;

(2) by striking ‘‘The period’’ and inserting ‘‘(A) The period’’;

and 

(3) by adding at the end the following new subparagraph:

‘‘(B) For procurements conducted by any component of the Department 
of Defense, the 5-day period described in subparagraph 
(A)(ii) does not commence until the day the Government delivers to 
a disappointed offeror the written responses to any questions submitted 
pursuant to section 2305(b)(5)(B)(vii) of title 10.’’. 
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880 F.3d 1326
United States Court of Appeals, Federal Circuit.

AGUSTAWESTLAND NORTH
AMERICA, INC., Plaintiff-Appellee

v.
UNITED STATES, Defendant-Appellant

Airbus Helicopters, Inc., Defendant

2017-1082
|

Decided: January 23, 2018

Synopsis
Background: Disappointed bidder filed bid protest action
challenging Army's executive order and justification and
approval to purchase additional helicopters through sole
source follow-on contract, immediately before expiration
of prior competitively sourced contract. Incumbent
awardee intervened. The United States Court of Federal
Claims, No. 1:14-cv-00877-SGB, Susan G. Braden, Chief
Judge, 127 Fed.Cl. 793, preliminarily enjoined Army from
proceeding with or awarding contract, and United States
appealed.

Holdings: The Court of Appeals, Hughes, Circuit Judge,
held that:

[1] Army execution order was not “procurement”
decision subject to Court of Federal Claims' Tucker Act
jurisdiction;

[2] Court of Federal Claims abused its discretion by sua
sponte supplementing administrative record; and

[3] Army's justifications and approval for purchase of
helicopters through sole source follow-on contract were
not arbitrary and capricious.

Reversed and vacated.

West Headnotes (9)

[1] Federal Courts

Jurisdiction

Court of Appeals reviews decision of Court of
Federal Claims regarding its own jurisdiction
de novo. 28 U.S.C.A. § 1491(b)(1).

Cases that cite this headnote

[2] Public Contracts
Judicial Remedies and Review

United States
Judicial Remedies and Review

Army execution order, pursuant to which
Army designated new institutional training
helicopter, was not “procurement” decision,
and thus Court of Federal Claims lacked
Tucker Act jurisdiction to determine whether
order violated Competition in Contracting
Act (CICA) and Federal Acquisition
Regulation (FAR), where order did not
direct or discuss procurement of helicopters,
but instead only contemplated using existing
Army assets. 10 U.S.C.A. § 2304(a); 28
U.S.C.A. § 1491(b)(1); 41 U.S.C.A. § 111; 48
C.F.R. § 6.302-1.

1 Cases that cite this headnote

[3] Federal Courts
Admission or exclusion in general

Evidentiary determinations by Court of
Federal Claims, including motions to
supplement administrative record, are
reviewed for abuse of discretion.

Cases that cite this headnote

[4] Public Contracts
Scope of review

United States
Scope of review

Court of Federal Claims abused its
discretion by sua sponte supplementing
administrative record in action challenging
Army's acquisition of additional helicopters
through sole source follow-on contract,
where Court provided nothing more than
conclusory statements that it could not
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conduct effective judicial review without
supplemented material. 5 U.S.C.A. § 706.

1 Cases that cite this headnote

[5] Administrative Law and Procedure
Record

Purpose of limiting judicial review of agency
decision to record actually before agency is
to guard against courts using new evidence
to convert Administrative Procedure Act's
(APA) arbitrary and capricious standard into
effectively de novo review. 5 U.S.C.A. § 706.

Cases that cite this headnote

[6] Administrative Law and Procedure
Record

Supplementation of administrative record
should be limited to cases in which omission
of extra-record evidence precludes effective
judicial review of agency decision. 5 U.S.C.A.
§ 706.

1 Cases that cite this headnote

[7] Public Contracts
Scope of review

United States
Scope of review

In context of bid protests, bid award
may be set aside if either (1) procurement
official's decision lacked rational basis; or (2)
procurement procedure involved violation of
regulation or procedure. 5 U.S.C.A. § 706.

Cases that cite this headnote

[8] Public Contracts
Scope of review

Where bid protester challenges procurement
official's decision as lacking rational basis,
court must determine whether contracting
agency provided coherent and reasonable
explanation of its exercise of discretion,
recognizing that contracting officers are
entitled to exercise discretion upon broad

range of issues confronting them in
procurement process.

Cases that cite this headnote

[9] Public Contracts
Power to let contract without submission

to competition or to dispense with
requirements

United States
Power to let contract without submission

to competition or to dispense with
requirements

Army's justifications and approval for
purchase of helicopters through sole source
follow-on contract were not arbitrary and
capricious under Competition in Contracting
Act (CICA) and Federal Acquisition
Regulation (FAR), even though contracting
officer made decision before review and
approval of legal counsel and special
competition advocate, where seller had
exclusive ownership of all data rights
required to produce, maintain, and modify
helicopter and was unwilling to sell its
intellectual property, Army found that
estimated duplication of costs to procure and
sustain alternative aircraft would have been
significant and that procuring helicopters
from different source would have resulted in
unacceptable delay, and legal counsel and
special competition advocate subsequently
approved decision. 5 U.S.C.A. § 706; 10
U.S.C.A. § 2304(c)(1); 48 C.F.R. §§ 6.302-1,
6.303-1(a), 6.303-2(b).

Cases that cite this headnote

*1328  Appeal from the United States Court of Federal
Claims in No. 1:14-cv-00877-SGB, Chief Judge Susan G.
Braden.

Attorneys and Law Firms

Dennis J. Callahan, Rogers, Joseph, O'Donnell, San
Francisco, CA, argued for plaintiff-appellee. Also
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represented by Neil H. O'Donnell; Jeffery M. Chiow,
Lucas Taylor Hanback, Washington, DC.

Anthony F. Schiavetti, Commercial Litigation Branch,
Civil Division, United States Department of Justice,
Washington, DC, argued for defendant-appellant. Also
represented by Franklin E. White, Jr., Robert E.
Kirschman, Jr., Benjamin C. Mizer.

Before Prost, Chief Judge, Chen and Hughes, Circuit
Judges.

Opinion

Hughes, Circuit Judge.

The United States appeals from a decision of the Court
of Federal Claims enjoining the United States Army
from proceeding with, or awarding, a contract to Airbus
Helicopter, Inc. The Court of Federal Claims found that
Army Execution Order 109-14, which implemented the
Army's Aviation Restructure Initiative designating the
UH-72A Lakota helicopter as the Army's “Institutional
Training Helicopter,” was a procurement decision in
violation of the Competition in Contracting Act and
relevant provisions of the Federal Acquisition Regulation.
After supplementing the administrative record, the Court
of Federal Claims found that the Army's decision to
purchase sixteen UH-72A Lakota helicopters from Airbus
also violated the Competition in Contracting Act and the
Federal Acquisition Regulation because the Sole Source
Justification and Approval was arbitrary and capricious.
We conclude that Execution Order 109-14 was not a
procurement decision subject to review, that the Sole
Source Justification and Approval was not arbitrary and
capricious, and that it was an abuse of discretion to
supplement the administrative record. Accordingly, we
reverse the trial court's decision and vacate the preliminary
injunction.

I

On June 22, 2005, the Army issued an Acquisition Strategy
to procure 322 Light Utility Helicopters (LUH) by full
and open competition. Both AgustaWestland and Airbus
submitted bids. On June 30, 2006, Airbus was awarded
Contract No. W58RGZ-06-C-0194 (2006 Contract) for

$43,090,522. 1  AgustaWestland filed an unsuccessful bid

protest of the award decision with the Government
Accountability Office.

The 2006 Contract required that Airbus provide a base
quantity of eight low rate initial production UH-72A
Lakota helicopters. The 2006 Contract also provided that,
during each Program Year 2 through 10, the Army could
exercise options to purchase up to a total of 483 UH-72A
Lakota helicopters. The last date that the Army could
exercise an option was on September 30, 2015. The 2006
Contract expired on June 30, 2016.

*1329  In January 2012, the President of the United
States and the Secretary of Defense announced new
Strategic Guidance that reduced the Defense Budget
and called for the “resizing/reshaping” of the Armed
Forces. J.A. 5196–97. To implement the Strategic
Guidance, in August 2013, the Chief of Staff of
the Army issued the Aviation Restructure Initiative
(“restructuring initiative” or “initiative”), which was
“designed to deliver the best Army Aviation force possible
within resource constraints.” J.A. 5197. The restructuring
initiative, therefore, “divest[ed] legacy systems, [and]
invest[ed] in modernization of Aviation best systems” by
“redistributing assets” and “reducing aircraft types and
standardizing Aviation brigade designs.” Id. The initiative
officially retired the TH-67, a single-engine aircraft used
for training at Fort Rucker, Alabama, and designated the
UH-72A Lakota—the helicopter procured by the Army
in the 2006 Contract with Airbus—the “Institutional
Training Helicopter.” J.A. 5198. The initiative was
formally implemented by the issuance of Army Execution
Order 109-14 on April 3, 2014. J.A. 5196–98.

To comply with the objectives of the restructuring
initiative, the Army determined that it needed to
increase the UH-72A Lakota helicopter program by
110 helicopters, from 317 to 427 helicopters. J.A. 2775.
Initially, the Army considered a sole source acquisition
for 155 UH-72A Lakota helicopters, and published a
sources sought notice on September 4, 2014, to explore

this option. 2  J.A. 2803.

On September 19, 2014, AgustaWestland filed a
Complaint for Declaratory and Injunctive Relief in the
United States Court of Federal Claims, arguing that the
Execution Order was a procurement decision. Because no
final decision “with respect to the competitive process to
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be used” had been made, the Court of Federal Claims
stayed proceedings. J.A. 7.

Ultimately, the Army decided not to pursue the
procurement of 155 UH-72A Lakota helicopters. It
chose to exercise the remaining options on the 2006
Contract with Airbus permitting the procurement of 412
UH-72A Lakota helicopters, but leaving the Army sixteen

helicopters short of its total requirement. 3  J.A. 2956.
Because Airbus “has exclusive ownership of all data rights
required to produce, maintain, and modify the UH-72,”
the Army was faced with procuring sixteen alternate
aircraft, or procuring sixteen helicopters from Airbus
through a sole source follow-on contract. J.A. 2957.
On December 10, 2015, the Army issued a Justification
and Approval (J&A) to acquire the UH-72A Lakota
helicopters from Airbus “on an other than full and open
competition basis.” J.A. 2965. The Army justified this
decision based on the costs and delay associated with
“procuring and sustaining an alternate aircraft” separate
from the UH-72A Lakota. J.A. 2958.

Subsequently, AgustaWestland filed a Supplemental
Complaint, a Motion for Preliminary Injunction, and
a Motion for Judgment on the Administrative Record.
The Government opposed AgustaWestland's motions and
filed a Cross-Motion for Judgment on the Administrative
Record. Relevant to this appeal, the Court of Federal
Claims found that the April 3, 2014 Execution Order
was a procurement *1330  decision in violation of the
Competition in Contracting Act (CICA) and the relevant
Federal Acquisition Regulation (FAR) provisions. The
Court of Federal Claims then determined that it could not
“conduct ‘effective judicial review’ without supplementing
the Administrative Record,” J.A. 25 n.33, and therefore
considered evidence not contained in the administrative
record. After supplementing the administrative record, the
Court of Federal Claims found that the Army's J&A and
decision to purchase sixteen UH-72A Lakota helicopters
without full and open competition was arbitrary and
capricious, and thus in violation of CICA and the relevant
FAR provisions. Accordingly, the Court of Federal
Claims enjoined the Army from proceeding with, or
awarding, the contract to Airbus.

The United States appeals. We have jurisdiction pursuant
to 28 U.S.C. § 1292(c)(1).

II

[1] The Court of Federal Claims determined that it
had jurisdiction to review whether the Execution Order
violated CICA and the FAR's competitive procedures
because it was “a quintessential procurement decision.”
J.A. 19. The Tucker Act provides the Court of Federal
Claims with jurisdiction over an “alleged violation of
statute or regulation in connection with a procurement
or a proposed procurement.” 28 U.S.C. § 1491(b)(1). We
review a decision of the Court of Federal Claims regarding
its own jurisdiction de novo. Hymas v. United States, 810
F.3d 1312, 1317 (Fed. Cir. 2016).

The terms “procurement” and “proposed procurement”
are not defined by the Tucker Act or CICA. In Distributed
Solutions, Inc. v. United States, we held that it was
appropriate to use the definition of “procurement” set
forth in “41 U.S.C. § 403(2), ... the statutory provisions
related to the establishment of the Office of Federal
Procurement Policy in the Office of Management and
Budget,” to determine whether a procurement has
occurred pursuant to 28 U.S.C. § 1491(b). 539 F.3d
1340, 1345 (Fed. Cir. 2008). Section 403(2) defines
“procurement” as including “all stages of the process
of acquiring property or services, beginning with the
process for determining a need for property or services
and ending with contract completion and closeout.” Id.

(emphasis omitted). 4  We clarified that to “establish
jurisdiction pursuant to this definition, [a contractor]
must demonstrate that the government at least initiated a
procurement, or initiated ‘the process for determining a
need’ for acquisition.” Id. at 1346.

One objective of the restructuring initiative, formalized in
the Execution Order, was to “[r]eplace the aging Aviation
institutional training fleet at Fort Rucker.” J.A. 5197.
To accomplish this objective, the initiative instructed that
“the Institutional Training Helicopter fleet is converted
to UH-72s and the legacy TH-67 training helicopter is
divested.” J.A. 5198. The initiative did not, however,
direct or even discuss the procurement of UH-72A Lakota
helicopters. In fact, the initiative only contemplated using
existing Army assets. See J.A. 5198 (“The Aviation
Restructure Initiative will be accomplished by a variety of
means; conversions, inactivations, relocations, re-flagging
and activations using existing organizational structure
unless otherwise directed.”); see also J.A. 5197 (“The
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ARI concept will adapt a design to provide efficient and
effective support by redistributing assets in a manner that
most effectively addresses the nation's needs at home and
abroad.”).

*1331  [2] The Execution Order, therefore, was not a
procurement decision subject to Tucker Act jurisdiction
because it did not begin “the process for determining
a need for property or services.” Distributed Sols., 539
F.3d at 1345. The Execution Order simply formalized the
Army's decision designating the UH-72A Lakota as the
Army's training helicopter. Because the Execution Order
was not a procurement or proposed procurement, the
Court of Federal Claims lacked jurisdiction to review
whether it violated CICA and the FAR.

III

Next, we turn to the question of whether acquiring the
UH-72A Lakota helicopters from Airbus “on an other
than full and open competition basis” was arbitrary and
capricious. We review the merits of a bid protest under
the standards set forth in the Administrative Procedure
Act. 28 U.S.C. § 1491(b)(4) (“In any action under this
subsection, the courts shall review the agency's decision
pursuant to the standards set forth in section 706 of title
5.”). A court may set aside an agency decision that was
“arbitrary, capricious, an abuse of discretion, or otherwise
not in accordance with law.” 5 U.S.C. § 706(2)(A).

A

[3] As a preliminary matter, in reviewing whether
acquiring the UH-72A Lakota helicopters from Airbus
“on an other than full and open competition basis”
violated CICA and relevant FAR provisions, the Court
of Federal Claims supplemented the administrative record
and relied on this supplemental evidence to decide
this issue. “Evidentiary determinations by the Court
of Federal Claims, including motions to supplement
the administrative record, are reviewed for abuse of
discretion.” Axiom Res. Mgmt., Inc. v. United States, 564
F.3d 1374, 1378 (Fed. Cir. 2009).

[4] Because we find that the administrative record was
sufficient to determine whether the Government acted in
an arbitrary or capricious manner, the Court of Federal

Claims abused its discretion by sua sponte supplementing
the administrative record.

[5] [6] “The task of the reviewing court is to apply the
appropriate APA standard of review, 5 U.S.C. § 706, to the
agency decision based on the record the agency presents
to the reviewing court.” Id. at 1379 (emphasis omitted)
(citation omitted). The purpose of limiting judicial review
to the record actually before the agency is to guard against
courts using new evidence to “convert the ‘arbitrary and
capricious’ standard into effectively de novo review.” Id.
at 1380 (quoting Murakami v. United States, 46 Fed.Cl.
731, 735 (2000), aff'd, 398 F.3d 1342 (Fed. Cir. 2005)).
Therefore, “supplementation of the record should be
limited to cases in which the omission of extra-record
evidence precludes effective judicial review.” Id. (internal
quotation marks and citation omitted). Judicial review is
“effective” if it is consistent with the APA. Id. at 1381
(“The focus of judicial review of agency action remains the
administrative record, which should be supplemented only
if the existing record is insufficient to permit meaningful
review consistent with the APA.”).

Here, the Court of Federal Claims concluded that it
could not conduct “effective judicial review” without
supplementing the administrative record. See, e.g., J.A.
6 n.6 (“Since this relevant congressional communication
was omitted from the Administrative Record, the
court has determined that it cannot conduct ‘effective
judicial *1332  review,’ without supplementing the
Administrative Record with this public document, which
is otherwise subject to Fed. R. Evid. 201(b).”), 25 n.34
(“The court has determined that it cannot conduct
‘effective judicial review,’ without supplementing the
Administrative Record with this public document, which
is otherwise subject to Fed. R. Evid. 201(b).”). The Court
of Federal Claims was, however, required to explain
why the evidence omitted from the record frustrated
judicial review as to the ultimate question of whether the
award of a sole-source contract to Airbus was arbitrary
and capricious. Axiom, 564 F.3d at 1379–80. It did not
do so here, but, rather, provided nothing more than
conclusory statements that it could not conduct effective
judicial review without the supplemented material. Those
statements are insufficient under Axiom. We have
examined the administrative record and find it sufficient
to review the Army's sole source procurement award, as
discussed below. Thus, we conclude that the trial court
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abused its discretion by supplementing the record, and
relying on the supplemental evidence to reach its decision.

B

[7] In the context of bid protests, a bid award may be
set aside if either “(1) the procurement official's decision
lacked a rational basis; or (2) the procurement procedure
involved a violation of regulation or procedure.” Impresa
Construzioni Geom. Domenico Garufi v. United States, 238
F.3d 1324, 1332 (Fed. Cir. 2001). Here, the Court of
Federal Claims found that the justifications supporting
the sole-source procurement provided in the J&A were
not sufficient and, further, that the procurement official's
decision was arbitrary and capricious.

[8] Where, as here, a bid protester challenges the
procurement official's decision as lacking a rational basis,
we must determine whether “the contracting agency
provided a coherent and reasonable explanation of its
exercise of discretion,” recognizing that “contracting
officers are entitled to exercise discretion upon a broad
range of issues confronting them in the procurement
process.” Id. at 1332–33 (internal quotation marks and
citation omitted). “[T]he disappointed bidder bears a
heavy burden of showing that the award decision had no
rational basis.” Id. at 1333 (internal quotation marks and
citation omitted).

CICA requires agencies to use competitive procedures
to obtain “full and open competition” in conducting
“a procurement for property or services.” 10 U.S.C.
§ 2304(a). CICA, however, exempts agencies from this
requirement when the property or services “are available
from only one responsible source ... and no other
type of property or services will satisfy the needs of
the agency.” 10 U.S.C. § 2304(c)(1). A sole-source
award is permitted, therefore, when it is “a follow-on
contract for the continued development or production
of a major system or highly specialized equipment”
and “it is likely that award to any other source would
result in (A) [s]ubstantial duplication of cost to the
Government that is not expected to be recovered through
competition, or (B) [u]nacceptable delays in fulfilling the
agency's requirements.” FAR 6.302-1(a)(2)(ii) (48 C.F.R.
§ 6.302-1). A “major system” includes a Department
of Defense system exceeding $835 million in total
expenditures. FAR 2.101.

Prior to awarding a sole-source contract, a contracting
officer must: (1) justify the sole-source award in writing;
(2) certify the “accuracy and completeness of the
justification”; and (3) obtain the approval of the senior
procurement executive of the agency. FAR 6.303-1(a).
The FAR sets forth the specific information required to
support each justification, including “[a] determination
by the contracting officer that the anticipated cost
to the Government will be fair and reasonable”; “[a]
description of the market research conducted (see Part
*1333  10) and the results”; “for follow-on acquisitions

as described in 6.302-1(a)(2)(ii), an estimate of the cost to
the Government that would be duplicated and how the
estimate was derived”; and “[a]ny other facts supporting
the use of other than full and open competition, such
as ... [an] [e]xplanation of why technical data packages,
specifications, engineering descriptions, statements of
work, or purchase descriptions suitable for full and
open competition have not been developed or are not
available.” FAR 6.303-2(b).

It is undisputed that the J&A, setting forth the Army's
decision to acquire sixteen UH-72A Lakota helicopters
on an other than competitive basis, was a procurement
decision subject to review. The Court of Federal Claims
determined that the J&A, however, was not a “follow-
on contract” subject to the exception set forth in
FAR 6.302-1 because it is a “new contract.” J.A. 22.
“Follow-on contract” is not explicitly defined in the
FAR, but at the very least, it is a “contract for the
continued development or production of a major system
or highly specialized equipment.” FAR 6.302-1(a)(2)(ii).
It is irrelevant, therefore, whether a “follow-on contract”
is a new, separate contract or a supplement to an
existing contract, as long as it is a “contract for the
continued development or production of a major system
or highly specialized equipment.” Accordingly, the J&A
is a “follow-on contract” for a “major system,” because
it is a “contract for the continued production” of a
Department of Defense system exceeding $835 million in
total expenditures. See J.A. 2962.

[9] The Court of Federal Claims found that the
justifications for the sole-source award to Airbus, set forth
in the J&A, were insufficient. We conclude, however,
that the agency provided a coherent and reasonable
explanation of its exercise of discretion, and therefore the
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justifications for the sole-source award are not arbitrary
and capricious.

The J&A contains a detailed analysis justifying the sole-
source award to Airbus. The J&A explained that Airbus
was the only responsible source for the helicopters because
it “has exclusive ownership of all data rights required to
produce, maintain, and modify the UH-72.” J.A. 2957.
The J&A relies on two justifications for why “no other
aircraft will satisfy the Army's requirement”: (1) “the
estimated duplication of costs that would be incurred
in procuring and sustaining an alternative aircraft is
significant and is not expected to be recovered in its
entirety,” and (2) procuring sixteen helicopters from a
different source would result in an unacceptable delay as
it would take up to three years and cause “significant
gaps in the Army National Guard's ability to meet
its assigned missions of Homeland Security, Disaster
Response, Search and Rescue, MEDEVAC, and border
patrol” that could expose the nation to security and safety
risks. J.A. 2958.

To support its first justification, the Government prepared
an Independent Government Estimate (IGE), “to estimate
the duplication of costs in conducting another competitive
action (for an alternative helicopter).” J.A. 2960. The
estimated total duplication costs provided in the IGE were
“derived by considering the costs of conducting the source
selection, increased procurement costs of an alternate
aircraft, [and] the impact to sustaining another aircraft
separate from the Lakota.” J.A. 2858.

The Court of Federal Claims found that the IGE was
insufficient because it did not consider “the potential
increased cost that Airbus can charge for its intellectual
property [the Technical Data Package],” or whether
“Airbus extracted or could extract a supra competitive
price on its UH-72A Lakota helicopters, because of
the Technical *1334  Data Package.” J.A. 23. In 2013,
the Government requested from Airbus an estimate of
the cost to acquire the Technical Data Package for the
UH-72A Lakota helicopter. Airbus “responded that the
TDP is not for sale and [Rough Order Magnitude] pricing
will not be provided.” J.A. 2963. Because Airbus was not
willing to sell the TDP, the “potential increased costs that
Airbus can charge for its intellectual property” or whether
“Airbus extracted or could extract a supra competitive
price” is irrelevant.

Ultimately, the J&A needs to find that “the anticipated
cost to the Government will be fair and reasonable.” FAR
6.303-2(b)(7). In doing so, the government conducted
an IGE to determine “an estimate of the cost to the
Government that would be duplicated and how the
estimate was derived.” Based on the IGE, the J&A
found that “the estimated duplication of costs that would
be incurred in procuring and sustaining an alternative
aircraft is significant and is not expected to be recovered
in its entirety.” J.A. 2958. Ultimately, the J&A concluded
that “the anticipated cost or price to the Government
for this contract action will be fair and reasonable” after
reviewing “cost/price analysis, audit, procurement history,
commercial catalogs, fact finding and negotiations.”
J.A. 2694. The evidence in the administrative record
sufficiently supports the J&A's first justification. See FAR
6.303-2(b)(9)(ii).

To support its second justification—procuring sixteen
helicopters from a different source would result in an
unacceptable delay—the J&A relied on the “schedule
experienced on the competition conducted for the original
LUH production contract.” J.A. 2958. Notably, it
would “take a minimum of 24 months to produce the
competitive package and prepare the solicitation, receive
all proposals and confirm the contractor's producibility
and technical capabilities, conduct discussions and
complete evaluations, and ultimately select an offeror
for contract award.” Id. It would then take “no less
than an additional 12 months for initial production, first
article review, and fielding of the aircraft, accumulating
in a timeline of more than 3 years.” Id. Such a delay
“introduces risk to the nation's security and safety.” Id.
The evidence in the administrative record is sufficient to
support the J&A's determination that an award to any
other source would result in unacceptable delays.

Lastly, the Court of Federal Claims also found that the
“Contracting Officer's decision that ‘the justification [is]
adequate to support other than full competition,’ prior to
the review and approval of Legal Counsel and the [Special
Competitive Advocate] prima facie was arbitrary and
capricious.” J.A. 28 (alteration and emphasis in original).
The Contracting Officer is responsible for justifying
the sole-source award and certifying the accuracy and
completeness of the justification. Further, the justification
is only required to be approved by the senior procurement
executive. Because the J&A was approved by the senior
procurement executive in compliance with the FAR, the
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fact that Legal Counsel and the Special Competition
Advocate approved the J&A after the Contracting Officer
does not establish that the J&A was prima facie arbitrary
or capricious. J.A. 2965.

Because the J&A sufficiently supports the Army's decision
to award a sole-source follow-on contract because it is
“likely that award to any other source would result in
(A) [s]ubstantial duplication of cost to the Government
that is not expected to be recovered through competition,
or (B) [u]nacceptable delays in fulfilling the agency's
requirements,” FAR 6.302-1(a)(2)(ii) (48 C.F.R. § 6.302–
1), it is not arbitrary and capricious.

*1335  IV

Because we conclude that the Execution Order 109-14
was not a procurement decision subject to review, it was
an abuse of discretion to supplement the administrative
record, and the Sole Source Justification and Approval
was not arbitrary and capricious, we reverse the trial
court's decision and vacate the preliminary injunction.

VACATED

Costs to Appellant.

All Citations

880 F.3d 1326

Footnotes
1 The 2006 Contract was awarded to European Aeronautics Defense and Space Company—North America (EADS-NA).

The contract integrated two major subcontractors: Airbus Helicopters, Inc. (formerly known as American Eurocopter (AE))
and Helicopter Support, Inc. (HSI). In a company restructuring, EADS-NA became Airbus Defense and Space, Inc. (ADSI)
effective January 2014. As part of the reorganization, all new Army helicopter programs became the responsibility of
Airbus Helicopters, Inc.

2 Although the Army only needed 110 UH-72A Lakota helicopters, it sought to procure additional UH-72A Lakota helicopters
for potential sales to foreign militaries or to other Government agencies. J.A. 2803.

3 The Army initially determined it was fifteen UH-72A Lakota helicopters short of its requirement, but one UH-72A Lakota
helicopter needed to be replaced after it was destroyed during a mission, leaving the Army sixteen short of its requirement.
J.A. 2956.

4 In 2011, § 403(2) was recodified at 41 U.S.C. § 111.

End of Document © 2018 Thomson Reuters. No claim to original U.S. Government Works.
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883 F.3d 1378
United States Court of Appeals, Federal Circuit.

CLEVELAND ASSETS, LLC, Plaintiff–Appellant
v.

UNITED STATES, Defendant–Appellee.

2017-2113
|

Decided: March 5, 2018

Synopsis
Background: In response request for lease proposals
(RLP) issued by General Services Administration (GSA),
owner whose 10-year lease with GSA had expired brought
action alleging GSA's RLP exceeded scope of its authority
to solicit offers, and that RLP's rental cap of $26.00
per square foot was unreasonably low, imposed an
undue restriction on competition, and shifted all risk
to the contractor. Government moved for judgment on
administrative record. The United States Court of Federal
Claims, No. 1:17–cv–00277–EDK, Elaine Kaplan, J.,
dismissed owner's bid protest claim for lack of standing,
and granted government's motion. Owner appealed.

Holdings: The Court of Appeals, Moore, Circuit Judge,
held that:

[1] district court lacked jurisdiction to hear pre-award bid
protest claim alleging violation of appropriations statute;

[2] there was no evidence that rental cap lacked a rational
basis, or that procurement procedure involved a violation
of regulation or procedure.

Affirmed.
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Scope of review

United States
Scope of review

In a bid protest case, an agency’s action
must be set aside if it is arbitrary, capricious,
an abuse of discretion, or otherwise not in
accordance with law. 28 U.S.C.A. § 1491(b)
(1).
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United States
Scope of review

Arbitrary and capricious standard of review
applied in a bid protest action is highly
deferential, and federal procurement officials
have a great deal of discretion in their
decisions, particularly when the contract is to
be awarded to the bidder or bidders that will
provide the agency with the best value.

Cases that cite this headnote
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Specifications

United States
Specifications

There was no evidence that use of a $26.00
per square foot rental cap in General
Services Administration's (GSA) request for
lease proposals (RLP) was unduly restrictive,
or that procurement procedure involved a
violation of regulation or procedure, as
required to support claims that rental cap
was unreasonably low, imposed an undue
restriction on competition, and shifted all risk
to the contractor.
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courts to presume that public officers have
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*1379  Appeal from the United States Court of
Federal Claims in No. 1:17–cv–00277–EDK, Judge Elaine
Kaplan.

Attorneys and Law Firms

Steven D. Gordon, Holland & Knight, LLP, Washington,
DC, argued for plaintiff–appellant. Also represented
by Mary Beth Bosco, Gordon Griffin, Robert C.
MacKichan, Jr.; Elizabeth Jochum, Tysons, VA.

Kara Westercamp, Commercial Litigation Branch,
Civil Division, United States Department of Justice,
Washington, DC, argued for defendant–appellee. Also
represented by Chad A. Readler, Robert E. Kirschman,
Jr., Deborah A. Bynum.

Before Moore, Hughes, and Stoll, Circuit Judges.

Opinion

Moore, Circuit Judge.

Cleveland Assets, LLC appeals the United States Court of
Federal Claims’ (“Claims Court”) order dismissing its pre-
award bid protest claim and granting the government’s
motion for judgment on the administrative record that
General Services Administration’s choice of maximum
rental rate in its acquisition was not arbitrary or capricious
or lacking a rational basis. For the reasons discussed
below, we affirm.

BACKGROUND

The Federal Bureau of Investigation (“FBI”) is currently
the sole tenant in a building in Cleveland, Ohio, pursuant
to a lease between Cleveland Assets and the General
Services Administration (“GSA”). The current lease
began on February 1, 2002, and was originally set to expire
on January 31, 2012. Due to delays in securing a new lease,
the existing lease with Cleveland Assets has been extended
multiple times. Pursuant to the terms of the extensions,
GSA has paid, and continues to pay, Cleveland Assets a
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penalty rate of $44.72 per rentable square foot (“PSF”)
since the expiration of the original 10-year period.

In accordance with 40 U.S.C. § 3307, GSA must
seek the approval of the Senate Committee on
Environment and Public Works and the House
Committee on Transportation and Infrastructure before
obligating funds on a lease exceeding an amount
published at GSA’s Annual Prospectus Threshold.
GSA Annual Prospectus Thresholds, http://www.gsa.gov/
annualprospectusthreshold. To secure consideration for
approval by the congressional committees, GSA must
send the congressional committees a prospectus of the
proposed facility, including a brief description of the
space and “an estimate of the maximum cost to the
Government.” 40 U.S.C. § 3307(b).

In 2009, GSA began preparing a congressional prospectus
for a new lease for the Cleveland FBI office. A series
of documents demonstrate GSA considered a range of
rental values for inclusion in its prospectus. A November
2009 appraisal report concluded that the total gross
rent for the type of facility sought by the FBI ranged
from $29.48 to $50.47 PSF. An unsigned, undated draft
prospectus prepared before 2010 but not approved by
*1380  GSA, along with a series of other undated and

unsigned documents, estimated a maximum proposed
rental rate of $42.00 PSF. An undated document titled
“Lease Project Data Sheet—FY 2010 Program” projected
a maximum rental rate of $50.47 PSF. And a document
titled “Analysis of Replacement Lease Rental Rate” set
forth an estimated rental rate of $26.00 PSF.

On December 21, 2010, GSA approved a prospectus with
a maximum proposed rental rate of $26.00 PSF and an

escalation clause for inflation. 1  By the end of September
2011, both the United States Senate Committee on
Environment and Public Works and the United States
House of Representatives Committee on Transportation
and Infrastructure adopted resolutions approving the
prospectus at the $26.00 PSF rate.

On March 10, 2016, GSA issued a request for expressions
of interest in leasing a building for the FBI’s Cleveland
office. GSA directly invited a subset of the responses
received, including Cleveland Assets, to submit proposals
to the subsequent Request for Lease Proposals No.
6OH0241 (“RLP”), which was posted on December 7,
2016. The RLP stated that, in accordance with 40 U.S.C.

§ 3307, GSA would “only award a lease pursuant to
this RLP if the offered rental rate d[id] not exceed the
Congressionally-imposed rent limitation” of $26.00 PSF.
J.A. 1070. The RLP also indicated that negotiations may
be conducted, and “GSA will negotiate the rental price for
the initial term, any renewal periods, and any other aspect
of the offer as deemed necessary.” J.A. 1075. It indicated
any offeror “will be provided a reasonable opportunity
to submit revisions to their initial offer including any
cost or price, technical, or other revisions that may result
from the negotiations.” Id. The RLP stated the lease “will
be awarded to the responsible Offeror whose offer will
be most advantageous to the Government,” considering
a combination of factors including technical quality,
site characteristics, and the offeror’s qualifications and
past performance. Id. For a proposal to be considered
responsive, the RLP stated it must include a proposed
rental rate “under the prospectus threshold.” J.A. 1077.

On February 28, 2017, the last day proposals under the
RLP could be submitted, Cleveland Assets filed the suit
underlying this appeal in the Claims Court. Relevant
to this appeal, Count II of Cleveland Assets’ complaint
asserted that the RLP is unlawful because it exceeds
the scope of GSA’s authority to solicit offers under 40
U.S.C. § 3307. In Counts III and IV of its complaint,
Cleveland Assets alleged that the rental cap of $26.00
PSF is unreasonably low, imposes an undue restriction on
competition, and shifts all risk to the contractor, thereby
negating the technical factors.

The Claims Court dismissed Count II. The court noted
that “[i]t is unclear” whether Cleveland Assets’ allegations
were sufficient to establish its status as an “interested
party” for the purposes of 28 U.S.C. § 1491(b), but “even
assuming that such an injury has been alleged,” it held
Cleveland Assets failed to demonstrate that it was within
the zone of interests protected by 40 U.S.C. § 3307.
Cleveland Assets, LLC v. United States, 132 Fed.Cl. 264,
275 (2017). The Claims Court also granted judgment on
the administrative record in favor of the government on
Counts III and IV because it determined that GSA did not
abuse its discretion in selecting the $26.00 PSF rental cap.

Cleveland Assets timely appeals. We have jurisdiction
under 28 U.S.C. § 1295(a)(3).
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*1381  DISCUSSION

[1] [2] We review the Claims Court’s legal
determinations de novo and its factual findings for clear
error. Palladian Partners, Inc. v. United States, 783 F.3d
1243, 1252 (Fed. Cir. 2015). We review the grant or
denial of a judgment on the administrative record without
deference. Croman Corp. v. United States, 724 F.3d 1357,
1363 (Fed. Cir. 2013).

Under the Tucker Act, the Claims Court has:

jurisdiction to render judgment on
an action by an interested party
objecting to a solicitation by a
Federal agency for bids or proposals
for a proposed contract or to a
proposed award or the award of a
contract or any alleged violation of
statute or regulation in connection
with a procurement or a proposed
procurement.

28 U.S.C. § 1491(b)(1).

Cleveland Assets argues it has standing because it is
an “interested party” pursuant to 28 U.S.C. § 1491(b)
(1) and American Federation of Government Employees
v. United States, 258 F.3d 1294 (Fed. Cir. 2001). The
government argues that Cleveland Assets does not fall
within the zone of interests of 40 U.S.C. § 3307 because the
purpose of that statute is to enable the legislative branch
to manage its appropriations. The government also argues
the jurisdictional reach of § 1491(b)(1) excludes the type of
challenge asserted by Cleveland Assets in Count II.

[3] [4] While the Claims Court dismissed Count II
on prudential standing grounds, we need not reach
that issue because the plain language of 28 U.S.C. §
1491(b)(1) expressly precludes Claims Court jurisdiction
over Count II of the complaint. Section 1491(b)(1)
only confers jurisdiction over challenges to statutes
or regulations “in connection with a procurement or
proposed procurement.” 28 U.S.C. § 1491(b)(1). It is a
canon of statutory construction to “give effect, if possible,
to every clause and word of a statute.” United States
v. Menasche, 348 U.S. 528, 538–39, 75 S.Ct. 513, 99
L.Ed. 615 (1955) (internal quotation marks and citation
omitted). In accordance with that principle, we decline to

read out the meaning of “procurement” from the text of §
1491(b)(1) regarding the statutes and regulations that an
interested party may challenge.

We have previously interpreted § 1491(b) to extend only
to actions in which “the government at least initiated a
procurement, or initiated ‘the process for determining a
need’ for acquisition.” Distributed Sols., Inc. v. United
States, 539 F.3d 1340, 1346 (Fed. Cir. 2008). The phrase
“procurement” therefore limits the types of government
action that the Claims Court has jurisdiction to review
under § 1491(b). Id.; see also Res. Conservation Grp.,
LLC v. United States, 597 F.3d 1238, 1245 (Fed. Cir.
2010) (“[R]elief under 1491(b)(1) is unavailable outside
the procurement context.”). If plaintiffs could allege any
statutory or regulatory violation tangentially related to a
government procurement, § 1491(b)(1) jurisdiction risks
expanding far beyond the procurement context.

The only statute alleged to be violated by Cleveland
Assets in Count II is 40 U.S.C. § 3307, an appropriation,
not a procurement, statute. The plain text of § 3307
demonstrates that the statute is directed to “appropriations
[being] made only” pursuant to approval by the specified
congressional committees. 40 U.S.C. § 3307(a) (emphasis
added). While the word “procurement” is nowhere to be
found in the statute, “appropriation” is used eight times.

The statutory structure confirms our plain language
reading of the statute. The *1382  structure of 40 U.S.C.
§ 3307 directs GSA how to apply for an appropriation,
but it says nothing of how GSA must run its procurement
once the appropriation is made. For instance, the
statute explains what material must be included in the
“prospectus of a proposed project,” § 3307(b), the extent
to which the estimated maximum cost may be increased,
§ 3307(c), when approval of a project may be rescinded,
§ 3307(d), and limitations on leasing certain types of
spaces, § 3307(g). Moreover, Chapter 33 of title 40, under
which § 3307 exists, generally dictates requirements for
GSA’s construction, alteration, and lease of government
buildings, such as ensuring compliance with building
codes and zoning laws. See, e.g., 40 U.S.C. § 3312.
But none of the surrounding statutory sections dictate
GSA’s procurement procedures for any such construction,
alteration, or lease.

If we were to read § 3307 as a procurement statute,
every appropriations bill and rider would become a
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potential source of challenge for any interested party
under 28 U.S.C. § 1491(b)(1). We therefore affirm the
Claims Court’s dismissal of Count II of Cleveland Assets’
complaint.

[5] [6] We now turn to Cleveland Assets’ challenge of the
Claims Court’s judgment on the administrative record of
Counts III and IV in favor of the government. In a bid
protest case, an agency’s action must be set aside if it is
arbitrary, capricious, an abuse of discretion, or otherwise
not in accordance with law. Palladian Partners, 783 F.3d
at 1252. The arbitrary and capricious standard of review
is “highly deferential,” and procurement officials “have
a great deal of discretion” in their decisions, particularly
when, as here, “the contract is to be awarded to the
bidder or bidders that will provide the agency with the
best value.” Croman, 724 F.3d at 1363 (internal quotation
marks omitted).

[7] [8] We see no evidence that in deciding to use a
$26.00 PSF rental cap in the RLP, “the procurement
official’s decision lacked a rational basis” or “the
procurement procedure involved a violation of regulation
or procedure.” Palladian Partners, 783 F.3d at 1252
(internal quotation marks omitted). Cleveland Assets does
not dispute that one pre-solicitation and pre-prospectus
document supported the $26.00 PSF figure ultimately
included in the prospectus and the RLP. “In the absence
of clear evidence to the contrary,” the presumption of

regularity allows courts to presume that “public officers
have properly discharged their official duties.” Butler v.
Principi, 244 F.3d 1337, 1340 (Fed. Cir. 2001). A pre-
solicitation document supports the $26.00 PSF rental cap,
thereby shifting the burden to Cleveland Assets to put
forth evidence that the $26.00 PSF figure was based on
improper procedure or lacked a rational basis. Cleveland
Assets points to no such evidence on this record. The
mere existence of other documents supporting selection of
an alternate rental cap is not sufficient to show that the
selection of a $26.00 PSF was arbitrary and capricious.
Under our highly deferential standard of review, we
affirm the Claims Court’s grant of judgment on the
administrative record with respect to Counts III and IV.

CONCLUSION

For the foregoing reasons, we affirm the Claims Court’s
dismissal of Cleveland Assets’ pre-award bid protest
allegation in Count II. We also affirm the Claims Court’s
judgment with respect to Counts III and IV.

AFFIRMED

All Citations

883 F.3d 1378

Footnotes
1 For ease of reference, we adopt the parties’ convention of referring to the maximum rental rate of $26.00 PSF,

acknowledging it has since escalated for inflation.

End of Document © 2018 Thomson Reuters. No claim to original U.S. Government Works.
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United States Court of Appeals, Federal Circuit.

CLEVELAND ASSETS, LLC, Plaintiff-Appellant
v.

UNITED STATES, Defendant-Appellee

2017-2113
|

August 2, 2018 Date

Appeal from the United States Court of Federal Claims in
No. 1:17-cv-00277-EDK, Judge Elaine Kaplan.

Attorneys and Law Firms

Stuart Turner, Arnorld & Porter Kaye Scholer, LLP,
Washington, DC, filed a combined petition for panel
rehearing and rehearing en banc for plaintiff-appellant.
Also represented by Nathaniel Edward Castellano.

Kara Westercamp, Commercial Litigation Branch,
Civil Division, United States Department of Justice,
Washington, DC, filed a response to the petition for
defendant-appellee. Also represented by Chad A. Readler,
Robert E. Kirschman, Jr., Deborah A. Bynum.

Before Prost, Chief Judge, Newman, Lourie, Dyk, Moore,
O’malley, Reyna, Wallach, Taranto, Chen, Hughes, and
Stoll, Circuit Judges.

Wallach, Circuit Judge, with whom Newman, Circuit
Judge, joins, dissents from the denial of rehearing en banc.

ON PETITION FOR PANEL REHEARING
AND REHEARING EN BANC

Per Curiam.

ORDER

Appellant Cleveland Assets, LLC, filed a combined
petition for panel rehearing and rehearing en banc. A
response to the petition was invited by the court and
filed by appellee United States. The petition was first
referred to the panel that heard the appeal, and thereafter
the petition for rehearing en banc was referred to the

circuit judges who are in regular active service. A poll was
requested, taken, and failed.

Upon consideration thereof,

IT IS ORDERED THAT:

The petition for panel rehearing is denied.

The petition for rehearing en banc is denied.

The mandate of the court will issue on August 9, 2018.

Wallach, Circuit Judge, with whom Newman, Circuit
Judge, joins, dissenting from the denial of the petition for
rehearing en banc.
*1333  The panel holds that “the plain language of 28

U.S.C. § 1491(b)(1) [ (2012) ] expressly precludes [the
Court of Federal Claims’] jurisdiction over Count II of”
Appellant Cleveland Assets, LLC’s (“Cleveland Assets”)
complaint, Cleveland Assets, LLC v. United States, 883
F.3d 1378, 1381 (Fed. Cir. 2018), which alleges that a
request for lease proposals (“RLP”) issued by the General
Services Administration (“GSA”) violates 40 U.S.C. §
3307 (2012), see J.A. 72–73 (Count II). Although §
1491(b)(1) broadly confers the Court of Federal Claims
with jurisdiction over “any alleged violation of statute
or regulation in connection with a procurement or a
proposed procurement,” 28 U.S.C. § 1491(b)(1) (emphasis
added), the panel improperly narrows the Court of
Federal Claims’ § 1491(b)(1) bid protest jurisdiction to
alleged violations of “procurement statute[s],” Cleveland
Assets, 883 F.3d at 1382. Under the proper interpretation
of § 1491(b)(1), I believe the Court of Federal Claims
possessed jurisdiction over Cleveland Assets’ Complaint
because Cleveland Assets alleges a violation of a statute,
i.e., § 3307, in connection with a procurement or
proposed procurement, i.e., either Cleveland Assets’ lease
agreement or the RLP. Therefore, I respectfully dissent
from the denial of the petition for rehearing en banc.

DISCUSSION

I. Section 1491(b)(1) Confers
a Broad Grant of Jurisdiction
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Our precedent is clear that § 1491(b)(1) should be
interpreted broadly. Pursuant to the Tucker Act, the
Court of Federal Claims has bid protest jurisdiction to
adjudicate “an action by an interested party objecting to
a solicitation by a Federal agency for bids or proposals
for a proposed contract or to a proposed award or the
award of a contract or any alleged violation of statute or
regulation in connection with a procurement or a proposed

procurement.” 28 U.S.C. § 1491(b)(1) (emphases added). 1

In RAMCOR Services Group, Inc. v. United States, we
explained that “[t]he operative phrase ‘in connection with’
is very sweeping in scope,” 185 F.3d 1286, 1289 (Fed.
Cir. 1999), and, in Distributed Solutions, Inc. v. United
States, we adopted the definition of “procurement” in 41

U.S.C. § 403(2) (2006), 2  thereby broadly *1334  defining
“procurement” to “include[ ] all stages of the process
of acquiring property or services, beginning with the
process for determining a need for property or services and
ending with contract completion and closeout,” 539 F.3d
1340, 1345 (Fed. Cir. 2008) (emphasis, internal quotation
marks, and citation omitted). Indeed, we repeatedly have
reaffirmed the breadth of § 1491(b)(1) and held that the
Court of Federal Claims possessed bid protest jurisdiction
over protestors’ claims. See, e.g., Diaz v. United States,
853 F.3d 1355, 1358 (Fed. Cir. 2017) (stating that “[t]he
phrase ‘in connection with’ is ‘very sweeping in scope’ and
‘includes all stages of the process of acquiring property
or services, beginning with the process for determining a
need for property or services and ending with contract
completion and closeout’ ” and finding jurisdiction under
§ 1491(b)(1) (quoting Distributed Sols., 539 F.3d at
1345) ); Coast Prof’l, Inc. v. United States, 828 F.3d
1349, 1354 & n.3 (Fed. Cir. 2016) (similar); Palladian
Partners, Inc. v. United States, 783 F.3d 1243, 1252–
54 (Fed. Cir. 2015) (similar); Sys. Application & Techs.,

691 F.3d at 1380–82 (similar). 3  As such, to establish
jurisdiction under § 1491(b)(1), a protestor need only make
“[a] non-frivolous allegation of a statutory or regulatory
violation in connection with a procurement or proposed
procurement.” Distributed Sols., 539 F.3d at 1345 n.1.

II. The Panel Improperly Limits § 1491(b)(1) to
Alleged Violations of “Procurement Statutes”

Instead of applying this prior precedent, the panel
improperly narrows § 1491(b)(1) by requiring Cleveland
Assets to allege a violation of a “procurement statute.”

Cleveland Assets, 883 F.3d at 1382. While leasing a
building from Cleveland Assets to house the Federal
Bureau of Investigation’s (“FBI”) Cleveland office, the
GSA issued the RLP, seeking to lease another building to
house the FBI’s Cleveland office. Id. at 1379. Cleveland
Assets filed a bid protest suit in the Court of Federal
Claims, alleging that “the RLP [wa]s unlawful because it
exceed[ed] the scope of GSA’s authority to solicit offers
under ... § 3307.” Id. at 1380; see J.A. 72. Instead of
assessing whether Cleveland Assets’ Complaint contains
“[a] non-frivolous allegation of a statutory or regulatory
violation in connection with a procurement or proposed
procurement,” Distributed Sols., 539 F.3d at 1345 n.1,
the panel concludes that “[t]he only statute alleged to be
violated by Cleveland Assets in Count II is ... § 3307,
an appropriation, not a procurement, statute,” Cleveland
Assets, 883 F.3d at 1381. Not only does the panel fail
to identify any authority requiring a plaintiff to assert a

violation of a “procurement statute,” id. at 1382, 4  such
a requirement would conflict with the plain language of
§ 1491(b)(1), which places no limitations on *1335  the
type of statute alleged to have been violated. Instead, §
1491(b)(1) broadly encompasses “any alleged violation of
statute ... in connection with a procurement or a proposed
procurement.” 28 U.S.C. § 1491(b)(1) (emphases added).

III. Cleveland Assets’ Complaint
Includes a Non-Frivolous Allegation of

a Statutory Violation in Connection with
a Procurement or Proposed Procurement

Under the proper interpretation of § 1491(b)(1), Cleveland
Assets raised “[a] non-frivolous allegation” that the GSA
violated “a statut[e],” i.e., § 3307, “in connection with
a procurement or proposed procurement,” i.e., either
Cleveland Assets’ lease agreement with the GSA or
the RLP, Distributed Sols., 539 F.3d at 1345 n.1; see
J.A. 72 (alleging, in Cleveland Assets’ Complaint, that
“[t]he RLP is contrary to law” because it “adds five
new categories of space to the lease which were not
authorized” in violation of § 3307), 73 (alleging “the RLP
contains requirements that were not [congressionally]

authorized” and is therefore “contrary to law”). 5  Here,
the RLP would qualify as a “proposed procurement”
under § 1491(b)(1). See, e.g., Distributed Sols., 539
F.3d at 1346 (holding that an agency’s request for
information was a “proposed procurement” sufficient
to establish jurisdiction under § 1491(b)(1) ). Moreover,
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the GSA currently leases a building from Cleveland
Assets, Cleveland Assets, 883 F.3d at 1379, and we have
recognized that an agency’s lease of property from a

lessor may qualify as a “procurement,” 6  see  *1336
Forman v. United States, 767 F.2d 875, 879 (Fed. Cir.
1985) (holding that “newly-created lease agreements ... fall
within the purview of [the Policy Act]”); see also Bonneville
Assocs. v. United States, 43 F.3d 649, 653 (Fed. Cir.
1994) (“A ‘procurement’ is an acquisition by purchase,
lease, or barter, of property or services for the direct
benefit or use of the [F]ederal [G]overment.” (emphasis

added) (citation omitted) ). 7  The panel fails to provide
any reason explaining either why Forman and Bonneville
would not apply here or why the GSA’s lease of Cleveland
Assets’ building or the RLP would not qualify as a
procurement or proposed procurement under § 1491(b)
(1), and I am aware of none. Thus, I would conclude that
the Court of Federal Claims had jurisdiction to consider
Count II of the Complaint.

CONCLUSION

Instead of applying our precedent that broadly interprets
§ 1491(b)(1) as requiring only “[a] non-frivolous allegation
of a statutory or regulatory violation in connection with
a procurement or proposed procurement,” Distributed
Sols., 539 F.3d at 1345 n.1, the panel improperly
narrows the Court of Federal Claims’ § 1491(b)(1) bid
protest jurisdiction to alleged violations of “procurement
statute[s],” Cleveland Assets, 883 F.3d at 1382. Therefore,
I believe that this case raises a question of exceptional
importance, and that rehearing en banc is necessary to
maintain uniformity with our prior precedent. For these
reasons, I respectfully dissent from the court’s denial of
the petition for rehearing en banc.

All Citations

897 F.3d 1332 (Mem)

Footnotes
1 The panel also fails to explain why Cleveland Assets’ protest of the RLP would not qualify as “an action ... objecting

to a solicitation by a Federal agency,” 28 U.S.C. § 1491(b)(1), which is a separate ground for establishing bid protest
jurisdiction, see Sys. Application & Techs., Inc. v. United States, 691 F.3d 1374, 1381 (Fed. Cir. 2012) (holding that the
Court of Federal Claims had jurisdiction under § 1491(b)(1) because “[the plaintiff]’s complaint specifically challenged
the [agency]’s announced decision to amend or revise the solicitation—an unambiguous objection ‘to a solicitation’ ”
under § 1491(b)(1) and that the plaintiff’s objections to alleged violations of a statute and regulations provided “another
basis for jurisdiction” (citation omitted) ). Nevertheless, because the panel’s opinion and Cleveland Assets’ petition for
rehearing en banc both focus on an “alleged violation of statute or regulation in connection with a procurement or proposed
procurement,” I limit my analysis to the panel’s application of that language.

2 Section 403(2) was enacted as an amendment to the Office of Federal Procurement Policy Act (“Policy Act”), Pub. L. No.
93-400, 88 Stat. 796 (1974) (codified as amended in scattered sections of 41 U.S.C.). See Office of Federal Procurement
Policy Act Amendments of 1979, Pub. L. No. 96-83, § 3, 93 Stat. 648, 649. This definition has been recodified at 41
U.S.C. § 111 (2012). See An Act to Enact Certain Laws Relating to Public Contracts as Title 41, United States Code,
“Public Contracts,” Pub L. No. 111-350, § 3, 124 Stat. 3677, 3681 (2011).

3 We recently recognized the broad scope of § 1491(b)(1) but held that the Court of Federal Claims did not possess
jurisdiction on the narrow grounds that the relevant order was not a procurement because it did not “begin the process
for determining a need for property or services” and “simply formalized the [agency]’s decision.” AgustaWestland N. Am.,
Inc. v. United States, 880 F.3d 1326, 1331 (Fed. Cir. 2018) (internal quotation marks and citation omitted); see id. at
1330 (recognizing that “procurement” encompasses “all stages of the process of acquiring property or services” (internal
quotation marks and citation omitted) ). Here, unlike in AgustaWestland, the GSA has “initiated a procurement” by issuing
the RLP. Id. at 1330 (internal quotation marks and citation omitted); see Cleveland Assets, 883 F.3d at 1380.

4 The panel does not cite RAMCOR or any other precedent supporting its interpretation. See generally Cleveland Assets,
883 F.3d 1378. To the extent the panel could arguably rely upon RAMCOR, which assessed whether the “statute has a
connection to a procurement proposal,” 185 F.3d at 1289 (emphasis added), our recent precedent has focused on whether
the agency’s action or the protest have a connection to a procurement or proposed procurement, see Palladian Partners,
783 F.3d at 1254 (stating that § 1491(b)(1) “authorizes the Court of Federal Claims to review an action ‘in connection
with a procurement or a proposed procurement’ ” and holding that, “[b]ecause [the agency]’s ... determination and the
contracting officer’s amendment to the solicitation are actions ‘in connection with a proposed procurement,’ ... they are
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within the scope of jurisdiction granted under the Tucker Act” (emphases added) (internal quotation marks and citation
omitted) ); Distributed Sols., 539 F.3d at 1345, 1346 (stating that “[t]he only issue is whether the contractors’ protest is ‘in
connection with a procurement or proposed procurement’ ” and holding that the Court of Federal Claims had jurisdiction
under § 1491(b)(1) because “the [G]overnment at least initiated a procurement[ ] or initiated ‘the process for determining
a need’ for acquisition and assistance solutions” (emphasis added) ). If these cases are in conflict, we should resolve that
conflict through rehearing en banc. However, even if RAMCOR dictates that we focus only on the statute’s connection
to a procurement or proposed procurement, my conclusion would not change. Section 3307 is “in connection with a
procurement or proposed procurement” because it governs the process of obtaining appropriations to lease property for
agencies. See 40 U.S.C. § 3307(a)(2) (requiring Congressional committee approval for “[a]n appropriation to lease any
space at an average annual rental in excess of $1,500,000 for use for public purposes”), (b) (setting forth the information
that must be contained in a prospectus to obtain approval under § 3307(a) ). This falls within the definition of “procurement”
under § 1491(b)(1), i.e., “all stages of the process of acquiring property or services, beginning with the process for
determining a need for property or services and ending with contract completion and closeout.” Distributed Sols., 539
F.3d at 1345 (emphasis, internal quotation marks, and citation omitted).

5 This language in the Complaint directly ties the violation of § 3307’s authorization requirements to the procurement, such
that the panel’s stated concern about an overextension of jurisdiction appears overblown. See Cleveland Assets, 883 F.3d
at 1381 (“If plaintiffs could allege any statutory or regulatory violation tangentially related to a government procurement,
§ 1491(b)(1) jurisdiction risks expanding far beyond the procurement context.”).

6 In contrast, when the agency leases government-owned property to a lessee, the lease is not a procurement. See Res.
Conservation Grp., LLC v. United States, 597 F.3d 1238, 1244 (Fed. Cir. 2010) (“The process involved in soliciting lessees
for government-owned property cannot be characterized as a ‘process of acquiring property or services’ [under § 403(2)
and, thus, under § 1491(b)(1) ].”).

7 Forman and Bonneville interpreted provisions of the Contract Disputes Act of 1978 (“CDA”), Pub. L. No. 95-563, 92 Stat.
2383 (codified as amended in 41 U.S.C. §§ 7101–7109). See Bonneville, 43 F.3d at 652–55; Forman, 767 F.2d at 878–
79. However, Forman analogized the CDA to the Policy Act, from which we adopted the definition of “procurement” under
§ 1491(b)(1), see Distributed Sols., 539 F.3d at 1345, and explained that, “[b]ecause the phrases in the two statutes are
almost identical and because they focus on the same object—Government procurement—we assume for the purposes
of this appeal that Congress intended the phrase to have the same meaning in the [CDA] as it had in the earlier Policy
Act,” Forman, 767 F.2d at 878 (citation omitted).
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*1  James C. Fontana, Esq., Jeffry R. Cook, Esq., William Weisberg, Esq., and L. James D'Agostino, Esq., Dempsey

Fontana, PLLC, for the protester.
Sean M. Costello, Esq., and Stacy M. Chaffin, Esq., National Security Agency, for the agency.

Noah B. Bleicher, Esq., and Peter H. Tran, Esq., Office of the General Counsel, GAO, participated in the preparation
of the decision.

DIGEST
Protest of exclusion from competitive range is untimely where: (1) protester learned its basis of protest more than 10
days prior to filing its protest; and (2) because its request for a debriefing was filed late, the non-required debriefing did
not toll the time for filing a protest.

DECISION

Exceptional Software Strategies, Inc., (ESS) a small business of Linthicum, Maryland, protests its exclusion from the
competitive range pursuant to request for proposals (RFP) No. H98230–16–R–0246, which was issued by the National
Security Agency (NSA) for presentation and visualization capabilities. ESS challenges the agency's determinations
regarding the capacity of the firm's proposed sensitive compartmented information facilities (SCIFs).

We dismiss the protest as untimely filed.

BACKGROUND

The solicitation, issued on June 30, 2017, under the procedures of Federal Acquisition Regulation (FAR) part 15,
contemplated the award of up to six indefinite-delivery, indefinite-quantity (IDIQ) contracts under which the agency

would issue cost-plus-award-fee task orders over a 7–year period of performance, including option periods. 1  Agency
Report (AR), Tab 5, RFP, at 2, 14, and 19; Tab 16, RFP amend. 3, Final Proposal Evaluation Criteria (PEC), at 4. The
RFP also provided for the issuance of six initial task orders, with three set aside for small businesses and three to be
issued on an unrestricted basis. PEC at 5–6.

Pursuant to the RFP's statement of work (SOW), the awardee was to provide capabilities for the definition, prototyping,
development, and production of visualization and presentation tools. AR, Tab 14, RFP amend. 3, Final SOW, §2.0.
Unless otherwise specified, the contractor was to perform the SOW (and task order) tasks in a SCIF or SCIFs. Id. §4.13.
Among other requirements, the SOW required that each facility have a conference room with classified connectivity that
was able to accommodate a minimum of 20 people. Id. In addition, the solicitation documents identified the number of
contract full time equivalents (FTEs) who would be supporting the initial task orders at the contractor's facilities. As
relevant here, the three small business task orders necessitated SCIF seating for a total of 48.5 FTEs, plus one “Hot Desk”
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workstation for government contract surveillance. AR, Tab 19, RFP amend. 4, Task Order 1, at 1 (identifying 13 FTEs);
Tab 20, RFP amend. 4, Task Order 2, at 1 (15.5 FTEs); Tab 21, RFP amend. 4, Task Order 2, at 1 (20 FTEs); SOW §4.13.

*2  The RFP described a best-value tradeoff source selection process that involved the consideration of six factors and
two evaluation phases. First, in phase I, NSA would assess offerors' IDIQ proposals under management, technical, and
past performance factors. PEC at 5. The management and technical factors included multiple subfactors, each of which
was to be evaluated on an acceptable/unacceptable basis. Id. at 6–7. If the proposal was rated acceptable under the
management and technical subfactors and rated higher than “No Confidence” under the past performance factor, NSA
would conduct phase II of the evaluation, which focused on offerors' task order proposals. Id. at 5. Under phase II,
the agency would assess the offerors' responses to the three task orders, the offeror's ability to staff the effort, and cost/
price. Id. at 7. During this phase, NSA would assign adjectival ratings and calculate a probable cost. Id. at 5. The highest
ranked offerors for each task order would be awarded an IDIQ contract and the respective task order. Id. at 5–6.

Of relevance here, one of the management subfactors assessed offerors' responses to the SOW contractor facilities
requirements (SOW §4.13). Id. at 6, 13. Specifically, under the subfactor, NSA would evaluate the offeror's “ability to
provide an NSA-accredited SCIF(s), which satisfies the SOW requirements.” Id. at 13. NSA would evaluate the extent to
which the offeror's proposed solution addressed “sizing, functionality, capabilities, accreditation status, and/or required
timeline for NSA accreditation; and the relevance and suitability to the ... SOW.” Id.

In August 2017, NSA received 13 proposals in response to the RFP, including an offer from ESS. Contracting Officer's
Statement (COS) at 6. A source selection evaluation board (SSEB) evaluated proposals and concluded that ESS's

proposal was unacceptable under the management factor. 2  AR, Tab 27, ESS Management Consensus Report, at 1.
Specifically, under the subfactor concerning contractor facilities, the SSEB concluded that ESS did “not demonstrate
the ability to provide an NSA-accredited SCIF(s), which satisfies the SOW requirements....” Id. at 6. First, the
SSEB highlighted that the SCIF ESS identified for use during performance did not meet the SOW conference room
requirements. Id. at 6–7. In addition, the SSEB determined that ESS's SCIF space was “insufficient for the requirements”
because, according to ESS's proposal, the firm's SCIF had capacity for 26 people, whereas the task orders necessitated
space for 48.5 FTEs and an additional seat for a government hot desk. Id. at 7. Because of the unacceptable rating, the
proposal was no longer eligible for award, see PEC at 5, and, consequently, was not included in the agency's competitive
range. AR, Tab 30, Competitive Range Determination, at 2.

*3  By letter of March 15, 2018, NSA advised ESS that its proposal was excluded from the competitive range. AR,
Tab 33, Notice of Exclusion from Competitive Range, at 1–2. The letter detailed the basis for the unacceptable rating,
including most of the same information contained in the consensus evaluation report. See id. The letter expressly
explained that ESS's SCIF did not comply with the SOW requirement for a conference room and that ESS's SCIF did
not have sufficient space for all the personnel necessary to perform the task orders. Id.

By email of March 19, ESS requested a debriefing. Response to Dismissal Request, exh. A, Debriefing Request,
Mar. 19, 2018 (4:59 p.m.). NSA contracting personnel provided ESS officials a debriefing on April 2. COS at 7.
In addition to background information about the procurement, the written debriefing presentation included nearly
verbatim information from the competitive range notice explaining the basis for the unacceptable rating. AR, Tab 32,
Debriefing Slides, at 14–16. On April 6, ESS protested its exclusion from the competitive range.
 
DISCUSSION

ESS objects to the unacceptable rating. The protester maintains that its proposed SCIF space met the solicitation

requirements and that it was unreasonable for the agency not to seek clarification from the firm. 3  Protest at 7–12.
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In addition to persuasively addressing the merits of ESS's arguments, the agency also requests that our Office dismiss
the protest because ESS failed to request its debrief within the timeframe required by the FAR. Request for Dismissal
at 1. NSA maintains that the April 2 debriefing was not a “required” debriefing that tolled our Office's timelines rules-
it was merely a courtesy debriefing during which ESS did not learn any new information. Id. at 4–6. As a result, NSA
argues that ESS's April 6 protest is untimely.

Our Bid Protest Regulations contain strict rules for the timely submission of protests. These rules reflect the dual
requirements of giving parties a fair opportunity to present their cases and resolving protests expeditiously without
unduly disrupting or delaying the procurement process. Verizon Wireless, B–406854, B–406854.2, Sept. 17, 2012, 2012
CPD ¶260 at 4. Under these rules, a protest based on other than alleged improprieties in a solicitation must generally be
filed no later than 10 calendar days after the protester knew, or should have known, of the basis for protest, whichever
is earlier. 4 C.F.R. §21.2(a)(2). However, in situations “under which a debriefing is requested and, when requested, is
required,” our Bid Protest Regulations provide that protest grounds known either before or as a result of a debriefing
may be filed not later than 10 days after the date on which the debriefing is held. Id.; see Empire Veteran Group, Inc., B–
408866.2, B–408866.3, Dec. 17, 2013, 2013 CPD ¶294 at 4. Thus, a required debriefing has the effect of tolling the filing
period in limited circumstances. See Raith Eng'g & Mfg. Co., W.L.L., B–298333.3, Jan. 9, 2007, 2007 CPD ¶9 at 3.

*4  An offeror excluded from the competitive range or otherwise excluded from further consideration prior to contract
award may request a pre-award debriefing. 10 U.S.C. §2305(b)(6)(A); FAR §15.505. Such request must be a written
request to the contracting officer within 3 days after receipt of the agency's notice of exclusion from the competition.
FAR §15.505(a)(1). An offeror that fails to submit its request to the contracting officer within 3 days after receiving
notice of exclusion is not entitled to either a pre-award, or post-award, debriefing. FAR §15.505(a)(3). In these instances,
the debriefing is not “required.” See Team J's, LLC, B–415090, Nov. 14, 2017, 2017 CPD ¶361 at 3–4.

First, we agree with the agency that the debriefing exception to our Office's 10–day rule does not apply because the
protester requested its debriefing outside of the period prescribed in the FAR. As noted above, NSA informed ESS on
Thursday, March 15, that its proposal was eliminated from consideration and would not be included in the competitive
range. AR, Tab 33, Notice of Exclusion from Competitive Range, at 1–2; see also Protest at 2 (acknowledging that ESS
learned of its exclusion on March 15). Although ESS requested a debrief via email on Monday, March 19, the email was

delivered after close of business at the agency. 4  More specifically, the record reflects that ESS sent its Monday email at

4:59 p.m., and that NSA received the message at 5:24 p.m. 5  Response to Dismissal Request, exh. A, Debriefing Request,
Mar. 19, 2018 (4:59 p.m.); Dismissal Request, exh. 1, Debriefing Request, Mar. 19, 2018 (5:24 p.m.). Pursuant to the
FAR, “[u]nless otherwise stated, the agency close of business is presumed to be 4:30 p.m., local time,” and documents
received after close of business are considered filed as of the next day. FAR §33.101.

Here, nothing in the solicitation, or elsewhere in the record, designates the business hours for NSA; as such, in our view,
the 4:30 p.m. deadline applies. Accordingly, ESS's 4:59 p.m. debriefing request is considered filed on the next business day,
Tuesday, March 20. Because March 20 is more than 3 days after ESS was notified of its exclusion from the competitive
range, the debriefing request was not timely made. See Empire Veteran Group, supra; see also 10 U.S.C. §2305(b)(6)(A)
and FAR §15.505(a)(3). Therefore, the agency's April 2 debriefing cannot be considered a required debriefing, and, as a
result, the debriefing exception to our timeliness rules does not apply. See Team J's, LLC, supra, at 4; Hawker Beechcraft
Def. Co., LLC, B–406170, Dec. 22, 2011, 2011 CPD ¶285 at 4 (dismissing protest as untimely where protester failed to
request a debriefing within 3 days of notice of its exclusion from the competitive range); Minotaur Eng'g, B–276843, May
22, 1997, 97–1 CPD ¶194 at 4 (same).

*5  The protester counters that the 4:30 p.m. close of business time stipulated in the FAR should not apply here because
NSA “operates 24–7” and, according to ESS, the FAR provision that dictates a 4:30 closing time “has no relevance to
debrief requests.” Response to Dismissal Request at 2–3. In this respect, ESS apparently interprets the 3–day period (to
request a debriefing) as ending at midnight on the third day. See id. at 3 (arguing that “there is no ‘hour’ requirement
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for the submission of a debriefing request”). After careful consideration, in our view, such a result does not withstand
scrutiny.

In this regard, the FAR defines “[f]iled” as the “complete receipt of any document by an agency before its close of
business.” FAR §33.101 (emphasis added). The definition further provides that unless otherwise stated, “close of business
is presumed to be 4:30 p.m., local time.” Id. First, as stated above, the submission of a written request to an agency is
required by the FAR in order to generate a required debriefing. We see no basis to conclude that this required written
request is not a filing, as contemplated by the FAR. A government agency is not required to receive and review filings
after its close of business, including filings such as debriefing requests from outside parties. Indeed, the FAR consistently

applies a 4:30 p.m. default close of business time for government agencies. 6  See FAR §§15.208(a) (stipulating 4:30 p.m.,
local time, as the default time for receipt of proposals), 14.304 (stipulating 4:30 p.m., local time, as the default time for
the submission of bids). Notably, the protester has cited to no provision or regulation that requires a government agency
to accept, as timely, any submission filed after the close of business.

Moreover, in a similar but reversed instance, our Office has recognized that a disappointed offeror's notice of exclusion
from the competitive range-notice that begins the 3–day period to request a debriefing-was received by the firm on the
next business day where the email message from the agency had entered the firm's computer system after business hours.
International Resources Group, B–286663, Jan. 31, 2001, 2001 CPD ¶35 at 5. Our conclusion here is consistent with this
approach.

Thus, absent any alternate official business hours for NSA in the record, we adopt the FAR's default 4:30 p.m., local
time, close of business for the agency. We further conclude that ESS had to file its request for a debriefing by 4:30 p.m.
on Monday, March 19. Because it did not-ESS's request is deemed filed on the next business day-the debriefing was not

a required debriefing and did not toll our Office's timeliness rules. 7

*6  Notwithstanding that the debriefing exception to our timeliness rules does not apply, ESS still retained its right to
file a protest within 10 calendar days from when it learned the basis for protest. See Optimum Mgmt. Sys., LLC, B–
299322.3, May 23, 2007, 2007 CPD ¶106 at 3 n.3. Indeed, even an offeror that learns a basis for protest as a result of a
non-required debriefing is not precluded from subsequently filing a timely protest based on information learned at that
debriefing. Trifax Corp., B–279561, June 29, 1998, 98–2 CPD ¶24 at 4–5. Here, however, the record reflects that ESS
learned its basis of protest in the agency's March 15 notice of exclusion from the competitive range.

Specifically, as noted above, the agency's letter detailed that ESS had been excluded from the competition, as well
as NSA's evaluation conclusions regarding ESS's SCIF capacity that the firm challenged in its April 6 protest. The
record confirms that the April 2 non-required debriefing documents contained the same evaluation conclusions, nearly
verbatim. Significantly, the debriefing did not include any additional explanation or rationale for ESS's unacceptable
rating. Compare AR, Tab 33, Notice of Exclusion from Competitive Range, at 1–2, with Tab 32, Debriefing Slides, at
14–16. Thus, the record is clear: ESS learned its basis of protest from the March 15 letter.

Accordingly, any protest of ESS's exclusion from the competitive range had to have been filed within 10 days of when the

basis of protest was first known, i.e., the March 15 letter. 8  See 4 C.F.R. §21.2(a)(2). Because ESS filed its protest on April
6, more than 10 days after it learned its basis of protest, and in light of the fact that the filing period was not extended by

the agency's courtesy debriefing, ESS's protest was untimely filed. 9  See Team J's, LLC, supra, at 4 (dismissing protest
as untimely where debriefing exception did not apply and protester learned its basis of protest more than 10 days from
when its protest was filed).

The protest is dismissed.
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Thomas H. Armstrong
General Counsel

Footnotes
1 The RFP provided that three awards would be made to large business offerors and three to small business offerors. AR, Tab

16, Final PEC, at 4.

2 The firm's proposal was deemed acceptable under the technical factor and rated as limited confidence under the past
performance factor. AR, Tab 28, ESS Technical Consensus Report, at 1; Tab 29, ESS Past Performance Report, at 1.

3 The protester also challenges its past performance rating, but ESS acknowledges that the limited confidence rating “did not
form a basis to exclude ESS from the competitive range.” Protest at 13. Indeed, the record confirms that the past performance
rating did not impact the agency's competitive range determination. As such, ESS cannot establish that it suffered competitive
prejudice due to the past performance evaluation, and, therefore, this protest ground is dismissed. See Optimal Solutions &
Techs., B–407467, B–407467.2, Jan. 4, 2013, 2013 CPD ¶20 at 7 (explaining that competitive prejudice is an essential element
of a viable protest).

4 Because the third day fell on a Sunday, ESS had until close of business on Monday to file its written request for a debriefing.
In this respect, FAR subpart 15.5 expressly incorporates the FAR section 33.101 definition of “[d]ay,” which provides that
the last day of a designated period of time cannot be a Saturday, Sunday, or Federal holiday. FAR §§15.501, 33.101.

5 The record does not reconcile, or even acknowledge, the delay between delivery and receipt of the message.

6 The position our Office takes herein is consistent with another executive agency's stated business hours. Specifically, the
General Services Administration (GSA) expressly denotes 4:30 p.m. as its close of business. Indeed, GSA's acquisition
regulations provide that “[r]equests for pre-award debriefings postmarked or otherwise submitted after 4:30 p.m .... will be
considered submitted the following business day.” General Services Acquisition Regulation, 48 C.F.R. §552.215–73(b); see
also 48 C.F.R. §512.301(d)(2) (requiring same, for solicitations for commercial items).

7 That the agency did not advise ESS that its briefing was not a required debriefing prior to or during the debriefing is of no
consequence here. See Response to Dismissal Request at 3–4.

8 When the last day of a filing period falls on a Saturday, Sunday, or Federal holiday-as was the case here-the filing period
extends to the next business day. 4 C.F.R. §21.0(d). To be timely, ESS's protest had to have been filed by Monday, March 26.

9 In any event, even if the allegations were timely raised, the record shows that they are without merit. In this regard, an offeror
has the burden of submitting an adequately written proposal; where a proposal omits, inadequately addresses, or fails to
clearly convey required information, the offeror runs the risk of an adverse agency evaluation. Addvetco, Inc., B–412702,
B–412702.2, May 3, 2016, 2016 CPD ¶112 at 7–8. Based on our review of the record, we agree with the agency that ESS's
proposal was unclear and inconsistent with respect to which SCIF spaces it contemplated using during performance. See AR,
Tab 24, ESS Management Proposal, at 40 (identifying “SCIF E,” with a capacity of [DELETED] people, for performance
of the SOW) and 41 (identifying a conference room in “SCIF A,” which ESS stated could be used “for additional growth”).
Consequently, the unacceptable rating was reasonably assigned.

B- 416232 (Comp.Gen.), 2018 CPD P 237, 2018 WL 3455246
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B- 416510 (Comp.Gen.), 2018 CPD P 240, 2018 WL 3414767

COMPTROLLER GENERAL

Matter of: State Women Corporation

July 12, 2018
*1  Sultan Siddiqi and Ahmad Yar Gharany, for the protester.

Maria Kolokithias, Esq., and Thomas J. Warren, Esq., Department of the Army, for the agency.

Evan D. Wesser, Esq., and Edward Goldstein, Esq., Office of the General Counsel, GAO, participated in the
preparation of the decision.

DIGEST
1. Where an agency clearly indicated that a debriefing provided under the Department of Defense's enhanced postaward
debriefing procedures was considered closed following the agency's responses to an initial set of questions submitted by
the protester, the protester's posing of additional questions to the agency after the debriefing concluded does not extend
the time for filing a bid protest, and a protest filed more than 10 days after the agency's initial responses is dismissed
as untimely.

2. Following use of enhanced debriefing procedures, the time period for filing a protest is 10 days, as provided under
our Regulations, not 5 days, as argued by the agency.

DECISION

State Women Corporation (SWC), of Kabul, Afghanistan, protests the award of a contract to Macro Vantage Levant
DMCC (MVL), of Dubai, United Arab Emirates, under request for proposals (RFP) No. W5J9JE–18–R–0008, which
was issued by the Department of the Army, Corps of Engineers, for the design and construction of a new consolidated
morgue and visitation center at the Kabul National Military Hospital in Kabul, Afghanistan. SWC challenges the
agency's evaluation of its proposal, and the best-value tradeoff resulting in the award of the contract to a higher-rated,
higher-priced proposal.

We dismiss the protest as untimely.
 
BACKGROUND

The RFP, which was issued on January 7, 2018, and subsequently amended three times, contemplated a two-phase
design-build procurement pursuant to Federal Acquisition Regulation (FAR) parts 15 and 36, for a fixed-price contract
for a morgue and visitation center at the Kabul National Military Hospital in Kabul, Afghanistan. RFP, amend. no. 3,
at Instructions ¶A. Phase I proposals were to be evaluated on an acceptable/unacceptable basis considering two factors,
(1) key personnel, and (2) specialized experience. Id., amend. no. 1, at ¶B(5)(G). In Phase II, award was to be made on
a best-value tradeoff basis, with the combination of the non-cost factors of (1) design and technical narrative, and (2)
project management plan and schedule, being significantly more important than price. Id., amend. no. 3, at ¶B(5)(F).

The Corps received 16 phase I proposals, and ultimately received 5 phase II proposals. Request for Dismissal, exh. no. 1,
Award Notice Letter (May 16, 2018), at 1. Relevant here, the agency evaluated the proposals submitted by the protester
and awardee as follows:
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SWC MVL

Key Personnel Acceptable Acceptable

Specialized Experience Acceptable Acceptable

Design & Technical

Narrative Acceptable Good

Project Management Plan

& Schedule Good Good

Price $2,941,755 $6,160,188

*2  Id. at 2.

The source selection official selected MVL's proposal for award as representing the best value to the agency based on the
RFP's evaluation scheme of the design and technical narrative and project management plan and schedule factors, when
combined, being significantly more important than price. Id. On May 16, the agency notified SWC of the award decision
and its right to a debriefing pursuant to FAR §15.506. Id. On the same day, SWC requested a debriefing. Request for
Dismissal, exh. no. 2, SWC Debriefing Request, at 1.

On May 28, the Corps provided a written debriefing to SWC. Request for Dismissal, exh. no. 3, SWC Debriefing Letter.
The debriefing letter addressed the bases for the agency's evaluation of SWC's proposal under each of the four non-price
factors, the awardee's technical ratings and total evaluated price, and the basis for the agency's best-value tradeoff. Id. at
2–4. The letter concluded by inviting the protester to submit any additional questions relating to the debriefing pursuant
to Department of Defense (DOD) Class Deviation 2018–O0011-Enhanced Post Award Debrief Rights (hereinafter,
Enhanced Debriefing Rights). Id. at 4.

Under the Enhanced Debriefing Rights, which was issued by DOD on March 22, contracting officers shall, consistent
with the requirements of FAR §15.506(d), include in the debriefing information provided to unsuccessful offerors
language indicating that offerors may submit additional questions related to the debriefing within two business days
after receiving the debriefing. Enhanced Debriefing Rights at 1. The agency must then respond to the questions in writing
within five business days after receipt of the questions. Id. The Enhanced Debriefing Rights specify that the agency “shall
not consider the postaward debriefing to be concluded until the agency delivers its written responses to the unsuccessful
offeror.” Id.

Consistent with the agency's invitation, SWC submitted questions regarding the evaluation of its proposal and of
offerors' proposed prices on May 28. Request for Dismissal, exh. no. 4, SWC Debriefing Questions. On June 1, the
agency responded in writing to the protester's additional debriefing questions. Request for Dismissal, exh. no. 5, Agency
Response to SWC's Debriefing Questions. The agency's response stated that “[t]he debrief is hereby concluded.” Id. at
3. On June 8, the protester submitted further questions to the agency regarding the evaluation of its proposal and the
agency's evaluation of offerors' proposed prices. Request for Dismissal, exh. no. 6, SWC Second Debriefing Questions.
On June 20, the agency responded to the protester's second set of debriefing questions. Request for Dismissal, exh. no.
7, Agency Response to SWC's Second Debriefing Questions. On June 24, SWC filed this protest with our Office.

DISCUSSION
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*3  The Corps filed a request for dismissal of the protest on the basis that the protest is untimely. Specifically, the agency
argues that the debriefing concluded following the agency's June 1 response to the protester's initial debriefing questions,
and therefore, to be timely pursuant to the Enhanced Debriefing Rights, any protest to our Office had to have been filed
by the close of business on June 6. In this regard, the agency asserts that the Enhanced Debriefing Rights establishes
that “timely protests must be submitted to the Government Accountability Office not later than ‘Five days after the
Government delivers its written response to additional questions submitted by the unsuccessful offeror....”’ Request for
Dismissal at 5. In opposition, SWC argues that its protest was timely filed within 5 days of the agency's June 20 response
to its second set of debriefing questions. We agree with the agency that the time period for SWC to file its protest began
to run on June 1 when the agency responded to the protester's initial debriefing questions and advised the protester that

the debriefing had closed. Therefore, SWC's June 24 protest is untimely. 1  However, for the reasons discussed herein, we
disagree with the agency's contention that the protester had only a 5–day window within which to file its protest.

Our Bid Protest Regulations contain strict rules for the timely submission of protests. Under these rules, a protest based
on other than alleged improprieties in a solicitation must be filed not later than 10 calendar days after the protester knew,
or should have known, of the basis for protest, with an exception for protests that challenge a procurement conducted
on the basis of competitive proposals under which a debriefing is requested and, when requested is required. 4 C.F.R.
§21.2(a)(2). In such cases, protests must be filed not later than 10 days after the date on which the debriefing is held. Id.

As an initial matter, SWC does not contend that its protest is based on new information learned from the agency's June
20 response to its second set of debriefing questions. Thus, the only question for consideration is whether the debriefing
reasonably remained open following the agency's June 1 response to the protester's first set of debriefing questions. Under
the circumstances here, we conclude that the debriefing concluded on June 1.

Notwithstanding the Corps' voluntary responses to the protester's second round of additional debriefing questions, the
agency's unequivocal direction that “[t]he debrief is hereby concluded” at the conclusion of its June 1 response to the
protester's initial set of debriefing questions was unambiguous as to the status of the debriefing. We have recognized that
the fact that a protester may not have been satisfied with all aspects of a debriefing, and that it continues to pursue certain
questions with the agency, does not extend the time for filing a bid protest based on the information provided during
the debriefing. Zafer Constr. Co.; Kolin Constr., Tourism, Industry and Trading Co. Inc., B–295903, B–295903.2, May 9,
2005, 2005 CPD ¶87 at 5–6; New SI, LLC, B–295209 et al., Nov. 22, 2004, 2005 CPD ¶71 at 3; Handheld Sys., Inc., B–

288036, Aug. 10, 2001, 2001 CPD ¶142 at 2. 2  Furthermore, we find no support in FAR §15.506(d) or in the Enhanced
Debriefing Rights for the proposition that an offeror is entitled to multiple rounds of postaward debriefing questions.

*4  While we agree with the agency that the debriefing at issue closed on June 1, and that SWC's protest to our Office
filed on June 24 was untimely, as noted above, we disagree with the agency's contention that the protester was required
to file its protest by June 6, within 5 days of the conclusion of the enhanced debriefing. As set forth above, our timeliness
rules contemplate that a protest following a requested, and when requested, required debriefing must be filed within
10 days of when the debriefing was held. 4 C.F.R. §21.2(a)(2). The agency appears to view the Enhanced Debriefing
Rules as having modified our timeliness rules with respect to debriefings such that following an enhanced debriefing, the
timeliness period is reduced from 10 days to 5. The agency is mistaken in this regard.

The Enhanced Debriefing Rules, and the underlying statutory basis for them, do not in any way alter or impact the
timeliness rules established by our Bid Protest Regulations. Rather, the Enhanced Debriefing Rules, and the underlying
statutory changes to the Competition in Contracting Act, relate solely to the agency's obligations with respect to
complying with the mandatory stay of contract performance or termination of the awarded contract upon the filing
of a protest with our Office. See 31 U.S.C. §3553(d)(4); Enhanced Debriefing Rules at 1. In this regard, the Enhanced
Debriefing Rights specify that if an unsuccessful offeror submits additional debriefing questions, the agency shall comply
with the requirements of FAR §33.104(c) regarding the suspension of contract performance or termination of the
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Matter of: State Women Corporation, B- 416510 (2018)

 © 2018 Thomson Reuters. No claim to original U.S. Government Works. 4

awarded contract upon the receipt of a protest filed by the unsuccessful offeror with GAO within five days after the
government delivers its written response to the unsuccessful offeror's additional questions. Enhanced Debriefing Rules
at 1. Accordingly, the agency's reliance on the Enhanced Debriefing Rules for the purpose of establishing the timeliness
of SWC's protest was in error.

The protest is dismissed.

Thomas H. Armstrong
General Counsel

Footnotes
1 For purposes of this decision, we analyze the party's arguments with respect to the debriefing rules applicable to a FAR part 15

negotiated procurement. While we interpret the RFP's reference to FAR part 36 to refer to subpart 36.3, Two–Phase Design–
Build Selection Procedures, we note that procurements for architect-engineer services pursuant to FAR subpart 36.6 are not
conducted on the basis of competitive proposals, and therefore the debriefing exception in our Bid Protest Regulations is
inapplicable to procurements conducted on that basis. See McKissack–URS Partners, JV, B–406489.2 et al., May 22, 2012,
2012 CPD ¶162.

2 This case is readily distinguishable from Harris IT Servs. Corp., B–406067, Jan. 27, 2012, 2012 CPD ¶57, where we found
that the agency's provision of additional responses to a protester's questions following a written debriefing and silence as to
the status of the conclusion of the debriefing created an ambiguity as to whether or not the initially provided debriefing had
concluded.

B- 416510 (Comp.Gen.), 2018 CPD P 240, 2018 WL 3414767

End of Document © 2018 Thomson Reuters. No claim to original U.S. Government Works.
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National Defense Appropriations Act for Fiscal Year 2018 
SEC. 818. ENHANCED POST-AWARD DEBRIEFING RIGHTS. 

(a) RELEASE OF CONTRACT AWARD INFORMATION.—Not later than 180 days after the
date of the enactment of this Act, the Secretary of Defense shall revise the Department of
Defense Supplement to the Federal Acquisition Regulation to require that all required post-award
debriefings, while protecting the confidential and proprietary information of other offerors,
include, at a minimum, the following:

(1) In the case of a contract award in excess of $100,000,000, a requirement for
disclosure of the agency’s written source selection award determination, redacted to
protect the confidential and proprietary information of other offerors for the contract
award, and, in the case of a contract award in excess of $10,000,000 and not in excess of
$100,000,000 with a small business or nontraditional contractor, an option for the small
business or nontraditional contractor to request such disclosure.

(2) A requirement for a written or oral debriefing for all contract awards and task or
delivery orders valued at $10,000,000 or higher.

(3) Provisions ensuring that both unsuccessful and winning offerors are entitled to the
disclosure described in paragraph (1) and the debriefing described in paragraph (2).

(4) Robust procedures, consistent with section 2305(b)(5)(D) of title 10, United States
Code, and provisions implementing that section in the Federal Acquisition Regulation, to
protect the confidential and proprietary information of other offerors.

(b) OPPORTUNITY FOR FOLLOW-UP QUESTIONS.—Section 2305(b)(5) of title 10, United
States Code, is amended—

(1) by redesignating subparagraphs (C), (D), and (E) as subparagraphs (D), (E), and (F),
respectively;

(2) in subparagraph (B)—

(A) in clause (v), by striking ‘‘; and’’ and inserting a semicolon;

(B) in clause (vi), by striking the period at the end and inserting ‘‘; and’’; and

(C) by adding at the end the following new clause:

‘‘(vii) an opportunity for a disappointed offeror to submit, within two 
business days after receiving a post-award debriefing, additional questions 
related to the debriefing.’’;  

and  

(3) by inserting after subparagraph (B) the following new subparagraph:



‘‘(C) The agency shall respond in writing to any additional question submitted 
under subparagraph (B)(vii) within five business days after receipt of the 
question. The agency shall not consider the debriefing to be concluded until the 
agency delivers its written responses to the disappointed offeror.’’. 

(c) COMMENCEMENT OF POST-BRIEFING PERIOD.—Section 3553(d)(4) of title 31,
United States Code, is amended—

(1) by redesignating subparagraphs (A) and (B) as clauses (i) and (ii) respectively;

(2) by striking ‘‘The period’’ and inserting ‘‘(A) The period’’;

and 

(3) by adding at the end the following new subparagraph:

‘‘(B) For procurements conducted by any component of the Department 
of Defense, the 5-day period described in subparagraph 
(A)(ii) does not commence until the day the Government delivers to 
a disappointed offeror the written responses to any questions submitted 
pursuant to section 2305(b)(5)(B)(vii) of title 10.’’. 



David Churchill
Rick Vacura

GETTING AHEAD OF THE 2019 
NDAA’S SIGNIFICANT CHANGES

Date

• What is an OTA?

 Type of agreement the USG can use to buy certain types of products and 
services, including R&D, prototype development, and other nontraditional
activities

 OTA is not a procurement contract, grant, or cooperative agreement

 Many procurement laws and regulations do not apply (FAR does not apply)

 Provides federal agencies flexible, innovative agreement structures – as long as 
they stay within their OTA authority

FY 2019 NDAA: Other Transactions Agreements

1Morrison & Foerster LLP



2

FY 2019 NDAA: OTAs (cont’d)

Morrison & Foerster LLP

3

• Significant uptick in recent years on the use and funding of OTAs

 Congress supported increased use of OTAs, formally codifying DoD’s
authority to issue funded OTAs for prototype projects in the NDAA for
FY 2016

 The Senate Report for the FY 2018 NDAA admonished leadership and
attorneys for taking an overly restrictive view of their use

 Frustrated by lack of OTA awareness and education among senior
leaders, contracting professionals, and lawyers

 Resulted in forcing innovative projects and programs into unnecessarily
restrictive contracting methods

FY 2019 NDAA: OTAs (cont’d)

Morrison & Foerster LLP
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• The pendulum slowed a little this year, with some in Congress
concerned about a lack of transparency in the award process

• Was driven at least in part by the highly publicized sole-source
follow-on OTA awarded to REAN Cloud, originally for $950 million
and later reduced to $65 million, which apparently was made without
the knowledge of senior Department officials

• This OTA was successfully protested at the GAO, based on finding
that it exceeded DoD’s statutory authority to issue prototype OTAs.
Oracle America, Inc., B-416061, May 31, 2018, 2018 CPD ¶ 180
(holding the agency failed to appropriately provide for the follow-on
award in the original OTA and failed to wait until the first OTA was
completed  before issuing the follow-on, as required by statute)

FY 2019 NDAA: OTAs (cont’d)

Morrison & Foerster LLP
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• Congress addressed its transparency concerns requiring DoD to
report annually on its use of OTAs and directing the Assistant
Secretary of Defense for Acquisitions to use these reports to update
agency guidance and policy

 The report is due NLT 31 Dec '18, and each December thereafter until 2021

 The report will summarize and show the organizations involved, quantities,
amounts of payments, and purpose, description, and status of projects; and,
highlights of successes and challenges using OTAs, including case examples

FY 2019 NDAA: OTAs (cont’d)

Morrison & Foerster LLP
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• Some in DoD and in the Senate Armed Services Committee contend
bid protests lead to large delays in defense acquisitions and harm the
agencies’ ability to acquire what they need

• Past several NDAAs have considered, but ultimately rejected, protest
reforms including the concept of requiring  unsuccessful protester to
pay costs of the government defending the contract award

• Some in DoD and SASC have alleged incumbent contractors use the
protest process to add time to their ongoing contracts (and add the
revenues the additional time includes)

FY 2019 NDAA: DoD Contracting Dispute Matters

Morrison & Foerster LLP

7

• As a result of § 885 of the 2017 NDAA, RAND Study was
commissioned to be a “comprehensive study on the prevalence and
impact of bid protests on DoD acquisitions”

 Rand Study issued in December 2017 largely concluded that protests did not
have a large effect on DoD procurements

• § 822 of the FY 2019 NDAA requires yet another study and report to
review bid protest

FY 2019 NDAA: DoD Contracting Dispute Matters (cont’d)

Morrison & Foerster LLP
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• SECDEF required to study the frequency and effects of bid protests
filed at both the GAO and the COFC involving the same contract
award or proposed award

• Will provide recommendations for improving expediency of the bid
protest process and will cover:
 Number of these type of protests

 Results

 Length of time it took the tribunal to arrive at a decision

 Analysis of any such protests stayed or enjoined

• NLT December 1, 2019, SECDEF must develop a plan and schedule
for an expedited bid protest process for DoD contracts with a value of
$100k or less

FY 2019 NDAA: DoD Contracting Dispute Matters (cont’d)

Morrison & Foerster LLP
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• Current law requires each solicitation “include cost or price to the
Federal Government as an evaluation factor that must be considered
in evaluation of proposals”

• Results in evaluation of IDIQ proposals  requiring  consideration of
price or cost in some manner, even if the task orders have not been
fully developed

• Congress sought to avoid the need to deal with price or cost at the
IDIQ level for hourly rate services, making award to the IDIQ
contractors easier and allowing award of the IDIQ contract to the
contractors that can do the work without concern about their rates

FY 2019 NDAA: Increasing Competition at the TO Level

Morrison & Foerster LLP
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• §876 establishes exceptions for certain IDIQ multiple-award contracts
and certain federal supply schedule contracts for services acquired on
an hourly rate basis:

 Gives discretion to agencies to not include price or cost as an evaluation factor for 
contract award

 If price is not considered as an evaluation factor for contract award, cost or price
to the federal government must be considered in conjunction with the issuance of
any task or delivery order under a contract resulting from the solicitation

FY 2019 NDAA: Increasing Competition at the TO Level (cont’d)

Morrison & Foerster LLP

• FY 19 NDAA requires DoD to create a separate system for space
defense acquisition

• New procedures will not govern Intelligence Community acquisitions

• Push within Administration to create a US Space Command separate
from the traditional military services
 Establishing a sixth branch of the Armed Forces requires Congressional  Action

• Perception that space acquisitions are unique:
 long acquisition cycles

 few and high cost hardware items—no opportunity for prototyping

 space is often an unforgiving and “all or nothing” business

FY 2019 NDAA: US SPACE COMMAND

Morrison & Foerster LLP 11



• Traditional DoD Acquisition Guidance fits imperfectly
 DoDI 5000: building block development with multiple prototypes and

milestones; designed for traditional weapons systems procurement

• Historically, DoD has used separate space acquisition policy
 Starting December of 2004, National Security Space (NSS) guidance

 Few and high cost hardware items—no opportunity for prototyping

 After 2013: Default to DoDI 5000

• FY2019 NDAA recognizes the need for separate and tailored policy to
guide space acquisitions

SPACE COMMAND (Cont’d)

Morrison & Foerster LLP 12

• A unified “Space Command” is not a new concept either

• 85% of DoD’s space budget is spent by the Air Force Space & Missile
Systems Center (SMC)

• 2017: Joint Force Space Component (JFSC)
 part of USSTRATCOM (reports to Joint Chiefs)

 JFSC does not procure space technology, it integrates technology into space ops

 JFSC will be re-branded and expanded to be U.S. Space Command

• FY 2018 NDAA DoD Report to Congress with recommendations for
space
 Establish a Space Development Agency to replace SMC

 Space Development Agency will also inherit SMC’s budget

 Expedite acquisitions—3 years, not 7+ years

SPACE COMMAND (Cont’d)

Morrison & Foerster LLP 13



• While organization and policy are evolving, what are agencies doing
to deal with unique aspects of space acquisition?

• Traditionally, cost risk of space development is borne by the
government
 Cost type contracts

 Loss of high value items—replacement at government’s cost (but without fee)

 Post-acceptance rights are the same: replace item at government cost

 P. Law 85-804 could provide full indemnity for unusually hazardous risks

 Insurance: “A license to sue or be sued”

SPACE COMMAND (Cont’d)

Morrison & Foerster LLP 14

• Aggressive risk-shifting efforts considered by Congress/Agencies
 Recoupment of all fee in the event of ultimate mission failure

 Recoupment of costs incurred?

• FOB destination on orbit—what about 3d party liability?

SPACE COMMAND (Cont’d)

Morrison & Foerster LLP 15



• Lowest Price Technically Acceptable source selection methods have
come under intense criticism

• Congress this year effectively disallowed its use starting next month:
 IT

 Systems Engineering

 Telcom

 Other knowledge-based professional services

 Personal Protective Equipment

 Logistics services for contingency ops

• Regulators must amend the DFARS to allow LPTA only where:
 Minimum requirements can be clearly articulated

 Agency would get no benefit from exceeding a technical threshold

 No subjective judgment is required to select the contractor

 Review of technical proposals would/could provide no greater value

FY 2019 NDAA: LIMITS ON LPTA SOURCE SELECTION

Morrison & Foerster LLP 16

• Several perceived weaknesses of LPTA methods
 No incentive to offer improved performance

 Method lowers the technical level of what is thereby procured

 Fails to encourage quality and long term performance quality

• Audit services, personal protective equipment identified as examples
of misuse of LPTA Minimum requirements can be clearly articulated

• GAO reports generally endorse the LPTA method

• GAO protests generally uphold the agency so long as LPTA is
accurately identified as the method

LIMITS ON LPTA (Cont’d)

Morrison & Foerster LLP 17



• Congress missed an opportunity to provide needed clarification and
uniformity

• House version of NDAA would have amended the FAR to provide:
 “Subcontract” definition excluded  agreements treated as indirect costs or

intended for use on multiple prime contracts

 “Subcontracts” are in effect agreements intended for a single contract

 If not a subcontract, the agreement is exempt from various mandatory flow down
and other FAR requirements—sometimes ill-fitting

• House definition failed to survive to the final bill

• Why can’t regulators meanwhile amend the regulations on their
own?

NDAA FY 2019: DEFINITION OF “SUBCONTRACT”

Morrison & Foerster LLP 18



John E. Smith 

NOTEWORTHY SANCTIONS 
DEVELOPMENTS

Date

Overview of U.S. Economic Sanctions

Office of 
Foreign 
Assets 

Control  

US 
Embargos

Sectoral 
and Trade 
Sanctions

Specially 
Designated 
Nationals

Morrison & Foerster LLP 1



• OFAC currently handles over 30 different sanctions programs
against targeted:

• Governments/regimes

• Individuals

• Entities/vessels

• Activities

• Transactions

• Each sanctions program has its own regulatory regime,
encompassing a mixture of available types of sanctions

• Sanctions can change at any time, by statute, Executive
Order, or regulation

State of Play 

Morrison & Foerster LLP 2

Asset freeze 
Financial 
sanctions 
(OFAC)

Prohibition 
on dealing 

or 
transacting

Import and 
export 

prohibition

Prohibition 
on certain 
debt and 

equity 
transactions

Visa bans 
(Department 

of State)

Types of Sanctions

Morrison & Foerster LLP 3



• There are Three General Types of Economic Sanctions Programs
Depending on Their Scope

1. Comprehensive

• Sanctions freezing the assets of all or part of the government
(including government-controlled entities)

• Import, export, re-export, and transshipment prohibitions on 
supplying goods/services to the government/territory, as well as 
investment restrictions

• Targeted sanctions against powerful officials and governmental/private
entities

2. Targeted – Individuals and Entities Added to the OFAC “Blacklist”

3. Targeted “Plus” – Targeted Plus Additional Import/Export and/or 
Debt/Equity Restrictions

Types of Economic Sanctions Programs

Morrison & Foerster LLP 4

The United States currently has only a handful of sanctions programs 
targeting entire governments/territories.  Countries/regions currently 
subject to a comprehensive U.S. embargo include:

• Cuba

• Iran

• North Korea

• Syria

• The Crimean region of Ukraine

• Sudan was removed from OFAC sanctions in 2017, but is still subject to
comprehensive export restrictions

1. Comprehensive Sanctions Programs

Morrison & Foerster LLP 5



OFAC operates “targeted” sanctions programs – and supplements 
comprehensive, country-wide programs – by maintaining a list of 
Specially Designated Nationals and Blocked Persons (“SDNs”) 
sanctioned under various programs.  This is known as the SDN List

• Must block (or freeze) the assets of SDNs
• Are prohibited from dealing with SDNs

U.S. 
persons:

• Must ensure they do not send transactions into the U.S. involving SDNs
• May be sanctioned for providing “material support” if they continue to 

deal with SDNs or, in some programs (Iran, Russia, North Korea), could 
be cut off under “secondary sanctions” from business in or access to the 
United States

Foreign 
persons:

2. Targeted Sanctions Programs – SDN List

Morrison & Foerster LLP 6

• An entity owned 50 percent or more by one or more SDNs is
considered blocked by operation of law, even if its name does not
appear on the SDN List

• U.S. and third-country persons (individuals and entities) are
expected to use reasonable due diligence and know your customer
procedures to identify entities covered by the 50 percent rule and
freeze their assets/not transact with them

“The 50 Percent Rule”

25%

25%
50%

SDN

SDN

SDN

Non-SDN

15%

30%55%

Non-SDN

SDN

SDN

Non-SDN

Morrison & Foerster LLP 7



• OFAC routinely adds individuals and entities to its SDN List based on
(1) their illicit activity or (2) their actions within a country or
region

• Current activity-based targeted programs include those focused on:

• Terrorism

• Weapons of mass destruction proliferation

• Narcotics trafficking (“Kingpin”)

• Malicious cyber-enabled activities

• Serious human rights abuses (“Global Magnitsky”)

• Corruption (“Global Magnitsky”)

• Transnational criminal activity

• Conflict diamond trading

Targeted Sanctions Programs – Activity 

Morrison & Foerster LLP 8

• In addition to activity-based targeted sanctions programs, OFAC
also maintains targeted sanctions programs against individuals or
entities within countries or regions of concern, including:

Targeted Sanctions Programs – Country

• Balkans

• Belarus

• Burundi

• Central African Republic

• Democratic Republic of the Congo

• Iraq

• Lebanon

• Libya

• Somalia

• Sudan/Darfur

• South Sudan

• Yemen

• Zimbabwe

Morrison & Foerster LLP 9



• A few country-based programs – namely, Russia and Venezuela – fall
between a comprehensive and targeted sanctions program

• These “Targeted Plus” sanctions programs generally feature the following:

• Targeted sanctions against senior government officials and
entities and oligarch or cronies close to the government

• Restrictions on certain imports and exports

• Restrictions on certain debt and equity transactions

3. “Targeted Plus” Sanctions Programs

Morrison & Foerster LLP 10

Each sanctions program is unique with its own regulatory regime, with several 
common themes and provisions:

Scope of OFAC Sanctions

Applicable to “U.S. Persons”

• Individuals:
• Any U.S. citizen anywhere in the world
• Any U.S. permanent resident alien (green card holder) 

anywhere in the world
• Any individual, regardless of nationality, located in the U.S.

• Entities:
• Any U.S. legal entity (including branches located abroad)
• For Cuba and Iran, foreign subsidiaries of U.S. companies
• Any entity – even branches and subsidiaries of foreign

companies – physically located in the U.S.

Morrison & Foerster LLP 11



“Primary” OFAC Sanctions

U.S. Nexus

Use of the U.S. financial system

Processing 
payments to or 

through the U.S. 
financial system

Engaging in 
U.S. dollar 

clearing 
transactions

Applicable when there is a U.S. nexus to a transaction, such as when the transaction 
involves:

• U.S. persons
• U.S.-origin goods or services
• Use of/transiting through the U.S. financial system

Morrison & Foerster LLP 12

• U.S. secondary (or “extraterritorial”) sanctions:

• Applicable to non-U.S. persons even if there is no U.S. nexus

• Threaten non-U.S. persons with being cut off completely from the
U.S. financial system if they engage in certain specified activity or
transactions with individuals or entities designated under the
following sanctions programs:

•Iran

•Russia

•North Korea

“Secondary” OFAC Sanctions

Morrison & Foerster LLP 13



Each embargo has a provision prohibiting “facilitation” or “evasion” 
with respect to a prohibited transaction.  These terms are defined 
broadly. For example:  

• Iranian Transactions and Sanctions Regulations (31 CFR 560.208):
“No United States person, wherever located, may approve, finance,
facilitate, or guarantee any transaction by a foreign person where the
transaction by that foreign person would be prohibited by this part if
performed by a United States person or within the United States.”

Prohibitions Against Facilitation

Morrison & Foerster LLP 14

Iran: Primary and Secondary Sanctions
Since 2010, the United States has imposed an escalating series of secondary sanctions 
against Iran, giving third-country companies the choice to do business 
with the United States or Iran, but not both. The secondary sanctions targeted:

The Iranian nuclear deal (the JCPOA) resulted in the lifting of most U.S. 
secondary sanctions and the removal of hundreds of Iran-linked persons 
from the SDN List – although U.S. persons remained prohibited 
from most dealings with Iran (primary sanctions)

Including major
state-owned enterprises

Such as the central bank 
of Iran and state-owned 

banks 

Including its oil and 
petroleum exports

Including automobiles
and metals

IRANIAN SDNS
IRAN’S 

FINANCIAL 
SECTOR

THE IRANIAN 
ENERGY 
SECTOR

OTHER MAJOR 
IRANIAN INDUSTRY 

SECTORS
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Iran Nuclear Sanctions “Snap Back”

• On May 8, 2018, President Trump announced that the 
United States is terminating its participation in the 
JCPOA.  Accordingly, the United States will re-impose all 
Iranian secondary sanctions lifted or waived in connection 
with the JCPOA in two phases (as well as the limited 
primary sanctions relief that had been given):

• End of Phase 1: On August 7, 2018, sanctions with 
respect to certain financial transactions involving the 
Government of Iran and the Iranian automotive sector 
were re-imposed

• End of Phase 2: On November 5, 2018, all 
remaining sanctions will be re-imposed, including the 
relisting of persons and entities that were removed from 
OFAC’s SDN list as subject to secondary sanctions

Morrison & Foerster LLP 16

Effective August 7, 2018, the U.S. government re-imposed 
sanctions related to the following:

• The Government of Iran’s acquisition of U.S. dollar banknotes
or precious metals

• Iran’s trade in gold or precious metals

• The sale, supply, or transfer to or from Iran of certain metals,
such as aluminum and steel, coal, and industrial software

• Transactions related to Iranian rials, or maintaining funds or
accounts outside of Iran denominated in the Iranian rial

• Issuance of Iranian sovereign debt

• Iran’s automotive sector

August 7 Snap Back Sanctions

Morrison & Foerster LLP Confidential  – Subject to Attorney-Client Privilege Morrison & Foerster LLP 17



Effective November 5, 2018, secondary sanctions related to 
the following will be re-imposed:

• Iran’s energy sector, including:
• Oil exports and petroleum-related transactions (unless there

is a “significant reduction” in oil imports by that country)
• Financial transactions, including:

• Transactions with Iran’s Central Bank and leading state banks
• Transactions involving underwriting services, insurance, or

reinsurance
• By November 5, OFAC also will:

• Revoke the authorization for foreign subsidiaries of U.S.
companies to engage in transactions with Iran

• Re-list as SDNs hundreds of powerful Iranian individuals and
entities removed from the SDN list under the JCPOA

November 5 Snap Back Sanctions

Morrison & Foerster LLP 18

Financial Services Sector (Directive 1):  
Prohibits transactions involving new debt of longer 
than 14 days maturity or new equity of an SSI list 
person (individual or entity)

Energy Sector (Directive 2):  
Prohibits transactions involving in new debt of 
longer than 60 days maturity of an SSI list person

Defense and Related Materiel Sector 
(Directive 3):  Prohibits transactions involving new 
debt of longer than 30 days of an SSI list person

Energy Production Sector (Directive 4):  
Prohibits the export or provision of goods, services 
(except for financial services), or technology 
involving certain Russian-related oil projects

Russia Sectoral Sanctions

OFAC’s sectoral sanctions 
established a legal 
framework for a novel OFAC 
sanctions program, 
imposing sanctions less 
than a full blocking on 
persons active in certain 
sectors of the Russian 
economy- as identified on 
OFAC’s Sectoral Sanctions 
Identification (“SSI”) list 
under 4 Directives, most 
recently amended in 
September 2017:

Morrison & Foerster LLP 19



The Countering America’s Adversaries Through 
Sanctions Act (CAATSA) required certain 

mandatory secondary sanctions 
on those who deal with Russia:

Section 225
mandates sanctions on a foreign person 

that knowingly makes a significant 

investment in Russian crude oil 

projects intended to extract crude oil 

from Russian waters more than 500 feet 

deep, Arctic offshore locations, or shale 

formations

Section 226
mandates sanctions on a foreign 

financial institution that knowingly
facilitates a significant financial 

transaction(s) on behalf of any person 

subject to sanctions with respect to 
Russia or Ukraine

Section 228
mandates sanctions on a foreign 

person that knowingly facilitates a 
significant transaction(s) for or on 

behalf of any person subject to sanctions 
with respect to Russia or Ukraine, or that 

sanctioned person’s spouse, child, 
parent, or sibling

Russia Secondary Sanctions

Morrison & Foerster LLP 20

• Pursuant to CAATSA, on April 6, 2018, in an effort to counter Russian “elites who
profit from a corrupt system” and a government that engages “in a range of malign
activity,” OFAC added 12 wealthy Russian individuals, 12 companies deemed to be
owned or controlled by those individuals, 17 senior Russian government officials, and a
Russian weapons trading company and its subsidiary Russian bank to its SDN list

• General Licenses for “Wind Down Period”:

• General License 13/13E: Authorizes conditional divestment or transfer from U.S. persons to non-
U.S. persons of debt, equity, or other holdings in EN+ Group PLC, GAZ Group and RUSAL PLC until 
December 12, 2018 (except for GAZ Group, which is October 23, 2018)

• General License 14/14B: Authorizes certain activities necessary to the maintenance or wind down of 
pre-existing operations or contracts involving RUSAL until December 12, 2018

• General License 16/16B: Authorizes certain activities necessary to the maintenance or wind down of 
pre-existing operations or contracts with EN+ Group PLC and JSC EuroSibEnergo until December 12,
2018

• Second Sanctions: Non-U.S. persons cannot in engage in “significant transactions” with 
designated parties, or entities 50% owned by a designated party

CAATSA Russian Oligarch Designations

Morrison & Foerster LLP 21



OFAC Enforcement Responses

No Action

Cautionary 
Letter

Finding of 
Violation 

Civil 
Penalty

Criminal 
Referral

Morrison & Foerster LLP

Request 
Additional 

Information
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• Willful or reckless conduct

• Awareness of conduct at issue

• Harm to sanctions programme objectives

• Individual characteristics (e.g., commercial sophistication,
size of operations, volume of transactions, sanctions
history)

• Compliance program

• Remedial response

Listing of “General Factors” to be 
considered in penalty assessment:

Enforcement guidelines final rule

Morrison & Foerster LLP 23



Commerzbank:
$1.45 billion criminal 
penalty (2016)

Bank of Tokyo-
Mitsubishi UFJ:
$315 million (2014)

BNP Paribas: $8.9 
billion (2014)

Clearstream 
Banking: $152 
million (2014)

Bank of Moscow: 
$9.5 million (2014)

Intesa Sanpaolo:
(2013): $3 million

National Bank of 
Pakistan: $100 
million (Dec. 2013)

Barclays Bank 
PLC: $248 million 
(2016)

Crédit Agricole:
$326 million (2016); 
$787.3 million (2015)

Recent Penalties Against Non-U.S. Financial Institutions

Morrison & Foerster LLP 24

•$1.4 billion (June 2018): Making false statements to the U.S. government about 
corrective actions taken to cure Iran sanctions violations that were originally 
discovered in 2017ZTE

•$1.5 million (Sept. 2018): Issuing invoices for sales to distributor that Epsilon 
knew or had reason to know that distributed most, if not all, of its products to IranEpsilon

•$145,893 (June 2018): Conspiring with a third-party telecommunications 
company to re-export a satellite hub and satellite-related services from the U.S. to 
Sudan in 2012, though company self-disclosedEricsson

•$1.2 million (Dec. 2017): Exporting 27 shipments of dental equipment and 
supplies from the U.S. to distributors that Dentsply knew or had reason to know 
would be ultimately destined for IranDentsply

•$12 million (July 2017): Causing at least six separate financial institutions to 
engage in the unauthorized exportation of financial services from the U.S. to Iran, 
despite letter of assurance to financial institutions that it would not do soCSE Global

Major Enforcement Penalties (Non-Financial Institutions)

Morrison & Foerster LLP 25





Tina Reynolds
Catherine Chapple

NOTEWORTHY GOVERNMENT 
CYBERSECURITY INITIATIVES AND 
DEVELOPMENTS

• Basic Safeguarding FAR Clause and DFARS data
security/network penetration clauses in effect.

• Contractors concerned with increasing burden of regulations
and also feel that the government has not done enough to
address its own vulnerabilities.

• DoD in particular has seemed to recognize burden on
contractors of complying with 800-171.

State of Play 

Morrison & Foerster LLP 1



• Much confusion around concept of Controlled Unclassified
Information (CUI).

• Cyber and data security compliance programs increasingly
becoming a differentiator for companies.

• More cloud-based contractors seeking FedRAMP certification.
• Need to use agency authority to operate (ATO) process because

full FedRAMP not presently available to most contractors.

State of Play (cont.)

Morrison & Foerster LLP 2

• Need coordinated approach to cyber and supply chain threats.

• Defense and intel agencies need to coordinate and look at these
issues holistically.

• “[N]o consensus on roles, responsibilities, authorities and
accountability.”

• DoD needs to be a leader in cyber defense and supply chain integrity.

• Available at:
https://www.mitre.org/sites/default/files/publications/pr-18-2417-
deliver-uncompromised-MITRE-study-8AUG2018.pdf

DoD/MITRE report entitled “Deliver 
Uncompromised”(August 2018)

Morrison & Foerster LLP 3



Recommendations:

• Reorganization within DoD

• Need better coordination with and among intel agencies, Dept.
of Homeland Security, and civilian agencies

• DoD should work with contractors so that they see
cybersecurity and supply chain risk mitigation measures as a
means to win business rather than a hit on profits

• Encourage Congressional action to address gaps that U.S.
adversaries could exploit

“Deliver Uncompromised”(cont.)

Morrison & Foerster LLP 4

DoD Cybersecurity Audit Letters

Morrison & Foerster LLP 5



• GAO has made over 3,000 recommendations to agencies aimed at
addressing cybersecurity shortcomings.
• Although many recommendations have been addressed, over 1,000

remain to be implemented.

• GAO believes that until these shortcomings are addressed, “agencies’
information and systems will be increasingly susceptible to the multitude
of cyber-related threats that exist.”

• “High Risk Series: Urgent Actions Are Needed to Address Cybersecurity
Challenges Facing the Nation,” (GAO-18-622), available at
www.gao.gov/assets/700/694355.pdf

• “Weapons Systems Cybersecurity:  DOD Just Beginning to Grapple with
Scale of Vulnerabilities,” (GAO-19-128), available at
www.gao.gov/assets/700/694913.pdf

GAO Cybersecurity Reports

Morrison & Foerster LLP 6

• Under Section 1654, the Secretary of Defense is required, within the
next 180 days, to create a list of countries that present a cybersecurity
threat to the U.S. Within a year, the list and its underlying analysis
must be provided to Congress.

• Under Section 1655, once implementing rules are promulgated, the
DoD may not procure “a product, service, or system . . . relating to
information or operational technology, cybersecurity, an industrial
control system, or weapons system” unless certain information is
provided by the “person” providing the item to the DoD.

2019 NDAA (Secs. 1654 and 1655)

Morrison & Foerster LLP 7
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• The required information includes:

• For non-commercial items only, whether, within the last five years (from
date of passage of the Act) or any time since, any foreign government
reviewed the source code OR any foreign person or foreign government
has a right to review as condition to a transaction or sale

• For all items (not just non-commercial), the same question, but only as
applies to foreign governments on the list created under Section 1654

• Whether the company has an EAR or ITAR license that covers code
custom-developed for DoD for non-commercial products, systems or
services

2019 NDAA (cont.)

Morrison & Foerster LLP

• States that agency CIOs will be involved in IT procurement decisions to
assign proper priority to security

• Suggests new contract clauses to permit the government to review contractor
risk management practices and to test and respond to incidents on
contractor systems

• Advocates for more sharing of threat and vulnerability information with
contractors, to improve their security postures

• Prioritizes risk reduction to critical infrastructure

• Encourages better information sharing among departments and agencies
and policy consistency for all agencies

• Requires development of new, “streamlined” processes to exclude “risky
vendors, products, and services”  from government business

• Available at:  https://www.whitehouse.gov/wp-
content/uploads/2018/09/National-Cyber-Strategy.pdf

National Cyber Strategy (Sept. 2018)

Morrison & Foerster LLP 9
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• DoD 2018 Cyber Strategy summary
• Focus is on:

• Countries that challenge security (aka China and Russia)

•Military cyber capabilities (defensive and offensive)

• Defense Industrial Base – protecting DIB networks and holding private sector
accountable for their security practices

• October 18 NIST CUI Workshop

• FAR CUI draft rule

• Rev. 2 to the NIST SP 800-171 will have “optional” additional
requirements

• Centralized responsibility for security assessment within government

• See: http://govcon.mofo.com/defense/guidance-on-securing-controlled-
unclassified-information-key-takeaways-from-the-nist-cui-workshop/

October 2018 developments

Morrison & Foerster LLP

ELECTION CYBERSECURITY 
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• Direct Recording Electronic (DRE) machines first introduced and
adopted after the 2000 election

• DRE-only voting leaves no voter-marked paper record

• Electronic voting systems used in over half of U.S. states

Electronic Voting in the United States

Morrison & Foerster LLP
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Voting Technology in the U.S.

Morrison & Foerster LLP
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• In March 2018, the Secretary of the U.S. Department of Homeland Security (DHS) declared 
DRE voting systems to be a “national security concern,” approximately 14 months
after the Department declared election systems to be “critical infrastructure” pursuant to 42 
U.S.C. § 5195c.9

• In May 2018, the Senate Select Committee on Intelligence concluded that DREs are “at 
highest risk of security flaws” and that states “should rapidly replace outdated and 
vulnerable voting systems” with systems that have a verified paper trail. 

• On September 6, 2018, after it was commissioned to consider the future of voting in the 
United States, the National Academies of Sciences, Engineering, and Medicine and 
associated National Research Council issued a consensus report about the need to secure and
improve state and local election systems:

National Authorities Raise the Alarm on DREs

Morrison & Foerster LLP

• “[E]verything changed in 2016 . . . when during the presidential election the
threats of interference by foreign power, by nation state attackers, presented a
substantially different and new threat and a much more serious form of
attacker than [security experts] had considered previously.” Prof. Alex
Halderman, Tr. at 75, No. 1:17-CV-2989-AT, ECF No. 307 (N.D. Ga. Sept. 17, 2018)

• Russians targeted more than 20 states' voter registration databases, and likely targeted
all 50 during the run up to 2016 election

• They targeted state and county offices that administered the 2016 U.S. elections,
including accessing the web sites of counties in Georgia, Iowa, and Florida to identify
vulnerabilities

• They hacked the web site of a state board of elections and stole information of
approximately 500,000 voters, including names, addresses, partial social security
numbers, birthdays, and driver’s license numbers

Russian Interference in 2016 - A Turning Point

Morrison & Foerster LLP 15



• Asking Georgia to replace its DREs with a transparent system
involving voter-marked paper ballots

• In September, the court found for plaintiffs on all 4 injunctive
factors but determined there wasn’t enough time to switch to
paper ballots before November
• Historic decision: first federal court to find that use of electronic

voting systems may be unconstitutional.  Discovery is needed and
this was a preliminary finding, but significant nonetheless.

• Case may go to trial in the first half of next year

Curling v. Kemp – Fighting for Paper Ballots in Georgia

Morrison & Foerster LLP 16
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Georgia’s DRE-Based Voting System is Old and Broken

Morrison & Foerster LLP

• Georgia’s electronic-voting infrastructure is very old and very vulnerable

• Georgia’s DRE operating software has not been updated since 2005,
despite the many security flaws discovered since

• “There are several routes by which [] attackers might infect Georgia’s
machines with malicious software.”

• Georgia’s logic & accuracy testing “provides little to no benefit against
deliberate attacks.”

• Georgia’s lack of a voter-verified paper trail means it’s “impossible to
verify if the counts produced by the electronic voting machines are
accurate.”



Burdick-Anderson Test

Morrison & Foerster LLP 18

• The Court “must weigh ‘the character and magnitude of the
asserted injury to’” the right to vote against “the precise interests
put forward by the State as justifications for the burden imposed
by its rule,” and the extent to which those interests make the
burden necessary.

Burdick v. Takushi, 504 U.S. 428, 434 (1992) (quoting 
Anderson v. Celebrezze, 460 U.S. 780, 788-89 (1983))

• Where, as here, the burden on the right to vote is severe, the state
must show a compelling state interest that justifies the burden
imposed and the restriction must be narrowly tailored to that
interest.

League of Women Voters of Fla., Inc. v. Detzner, 2018 WL 
3545079, at *6 (N.D. Fla. July 24, 2018)

19

• “Suffice it to say, at this juncture, that national- and state-commissioned
research-based studies by cybersecurity computer scientists and elections experts 
consistently indicate that an independent record of an elector’s physical
ballot is essential as a reliable audit confirmation tool.” Order, Curling v. 
Kemp, No. 1:17-CV-2989-AT, ECF No. 309 at 7 (N.D. Ga. Sept. 17, 2018)

• “The State’s continued reliance on the use of DRE machines in public
elections likely results in ‘a debasement or dilution of the weight of
[Plaintiffs’] vote[s],’ even if such conduct does not completely deny Plaintiffs 
the right to vote.”  Id. at 33 (quoting Bush v. Gore, 531 U.S. 98, 105 (2000))

• “Plaintiffs have so far shown that the DRE system, as implemented, poses a
concrete risk of alteration of ballot counts that would impact their own 
votes.” Id. at 38.

• “Plaintiffs’ evidence also goes to the concern that when they vote by DRE,
their vote is in jeopardy of being counted less accurately and thus given 
less weight than a paper ballot.”  Id. at 39.

Curling v. Kemp – Order on Motions for Preliminary Injunction

Morrison & Foerster LLP



• In March, Congress appropriated $380 million for states to use
for upgrades to election infrastructure, under the Help America
Vote Act.

• It’s the first time the federal government distributes HAVA
funding since 2010.

$380M in Help America Vote Act (HAVA) Funding

Morrison & Foerster LLP 20
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2018 HAVA Funding Amounts

Morrison & Foerster LLP
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• Almost all (96%) of the HAVA 2018 money has been distributed to the
states

• In the states that have decided how to spend it, most of the money will go
toward improving cybersecurity or purchasing new equipment.

• 34 states in all are spending at least some of their grant money to
purchase new voting equipment

• 6 states are spending all their money to replace voting equipment

• 24 states have allocated funds for post-election audit activities

• In 29 states, money will go toward improving voter registration systems

HAVA Impact - Cybersecurity, Infrastructure, Audits

Morrison & Foerster LLP



Daniel Chudd
Rachael Plymale

FALSE CLAIMS ACT DIRECTIONS 
AND THE ESCOBAR EFFECT

Date

• 2017:

• DOJ recovered over $3.7 billion from FCA cases in FY17

• $2.4 billion in the healthcare industry alone

• 799 new FCA cases filed

• 84% of new FCA cases initiated by a whistleblower

• First half 2018:

• Over $600 million in FCA recoveries so far

• Trend suggests significantly lower total recovery than 2017

• Total recovery since 1986 now over $56 billion

FCA Enforcement Statistics

Morrison & Foerster LLP 1
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• $66 million settlement to resolve FCA claims that a Japanese fiber
manufacturer sold defective Zylon fiber used in bullet proof vests
purchased by federal, state, and local agencies

• $149.5 million settlement to resolve FCA claims arising from
Deloitte’s role as the independent outside auditor for a failed
originator of mortgage loans insured by the Federal Housing
Administration

• $124,440 settlement to resolve FCA claims against Richard Olson,
CFO of Mission Support Alliance LLC (which is partly owned by
Lockheed Martin) arising from his participating in preparing false
statements regarding labor rates and profits to the Department of
Energy and his acceptance of a $41,000 kickback payment from
Lockheed

Recent Notable FCA Settlements

Morrison & Foerster LLP
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• DOJ officials have indicated a desire to curb FCA enforcement and
reward companies for compliance efforts

• “Granston Memo”
• Encourages  government attorneys to consider whether the government’s interests

are served by dismissing meritless FCA qui tam cases

• Goal is to advance USG interests, preserve resources, and avoid adverse precedent

• Considerations for dismissal include:

• Meritless claims, whether facially meritless or deemed meritless after
investigation

• Duplicative claims

• Claims that interfere with an agency’s policies or programs

• Claims that threaten DOJ’s litigation positions (to avoid adverse precedent)

• Claims that involve classified information that requires protection

• Suits in which USG’s costs are expected to outweigh any expected gain

DOJ Taking a Softer Stance?

Morrison & Foerster LLP
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• “Brand Memo”
• Prohibits DOJ from using noncompliance with an agency’s “guidance documents

as a basis for proving violation of applicable law” and from using “its enforcement
authority to effectively convert agency guidance documents into binding rules.”

• Limits DOJ’s ability to use these documents in civil enforcement actions but does
not limit defendants’ use of them

• Acting AAG Jesse Panuccio described policy initiatives being taken by
the DOJ to reform FCA enforcement, including compliance program
credit:

• “As we deter fraud by holding individuals accountable, we also want to be sure 
that we continue to reward companies that invest in strong compliance measures.
… [T]he greatest consideration should be given to companies that do not just
adopt compliance programs on paper, but incorporate them into the corporate
culture.”

• FCA enforcement appears  unaffected by these announcements so far

DOJ Taking a Softer Stance?

Morrison & Foerster LLP
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• As we discussed at last year, the Supreme Court issued a landmark
decision in 2016 recognizing the “implied certification” theory of FCA
liability

• Under Escobar, implied certification liability may exist “at least
where two conditions are satisfied”:

• First, “the claim does not merely request payment, but also makes specific
representations about the goods or services provided”; and

• Second, “the defendant’s failure to disclose noncompliance with material
statutory, regulatory, or contractual requirements make those
representations misleading half-truths.”

• Unclear whether Escobar establishes the exclusive test for implied
certification cases

• U.S ex rel. Rose v. Stephens Inst., No. 17-15111 (9th Cir., Aug. 24, 2018): 9th Circuit 
held that the Escobar two-part test is the exclusive test for implied certification 
liability

Escobar & Implied Certification

Morrison & Foerster LLP
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• Proof of materiality was the key issue under Escobar
• FCA is not an “all-purpose antifraud statute”

• Escobar set a high bar for materiality:
• “Rigorous” and “demanding” standard

• Requires showing more than that the government had the option to refuse 
payment had it known of the noncompliance, but that the government actually
would have refused payment had it known

• Escobar held that Government knowledge may disprove materiality,
especially where it pays a claim despite knowledge of contractual
violations

• See, e.g. U.S. ex rel. Folliard v. Comstor Corp., 308 F. Supp. 3d 56 (D.D.C. 2018) 
where District Court granted defendants’ motion to dismiss because the relator
failed to address materiality

• GSA was aware of TAA violations and expressed willingness to work with vendors
to address noncompliance

• Declined to intervene after 5 years of investigation

Escobar & Materiality

Morrison & Foerster LLP
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• Case to Watch: U.S. ex rel. Campie v. Gilead Sciences Inc., 862
F.3d 890 (9th Cir. 2017)

• In Gilead, the 9th Circuit considered whether the relators’ complaint sufficiently
alleged materiality

• Case involved allegations that Gilead made false statements about its compliance
with FDA regulations regarding HIV drugs

• Gilead argued that because the government continued to pay for the drug after
receiving multiple notifications of FDA violations, those violations were not
material to the Government’s payment decision

• 9th Circuit reversed the district court’s dismissal of the implied certification claim

• Petition for cert is pending before the Supreme Court; Central Question: Can FCA
claims still succeed if the Government learned of the alleged violations but did not
halt reimbursement?

• May determine the fate of the Government knowledge defense
• Already receiving significant Congressional attention

Gilead Sciences Inc.

Morrison & Foerster LLP
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• U.S. ex rel Marsteller v. Tilton, 880 F.3d 1302 (11th Cir. 2018)
• Relators were employees of a contractor that sells helicopters under the Foreign

Military Sales program.  Allegations involved bribery of government employees as
part of a scheme to inflate prices

• Suit alleges a violation of FAR 52.203-13, Contractor Code of Business Ethics and
Conduct for failure to disclose the improper conduct and violations of the Truth in
Negotiations Act (“TINA”)

• District court dismissed, stating that compliance with 52.203-13 is not an express 
condition to payment, that the relators had failed to establish that 52.203-13 is a
material contract requirement, and that the relators had not established that TINA
compliance is a prerequisite to payment sufficient for FCA liability

• 11th Circuit remanded in light of the Escobar decision, with the direction for the
Court to consider the relators claims with the understanding that whether
compliance is an express condition of payment is relevant but not dispositive

• 11th Circuit also held that fraud in the inducement can support an FCA action
where promises to comply with laws were false when made and the Government
would not have entered into the contract had it known of the defendants’
noncompliance.

Materiality & Fraud in the Inducement

Morrison & Foerster LLP
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• 9(b) pleading a critical safeguard against generalized FCA claims
based on implied certification

• U.S. ex rel. Berkowitz v. Automation Aids, Inc., 896 F.3d 834 (7th
Cir. 2018):

• Berkowitz brought action alleging that its GSA schedule competitors had 
knowingly sold the Government products from non-designated countries in
violation of the Trade Agreements Act

• 7th Circuit affirmed the District Court’s dismissal for failing to allege fraud with
sufficient particularity as it had failed to allege any specific facts that
demonstrated that the defendants’ conduct was fraudulent

• The Court cited to Escobar for the proposition that  “concerns about fair notice
and open-ended liability in FCA cases based on an implied false certification
theory should be ‘effectively addressed through strict enforcement of the Act’s
materiality and scienter requirements.’”

Escobar & 9(b) Pleading

Morrison & Foerster LLP



10

• Typically, statute of limitations for FCA relators is 6 years per 31
U.S.C. § 3731(b)(1), but under 31 U.S.C. § 3731(b)(2), the statute of
limitations is 10 years from when “the official of the United States
charged with responsibility to act in the circumstances” knew or
should have known facts material to the action.

• Circuit split on whether this extended limitation applies to qui tam
relators as well as the Government.

• 4th and 10th Circuits have held that (b)(2) applies only to suits brought by the
Government or where the Government intervenes.

• 9th Circuit applies (b)(2) to qui tam suits.

• U.S. ex rel. Hunt v. Cochise Consultancy Inc., 887 F.3d 1081 (11th
Cir. 2018):  11th Circuit now sides with the 9th Circuit.

Statute of Limitations

Morrison & Foerster LLP



J. Alex Ward
Sandeep Nandivada

THE HEAT IS ON:
HOT TOPICS IN INTERNAL 
INVESTIGATIONS

Date

1

• Why Investigate?

• Getting Started

• Interviews

• Investigation Memos

• Disclosure

What to Expect

Morrison & Foerster LLP
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Why Investigate?

Morrison & Foerster LLP
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• It’s required:  FAR 3.1003 and 52.203-13 mandate a Code of Business
Ethics and Conduct that includes preventing, detecting and reporting
unlawful conduct.

• The company must adhere to its own internal codes of conduct and
compliance policies.

• Regulators and law enforcement will consider whether the company’s
response was comprehensive and rigorous.

• Diligent compliance and investigation measures protect the
company’s reputation and limit exposure.

• Officer and Director obligations & certifications.

Why Investigate?

Morrison & Foerster LLP
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• Determining the scope:
• FCA, PIA, FCPA, Antitrust, Bribes/Kick-backs, Other Violations

of Law

• None of the above

• Emergency measures:
• Life, health, safety concerns

• Defective products

• Known whistleblowers or government investigations

• Document preservation:
• Identifying custodians & issuing hold notices

• Electronic document collection

• Search terms

• Privacy restrictions

Getting Started:  the Basics

Morrison & Foerster LLP
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Getting Started:  Building the Team

The Investigation Team

Support?

Lead?

Client?

Morrison & Foerster LLP



6

• Attorneys can deputize non-attorneys to assist with a
privileged investigation.

• “[C]ommunications made by and to non-attorneys serving as
agents of attorneys in internal investigations are routinely
protected by the attorney-client privilege.”  In re Kellogg Brown
& Root, Inc., 756 F.3d 754, 758 (D.C. Cir. 2014) (Kavanaugh, J.)
(“KBR I”).

• BUT:  Beware of the pitfalls.

• Document the deputization in writing.

• Be alert that an agent’s “fact work product” – such as purely
factual summaries – may be discoverable. In re Kellogg Brown &
Root, Inc., 796 F.3d 137, 149 (D.C. Cir. 2015).

Getting Started:  Talk to my Agent

Morrison & Foerster LLP
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Interviews:  the Basics

Planning the 
Interviews

• Identifying witnesses
• Timing & Sequence
• Using documents
• Notice v. Surprise
• Accessibility v.

Speedy Discipline
• Note-taker and

Prover

Establishing Trust

• Appearance
• Demeanor
• Preparation

Morrison & Foerster LLP
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• Key aspects of the Upjohn warning:

• We represent the company, not you personally.

• This is a privileged conversation.  Treat it as confidential.

• The company may choose to share the information we discuss.

• Is it necessary?

• “[N]othing in Upjohn requires a company to use magic words to
its employees in order to gain the benefit of the privilege for an
internal investigation.”  The privilege applies as long as
“employees knew that the company’s legal department was
conducting an investigation of a sensitive nature and that the
information they disclosed would be protected.”  KBR I, 756 F.3d
at 758.

• BUT:  Do it anyway!

Interviews:  Using the Magic Words

Morrison & Foerster LLP
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• Typical questions:
• Does the Upjohn warning mean I can’t do my job?

• Am I in trouble?

• Will you protect my anonymity?

• Can I record this?  Can I take notes?

• Can my union representative participate?

• Do I need a lawyer?

• Do I have to talk to you?

• Do I have to talk to the government?

Interviews:  Squeamish Witnesses

Morrison & Foerster LLP
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• Create a written record of all interviews
• Reflect the recitation of the Upjohn statement

• Consider using a Q&A format

• Stick to the facts, avoid conclusions

• BUT:  Where appropriate, note demeanor and credibility

• Privilege considerations:
• Protected as a record of attorney-client communications

• Selection of topics and observations on credibility etc. may also be
protected as attorney work product

Interviews:  Writing It Down 

Morrison & Foerster LLP
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• Document the results of the investigation.

• Typical contents:

• Privilege statement

• Executive summary

• Description of investigative steps

• Factual findings

• Analysis of potential liability & disclosure obligations

• Recommended corrective actions

• Distribution?

Investigation Memos:  the Basics

Morrison & Foerster LLP



• Does the privilege apply when a communication has more
than one purpose?

• The D.C. Circuit recently confirmed its view that the test is
“whether obtaining or providing legal advice was one of the
significant purposes” of the communication. Fed. Trade Comm’n
v. Boehringer Ingelheim Pharm., Inc., 892 F.3d 1264, 1266 (D.C.
Cir. 2018) (Kavanaugh, J.) (emphasis added) (quoting In re KBR
I, 756 F.3d at 760).

• BUT:  Courts still disagree about this standard.

• Alternatives include the “but for” test and “the primary purpose”
test.

Investigation Memos:  Mixed Messages

12Morrison & Foerster LLP
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• Mandatory Disclosure Rule:

• Timely disclose credible evidence of a significant overpayment; a
Title 18 criminal violation involving fraud, conflict of interest,
bribery, or gratuities; or a violation of the civil False Claims Act.
FAR 3.1003, 9.406-2, 9.407-2, 52.203-13.

• Kickbacks:

• Report “any possible violation of the Kickbacks statute” to the
relevant agency IG “when the prime contractor or subcontractor
has reasonable grounds to believe such violation may have
occurred.”  FAR 3.502-2.

• Voluntary disclosure:

• Reduces FCA liability from triple to double damages.

Disclosure:  the Basics

Morrison & Foerster LLP
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• FCA elements:

• Falsity & unclear requirements

• Scienter & government knowledge

• Materiality & government conduct

• Specific representations & misleading half-truths

• Other considerations:

• Whistleblowers

• Reputation & customer relations

• Public disclosure bar

Disclosure:  Key Considerations

Morrison & Foerster LLP
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Synopsis
Background: In a relator's qui tam action against a defense
contractor under the False Claims Act (FCA), the United
States District Court for the District of Columbia, James
S. Gwin, J., 2014 WL 1016784, ordered the contractor
to turn over the results of an internal investigation, and
denied a stay pending appeal, 2014 WL 929430. The
contractor petitioned for writ of mandamus.

Holdings: The Court of Appeals, Kavanaugh, Circuit
Judge, held that:

[1] the internal investigation was protected by attorney-
client privilege;

[2] the contractor had no adequate means to attain relief
outside seeking a writ of mandamus;

[3] the District Court's error in denying attorney-client
privilege was clear;

[4] the totality of the circumstances supported grant of a
writ of mandamus; and

[5] the case did not warrant reassignment on remand.

Petition granted.

West Headnotes (14)

[1] Privileged Communications and
Confidentiality

Particular cases

A defense contractor's internal investigation
into whether the contractor had defrauded the
United States government by inflating costs
and accepting kickbacks while administering
military contracts in wartime Iraq was
protected by the attorney-client privilege,
even if the investigation was undertaken as
part of a mandatory compliance program,
rather than for the sole purpose of obtaining
legal advice, where a primary purpose of the
investigation was to obtain or provide legal
advice. Fed.Rules Evid.Rule 501, 28 U.S.C.A.

28 Cases that cite this headnote

[2] Privileged Communications and
Confidentiality

Corporations, partnerships, associations,
and other entities

A lawyer's status as in-house counsel does not
dilute the attorney-client privilege.

8 Cases that cite this headnote

[3] Privileged Communications and
Confidentiality

Agents or employees of attorney or client
in general

Communications made by and to non-
attorneys serving as agents of attorneys in
internal investigations are protected by the
attorney-client privilege.

23 Cases that cite this headnote

[4] Privileged Communications and
Confidentiality

Professional Character of Employment
or Transaction

In the context of an organization's internal
investigation, if one of the significant purposes
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of the internal investigation was to obtain
or provide legal advice, the attorney-client
privilege will apply.

22 Cases that cite this headnote

[5] Mandamus
Nature and scope of remedy in general

Mandamus is a drastic and extraordinary
remedy reserved for really extraordinary
causes.

Cases that cite this headnote

[6] Mandamus
Modification or vacation of judgment or

order

Mandamus
Proceedings in civil actions in general

A defense contractor had no adequate means
to attain relief, after the District Court
ordered the production of materials that
the contractor claimed were protected under
attorney-client privilege and denied a request
to certify the issue for interlocutory appeal,
as required to support grant of a writ of
mandamus in a relator's qui tam action
against the contractor under the False Claims
Act (FCA). 31 U.S.C.A. § 3730 et seq.

4 Cases that cite this headnote

[7] Mandamus
Existence and Adequacy of Other

Remedy in General

A mandamus petitioner must have no other
adequate means to attain the relief he desires
before a court grants a writ of mandamus.

3 Cases that cite this headnote

[8] Mandamus
Proceedings in civil actions in general

The District Court's error in denying attorney-
client privilege to a defense contractor's
internal investigation was clear, as required
to support grant of a writ of mandamus,

in a relator's qui tam action against the
contractor under the False Claims Act (FCA).
31 U.S.C.A. § 3730 et seq.

Cases that cite this headnote

[9] Mandamus
Nature and existence of rights to be

protected or enforced

A mandamus petitioner must show that his
right to the issuance of the writ is clear and
indisputable, before a court grants a writ of
mandamus.

5 Cases that cite this headnote

[10] Mandamus
Proceedings in civil actions in general

An erroneous district court ruling on an
attorney-client privilege issue by itself does
not justify mandamus.

7 Cases that cite this headnote

[11] Mandamus
Proceedings in civil actions in general

The totality of the circumstances supported
grant of a writ of mandamus prohibiting the
District Court from ordering the production
of materials protected under the attorney-
client privilege, in a relator's qui tam
action against a defense contractor under
the False Claims Act (FCA), where the
District Court's ruling threatened to vastly
diminish the attorney-client privilege in
the business setting and potentially upend
certain settled understandings and practices
regarding internal investigations. 31 U.S.C.A.
§ 3730 et seq.

2 Cases that cite this headnote

[12] Mandamus
Nature and scope of remedy in general

Before granting mandamus, a court must be
satisfied that the writ is appropriate under the
circumstances.

http://www.westlaw.com/Link/RelatedInformation/DocHeadnoteLink?docGuid=I5541b129fe1a11e390d4edf60ce7d742&headnoteId=203370110500420141202113749&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=CitingReferences&contextData=(sc.FindAndPrintPortal)
http://www.westlaw.com/Browse/Home/KeyNumber/250/View.html?docGuid=I5541b129fe1a11e390d4edf60ce7d742&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.FindAndPrintPortal)
http://www.westlaw.com/Browse/Home/KeyNumber/250k1/View.html?docGuid=I5541b129fe1a11e390d4edf60ce7d742&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.FindAndPrintPortal)
http://www.westlaw.com/Link/RelatedInformation/DocHeadnoteLink?docGuid=I5541b129fe1a11e390d4edf60ce7d742&headnoteId=203370110500520141202113749&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=CitingReferences&contextData=(sc.FindAndPrintPortal)
http://www.westlaw.com/Browse/Home/KeyNumber/250/View.html?docGuid=I5541b129fe1a11e390d4edf60ce7d742&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.FindAndPrintPortal)
http://www.westlaw.com/Browse/Home/KeyNumber/250k4(4)/View.html?docGuid=I5541b129fe1a11e390d4edf60ce7d742&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.FindAndPrintPortal)
http://www.westlaw.com/Browse/Home/KeyNumber/250k4(4)/View.html?docGuid=I5541b129fe1a11e390d4edf60ce7d742&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.FindAndPrintPortal)
http://www.westlaw.com/Browse/Home/KeyNumber/250/View.html?docGuid=I5541b129fe1a11e390d4edf60ce7d742&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.FindAndPrintPortal)
http://www.westlaw.com/Browse/Home/KeyNumber/250k32/View.html?docGuid=I5541b129fe1a11e390d4edf60ce7d742&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.FindAndPrintPortal)
http://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000546&cite=31USCAS3730&originatingDoc=I5541b129fe1a11e390d4edf60ce7d742&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.FindAndPrintPortal)
http://www.westlaw.com/Link/RelatedInformation/DocHeadnoteLink?docGuid=I5541b129fe1a11e390d4edf60ce7d742&headnoteId=203370110500620141202113749&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=CitingReferences&contextData=(sc.FindAndPrintPortal)
http://www.westlaw.com/Browse/Home/KeyNumber/250/View.html?docGuid=I5541b129fe1a11e390d4edf60ce7d742&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.FindAndPrintPortal)
http://www.westlaw.com/Browse/Home/KeyNumber/250k3/View.html?docGuid=I5541b129fe1a11e390d4edf60ce7d742&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.FindAndPrintPortal)
http://www.westlaw.com/Browse/Home/KeyNumber/250k3/View.html?docGuid=I5541b129fe1a11e390d4edf60ce7d742&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.FindAndPrintPortal)
http://www.westlaw.com/Link/RelatedInformation/DocHeadnoteLink?docGuid=I5541b129fe1a11e390d4edf60ce7d742&headnoteId=203370110500720141202113749&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=CitingReferences&contextData=(sc.FindAndPrintPortal)
http://www.westlaw.com/Browse/Home/KeyNumber/250/View.html?docGuid=I5541b129fe1a11e390d4edf60ce7d742&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.FindAndPrintPortal)
http://www.westlaw.com/Browse/Home/KeyNumber/250k32/View.html?docGuid=I5541b129fe1a11e390d4edf60ce7d742&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.FindAndPrintPortal)
http://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000546&cite=31USCAS3730&originatingDoc=I5541b129fe1a11e390d4edf60ce7d742&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.FindAndPrintPortal)
http://www.westlaw.com/Link/RelatedInformation/DocHeadnoteLink?docGuid=I5541b129fe1a11e390d4edf60ce7d742&headnoteId=203370110500820141202113749&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=CitingReferences&contextData=(sc.FindAndPrintPortal)
http://www.westlaw.com/Browse/Home/KeyNumber/250/View.html?docGuid=I5541b129fe1a11e390d4edf60ce7d742&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.FindAndPrintPortal)
http://www.westlaw.com/Browse/Home/KeyNumber/250k10/View.html?docGuid=I5541b129fe1a11e390d4edf60ce7d742&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.FindAndPrintPortal)
http://www.westlaw.com/Browse/Home/KeyNumber/250k10/View.html?docGuid=I5541b129fe1a11e390d4edf60ce7d742&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.FindAndPrintPortal)
http://www.westlaw.com/Link/RelatedInformation/DocHeadnoteLink?docGuid=I5541b129fe1a11e390d4edf60ce7d742&headnoteId=203370110500920141202113749&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=CitingReferences&contextData=(sc.FindAndPrintPortal)
http://www.westlaw.com/Browse/Home/KeyNumber/250/View.html?docGuid=I5541b129fe1a11e390d4edf60ce7d742&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.FindAndPrintPortal)
http://www.westlaw.com/Browse/Home/KeyNumber/250k32/View.html?docGuid=I5541b129fe1a11e390d4edf60ce7d742&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.FindAndPrintPortal)
http://www.westlaw.com/Link/RelatedInformation/DocHeadnoteLink?docGuid=I5541b129fe1a11e390d4edf60ce7d742&headnoteId=203370110501020141202113749&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=CitingReferences&contextData=(sc.FindAndPrintPortal)
http://www.westlaw.com/Browse/Home/KeyNumber/250/View.html?docGuid=I5541b129fe1a11e390d4edf60ce7d742&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.FindAndPrintPortal)
http://www.westlaw.com/Browse/Home/KeyNumber/250k32/View.html?docGuid=I5541b129fe1a11e390d4edf60ce7d742&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.FindAndPrintPortal)
http://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000546&cite=31USCAS3730&originatingDoc=I5541b129fe1a11e390d4edf60ce7d742&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.FindAndPrintPortal)
http://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000546&cite=31USCAS3730&originatingDoc=I5541b129fe1a11e390d4edf60ce7d742&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.FindAndPrintPortal)
http://www.westlaw.com/Link/RelatedInformation/DocHeadnoteLink?docGuid=I5541b129fe1a11e390d4edf60ce7d742&headnoteId=203370110501120141202113749&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=CitingReferences&contextData=(sc.FindAndPrintPortal)
http://www.westlaw.com/Browse/Home/KeyNumber/250/View.html?docGuid=I5541b129fe1a11e390d4edf60ce7d742&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.FindAndPrintPortal)
http://www.westlaw.com/Browse/Home/KeyNumber/250k1/View.html?docGuid=I5541b129fe1a11e390d4edf60ce7d742&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.FindAndPrintPortal)


In re Kellogg Brown & Root, Inc., 756 F.3d 754 (2014)

410 U.S.App.D.C. 382, 38 IER Cases 1109, 94 Fed. R. Evid. Serv. 1078...

 © 2018 Thomson Reuters. No claim to original U.S. Government Works. 3

3 Cases that cite this headnote

[13] Federal Courts
Reassignment to new judge on remand

A District Court' erroneous ruling on an
attorney-client privilege claim, as well as
sending an unsolicited letter regarding the
case to Court of Appeals was not so extreme
as to display clear inability to render fair
judgment, and thus did warrant reassignment
of a relator's qui tam action against a defense
contractor under the False Claims Act (FCA)
on remand. 31 U.S.C.A. § 3730 et seq.

Cases that cite this headnote

[14] Federal Courts
Reassignment to new judge on remand

Appellate courts on rare occasions will
reassign a case sua sponte, but whether
requested to do so or considering the matter
sua sponte, the appellate court will reassign a
case only in the exceedingly rare circumstance
that a district judge's conduct is so extreme
as to display clear inability to render fair
judgment.

1 Cases that cite this headnote

*755  On Petition for Writ of Mandamus (No. 1:05–cv–
1276).

Attorneys and Law Firms

John P. Elwood argued the cause for petitioners. With him
on the petition for writ of mandamus and the reply were
John M. Faust, Craig D. Margolis, Jeremy C. Marwell,
and Joshua S. Johnson.

Rachel L. Brand, Steven P. Lehotsky, Quentin Riegel,
Carl Nichols, Elisebeth C. Cook, Adam I. Klein, Amar
Sarwal, and Wendy E. Ackerman were on the brief for
amicus curiae Chamber of Commerce of the United States
of America, et al. in support of petitioners.

Stephen M. Kohn argued the cause for respondent. With
him on the response to the petition for writ of mandamus
were David K. Colapinto and Michael Kohn.

Before: GRIFFITH, KAVANAUGH, and
SRINIVASAN, Circuit Judges.

Opinion

Opinion for the Court filed by Circuit Judge
KAVANAUGH.

*756  KAVANAUGH, Circuit Judge:

**384  More than three decades ago, the Supreme Court
held that the attorney-client privilege protects confidential
employee communications made during a business's
internal investigation led by company lawyers. See Upjohn
Co. v. United States, 449 U.S. 383, 101 S.Ct. 677, 66
L.Ed.2d 584 (1981). In this case, the District Court denied
the protection of the privilege to a company that had
conducted just such an internal investigation. The District
Court's decision has generated substantial uncertainty
about the scope of the attorney-client privilege in the
business setting. We conclude that the District Court's
decision is irreconcilable with Upjohn. We therefore grant
KBR's petition for a writ of mandamus and vacate the
District Court's March 6 document production order.

I

Harry Barko worked for KBR, a defense contractor.
In 2005, he filed a False Claims Act complaint against
KBR and KBR-related corporate entities, whom we will
collectively refer to as KBR. In essence, Barko alleged
that KBR and certain subcontractors defrauded the U.S.
Government by inflating costs and accepting kickbacks
while administering military contracts in wartime Iraq.
During discovery, Barko sought documents related to
KBR's prior internal investigation into the alleged fraud.
KBR had conducted that internal investigation pursuant
to its Code of Business Conduct, which is overseen by the
company's Law Department.

KBR argued that the internal investigation had been
conducted for the purpose of obtaining legal advice
and that the internal investigation documents therefore
were protected by the attorney-client privilege. Barko
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responded that the internal investigation documents were
unprivileged business records that he was entitled to
discover. See generally Fed.R.Civ.P. 26(b)(1).

After reviewing the disputed documents in camera,
the District Court determined that the attorney-client
privilege protection did not apply because, among other
reasons, KBR had not shown that “the communication
would not have been made ‘but for’ the fact that legal
advice was sought.” United States ex rel. Barko v.
Halliburton Co., No. 1:05–cv–1276, ––– F.3d ––––, ––––,
2014 WL 1016784, at *2 (D.D.C. Mar. 6, 2014) (quoting
United States v. ISS Marine Services, Inc., 905 F.Supp.2d
121, 128 (D.D.C.2012)). KBR's internal investigation, the
court concluded, was “undertaken pursuant to regulatory
law and corporate policy rather than for the purpose of
obtaining legal advice.”  Id. at ––––, 2014 WL 1016784,
at *3.

KBR vehemently opposed the ruling. The company asked
the District Court to certify the privilege question to
this Court for interlocutory appeal and to stay its order
pending a petition for mandamus in this Court. The
District Court denied those requests and ordered KBR
to produce the disputed documents to Barko within
a matter of days. See United States ex rel. Barko v.
Halliburton Co., No. 1:05–cv–1276, 2014 WL 929430
(D.D.C. Mar. 11, 2014). KBR promptly filed a petition for
a writ of mandamus in this Court. A number of business
organizations and trade associations also objected to
the District Court's decision and filed an amicus brief
in support of KBR. We stayed the District Court's
document production order and held oral argument on the
mandamus petition.

The threshold question is whether the District Court's
privilege ruling constituted legal error. If not, mandamus
is of course inappropriate. If the District Court's ruling
was erroneous, the remaining **385  *757  question is
whether that error is the kind that justifies mandamus. See
Cheney v. U.S. District Court for the District of Columbia,
542 U.S. 367, 380–81, 124 S.Ct. 2576, 159 L.Ed.2d 459
(2004). We address those questions in turn.

II

[1]  We first consider whether the District Court's
privilege ruling was legally erroneous. We conclude that
it was.

Federal Rule of Evidence 501 provides that claims of
privilege in federal courts are governed by the “common
law—as interpreted by United States courts in the
light of reason and experience.” Fed.R.Evid. 501. The
attorney-client privilege is the “oldest of the privileges
for confidential communications known to the common
law.” Upjohn Co. v. United States, 449 U.S. 383, 389, 101
S.Ct. 677, 66 L.Ed.2d 584 (1981). As relevant here, the
privilege applies to a confidential communication between
attorney and client if that communication was made for
the purpose of obtaining or providing legal advice to
the client. See 1 RESTATEMENT (THIRD) OF THE
LAW GOVERNING LAWYERS §§ 68–72 (2000); In re
Grand Jury, 475 F.3d 1299, 1304 (D.C.Cir.2007); In re
Lindsey, 158 F.3d 1263, 1270 (D.C.Cir.1998); In re Sealed
Case, 737 F.2d 94, 98–99 (D.C.Cir.1984); see also Fisher
v. United States, 425 U.S. 391, 403, 96 S.Ct. 1569, 48
L.Ed.2d 39 (1976) ( “Confidential disclosures by a client
to an attorney made in order to obtain legal assistance are
privileged.”).

In Upjohn, the Supreme Court held that the attorney-
client privilege applies to corporations. The Court
explained that the attorney-client privilege for business
organizations was essential in light of “the vast and
complicated array of regulatory legislation confronting
the modern corporation,” which required corporations
to “constantly go to lawyers to find out how to obey
the law, ... particularly since compliance with the law in
this area is hardly an instinctive matter.” 449 U.S. at
392, 101 S.Ct. 677 (internal quotation marks and citation
omitted). The Court stated, moreover, that the attorney-
client privilege “exists to protect not only the giving of
professional advice to those who can act on it but also
the giving of information to the lawyer to enable him to
give sound and informed advice.”  Id. at 390, 101 S.Ct.
677. That is so, the Court said, because the “first step
in the resolution of any legal problem is ascertaining the
factual background and sifting through the facts with an
eye to the legally relevant.” Id. at 390–91, 101 S.Ct. 677.
In Upjohn, the communications were made by company
employees to company attorneys during an attorney-led
internal investigation that was undertaken to ensure the
company's “compliance with the law.” Id. at 392, 101
S.Ct. 677; see id. at 394, 101 S.Ct. 677. The Court ruled
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that the privilege applied to the internal investigation and
covered the communications between company employees
and company attorneys.

KBR's assertion of the privilege in this case is materially
indistinguishable from Upjohn's assertion of the privilege
in that case. As in Upjohn, KBR initiated an internal
investigation to gather facts and ensure compliance with
the law after being informed of potential misconduct. And
as in Upjohn, KBR's investigation was conducted under
the auspices of KBR's in-house legal department, acting
in its legal capacity. The same considerations that led
the Court in Upjohn to uphold the corporation's privilege
claims apply here.

The District Court in this case initially distinguished
Upjohn on a variety of grounds. But none of those
purported distinctions takes this case out from under
Upjohn 's umbrella.

*758  [2]  **386  First, the District Court stated that
in Upjohn the internal investigation began after in-
house counsel conferred with outside counsel, whereas
here the investigation was conducted in-house without
consultation with outside lawyers. But Upjohn does not
hold or imply that the involvement of outside counsel is
a necessary predicate for the privilege to apply. On the
contrary, the general rule, which this Court has adopted,
is that a lawyer's status as in-house counsel “does not
dilute the privilege.” In re Sealed Case, 737 F.2d at 99. As
the Restatement's commentary points out, “Inside legal
counsel to a corporation or similar organization ... is fully
empowered to engage in privileged communications.” 1
RESTATEMENT § 72, cmt. c, at 551.

[3]  Second, the District Court noted that in Upjohn
the interviews were conducted by attorneys, whereas
here many of the interviews in KBR's investigation
were conducted by non-attorneys. But the investigation
here was conducted at the direction of the attorneys
in KBR's Law Department. And communications made
by and to non-attorneys serving as agents of attorneys
in internal investigations are routinely protected by the
attorney-client privilege. See FTC v. TRW, Inc., 628
F.2d 207, 212 (D.C.Cir.1980); see also 1 PAUL R.
RICE, ATTORNEY–CLIENT PRIVILEGE IN THE
UNITED STATES § 7:18, at 1230–31 (2013) (“If internal
investigations are conducted by agents of the client at
the behest of the attorney, they are protected by the

attorney-client privilege to the same extent as they would
be had they been conducted by the attorney who was
consulted.”). So that fact, too, is not a basis on which to
distinguish Upjohn.

Third, the District Court pointed out that in Upjohn
the interviewed employees were expressly informed that
the purpose of the interview was to assist the company
in obtaining legal advice, whereas here they were not.
The District Court further stated that the confidentiality
agreements signed by KBR employees did not mention
that the purpose of KBR's investigation was to obtain
legal advice. Yet nothing in Upjohn requires a company
to use magic words to its employees in order to gain
the benefit of the privilege for an internal investigation.
And in any event, here as in Upjohn employees knew
that the company's legal department was conducting an
investigation of a sensitive nature and that the information
they disclosed would be protected. Cf. Upjohn, 449 U.S.
at 387, 101 S.Ct. 677 (Upjohn's managers were “instructed
to treat the investigation as ‘highly confidential’ ”).
KBR employees were also told not to discuss their
interviews “without the specific advance authorization of
KBR General Counsel.” United States ex rel. Barko v.
Halliburton Co., No. 1:05–cv–1276 ––– F.3d ––––, –––– n.
33, 2014 WL 1016784, at *3 n. 33 (D.D.C. Mar. 6, 2014).

In short, none of those three distinctions of Upjohn holds
water as a basis for denying KBR's privilege claim.

More broadly and more importantly, the District Court
also distinguished Upjohn on the ground that KBR's
internal investigation was undertaken to comply with
Department of Defense regulations that require defense
contractors such as KBR to maintain compliance
programs and conduct internal investigations into
allegations of potential wrongdoing. The District Court
therefore concluded that the purpose of KBR's internal
investigation was to comply with those regulatory
requirements rather than to obtain or provide legal advice.
In our view, the District Court's analysis rested on a
false dichotomy. So long as obtaining or providing legal
advice was one of the significant purposes of the internal
investigation, the attorney **387  *759  privilege applies,
even if there were also other purposes for the investigation
and even if the investigation was mandated by regulation
rather than simply an exercise of company discretion.
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The District Court began its analysis by reciting the
“primary purpose” test, which many courts (including
this one) have used to resolve privilege disputes when
attorney-client communications may have had both legal
and business purposes. See id. at *2; see also In re
Sealed Case, 737 F.2d at 98–99. But in a key move,
the District Court then said that the primary purpose
of a communication is to obtain or provide legal
advice only if the communication would not have been
made “but for” the fact that legal advice was sought.
2014 WL 1016784, at *2. In other words, if there
was any other purpose behind the communication, the
attorney-client privilege apparently does not apply. The
District Court went on to conclude that KBR's internal
investigation was “undertaken pursuant to regulatory
law and corporate policy rather than for the purpose
of obtaining legal advice.” Id. at *3; see id. at *3 n.
28 (citing federal contracting regulations). Therefore, in
the District Court's view, “the primary purpose of” the
internal investigation “was to comply with federal defense
contractor regulations, not to secure legal advice.” United
States ex rel. Barko v. Halliburton Co., No. 1:05–cv–1276,
4 F.Supp.3d 162, 166, 2014 WL 929430, at *2 (D.D.C.
Mar. 11, 2014); see id. (“Nothing suggests the reports were
prepared to obtain legal advice. Instead, the reports were
prepared to try to comply with KBR's obligation to report
improper conduct to the Department of Defense.”).

The District Court erred because it employed the wrong
legal test. The but-for test articulated by the District Court
is not appropriate for attorney-client privilege analysis.
Under the District Court's approach, the attorney-client
privilege apparently would not apply unless the sole
purpose of the communication was to obtain or provide
legal advice. That is not the law. We are aware of no
Supreme Court or court of appeals decision that has
adopted a test of this kind in this context. The District
Court's novel approach to the attorney-client privilege
would eliminate the attorney-client privilege for numerous
communications that are made for both legal and business
purposes and that heretofore have been covered by the
attorney-client privilege. And the District Court's novel
approach would eradicate the attorney-client privilege
for internal investigations conducted by businesses that
are required by law to maintain compliance programs,
which is now the case in a significant swath of American
industry. In turn, businesses would be less likely to disclose
facts to their attorneys and to seek legal advice, which
would “limit the valuable efforts of corporate counsel to

ensure their client's compliance with the law.” Upjohn, 449
U.S. at 392, 101 S.Ct. 677. We reject the District Court's
but-for test as inconsistent with the principle of Upjohn
and longstanding attorney-client privilege law.

Given the evident confusion in some cases, we also think
it important to underscore that the primary purpose test,
sensibly and properly applied, cannot and does not draw
a rigid distinction between a legal purpose on the one
hand and a business purpose on the other. After all, trying
to find the one primary purpose for a communication
motivated by two sometimes overlapping purposes (one
legal and one business, for example) can be an inherently
impossible task. It is often not useful or even feasible
to try to determine whether the purpose was A or B
when the purpose was A and B. It is thus not correct
for a court to presume that a communication can have
only one primary purpose **388  *760  It is likewise
not correct for a court to try to find the one primary
purpose in cases where a given communication plainly
has multiple purposes. Rather, it is clearer, more precise,
and more predictable to articulate the test as follows: Was
obtaining or providing legal advice a primary purpose
of the communication, meaning one of the significant
purposes of the communication? As the Reporter's Note
to the Restatement says, “In general, American decisions
agree that the privilege applies if one of the significant
purposes of a client in communicating with a lawyer is
that of obtaining legal assistance.” 1 RESTATEMENT
§ 72, Reporter's Note, at 554. We agree with and adopt
that formulation—“one of the significant purposes”—as
an accurate and appropriate description of the primary
purpose test. Sensibly and properly applied, the test boils
down to whether obtaining or providing legal advice
was one of the significant purposes of the attorney-client
communication.

[4]  In the context of an organization's internal
investigation, if one of the significant purposes of the
internal investigation was to obtain or provide legal
advice, the privilege will apply. That is true regardless
of whether an internal investigation was conducted
pursuant to a company compliance program required
by statute or regulation, or was otherwise conducted
pursuant to company policy. Cf. Andy Liu et al.,
How To Protect Internal Investigation Materials from
Disclosure, 56 GOVERNMENT CONTRACTOR ¶ 108
(Apr. 9, 2014) (“Helping a corporation comply with a
statute or regulation—although required by law—does
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not transform quintessentially legal advice into business
advice.”).

In this case, there can be no serious dispute that one of
the significant purposes of the KBR internal investigation
was to obtain or provide legal advice. In denying
KBR's privilege claim on the ground that the internal
investigation was conducted in order to comply with
regulatory requirements and corporate policy and not
just to obtain or provide legal advice, the District Court
applied the wrong legal test and clearly erred.

III

[5]  Having concluded that the District Court's privilege
ruling constituted error, we still must decide whether
that error justifies a writ of mandamus. See 28 U.S.C. §
1651. Mandamus is a “drastic and extraordinary” remedy
“reserved for really extraordinary causes.” Cheney v.
U.S. District Court for the District of Columbia, 542
U.S. 367, 380, 124 S.Ct. 2576, 159 L.Ed.2d 459 (2004)
(quoting Ex parte Fahey, 332 U.S. 258, 259–60, 67 S.Ct.
1558, 91 L.Ed. 2041 (1947)). In keeping with that high
standard, the Supreme Court in Cheney stated that three
conditions must be satisfied before a court grants a writ of
mandamus: (1) the mandamus petitioner must have “no
other adequate means to attain the relief he desires,” (2)
the mandamus petitioner must show that his right to the
issuance of the writ is “clear and indisputable,” and (3) the
court, “in the exercise of its discretion, must be satisfied
that the writ is appropriate under the circumstances.” Id.
at 380–81, 124 S.Ct. 2576 (quoting and citing Kerr v.
United States District Court for the Northern District of
California, 426 U.S. 394, 403, 96 S.Ct. 2119, 48 L.Ed.2d
725 (1976)). We conclude that all three conditions are
satisfied in this case.

A

[6]  [7]  First, a mandamus petitioner must have
“no other adequate means to attain the relief he
desires.” Cheney, 542 U.S. at 380, 124 S.Ct. 2576.
That initial requirement will often be met in cases
where a petitioner claims that a district **389
*761  court erroneously ordered disclosure of attorney-

client privileged documents. That is because (i) an
interlocutory appeal is not available in attorney-client

privilege cases (absent district court certification) and (ii)
appeal after final judgment will come too late because
the privileged communications will already have been
disclosed pursuant to the district court's order.

The Supreme Court has ruled that an interlocutory appeal
under the collateral order doctrine is not available in
attorney-client privilege cases. See Mohawk Industries,
Inc. v. Carpenter, 558 U.S. 100, 106–13, 130 S.Ct. 599,
175 L.Ed.2d 458 (2009); see also 28 U.S.C. § 1291. To be
sure, a party in KBR's position may ask the district court
to certify the privilege question for interlocutory appeal.
See 28 U.S.C. § 1292(b). But that avenue is available
only at the discretion of the district court. And here, the
District Court denied KBR's request for certification. See
United States ex rel. Barko v. Halliburton Co., No. 1:05–
cv–1276, 4 F.Supp.3d 162, 165–68, 2014 WL 929430, at
*1–3 (D.D.C. Mar. 11, 2014). It is also true that a party
in KBR's position may defy the district court's ruling and
appeal if the district court imposes contempt sanctions for
non-disclosure. But as this Court has explained, forcing
a party to go into contempt is not an “adequate” means
of relief in these circumstances. See In re Sealed Case, 151
F.3d 1059, 1064–65 (D.C.Cir.1998); see also In re City of
New York, 607 F.3d 923, 934 (2d Cir.2010) (same).

On the other hand, appeal after final judgment will often
come too late because the privileged materials will already
have been released. In other words, “the cat is out of the
bag.” In re Papandreou, 139 F.3d 247, 251 (D.C.Cir.1998).
As this Court and others have explained, post-release
review of a ruling that documents are unprivileged is
often inadequate to vindicate a privilege the very purpose
of which is to prevent the release of those confidential
documents. See id.; see also In re Sims, 534 F.3d
117, 129 (2d Cir.2008) (“a remedy after final judgment
cannot unsay the confidential information that has been
revealed”) (quoting In re von Bulow, 828 F.2d 94, 99 (2d
Cir.1987)).

For those reasons, the first condition for mandamus—
no other adequate means to obtain relief—will often
be satisfied in attorney-client privilege cases. Barko
responds that the Supreme Court in Mohawk, although
addressing only the availability of interlocutory appeal
under the collateral order doctrine, in effect also barred
the use of mandamus in attorney-client privilege cases.
According to Barko, Mohawk means that the first prong
of the mandamus test cannot be met in attorney-client
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privilege cases because of the availability of post-judgment
appeal. That is incorrect. It is true that Mohawk held
that attorney-client privilege rulings are not appealable
under the collateral order doctrine because “postjudgment
appeals generally suffice to protect the rights of litigants
and ensure the vitality of the attorney-client privilege.”
558 U.S. at 109, 130 S.Ct. 599. But at the same
time, the Court repeatedly and expressly reaffirmed that
mandamus—as opposed to the collateral order doctrine
—remains a “useful safety valve” in some cases of clear
error to correct “some of the more consequential attorney-
client privilege rulings.”  Id. at 110–12, 130 S.Ct. 599
(internal quotation marks and alteration omitted). It
would make little sense to read Mohawk to implicitly
preclude mandamus review in all cases given that Mohawk
explicitly preserved mandamus review in some cases.
Other appellate courts that have considered this question
have agreed. See Hernandez v. Tanninen, 604 F.3d 1095,
1101 (9th Cir.2010); In re Whirlpool Corp., 597 F.3d 858,
860 (7th Cir.2010); see also In **390  *762  re Perez,
749 F.3d 849 (9th Cir.2014) (granting mandamus after
Mohawk on informants privilege ruling); City of New
York, 607 F.3d at 933 (same on law enforcement privilege
ruling).

B

[8]  [9]  [10]  Second, a mandamus petitioner must show
that his right to the issuance of the writ is “clear and
indisputable.” Cheney, 542 U.S. at 381, 124 S.Ct. 2576.
Although the first mandamus requirement is often met
in attorney-client privilege cases, this second requirement
is rarely met. An erroneous district court ruling on an
attorney-client privilege issue by itself does not justify
mandamus. The error has to be clear. As a result, appellate
courts will often deny interlocutory mandamus petitions
advancing claims of error by the district court on attorney-
client privilege matters. In this case, for the reasons
explained at length in Part II, we conclude that the District
Court's privilege ruling constitutes a clear legal error. The
second prong of the mandamus test is therefore satisfied
in this case.

C

[11]  [12]  Third, before granting mandamus, we must
be “satisfied that the writ is appropriate under the

circumstances.” Cheney, 542 U.S. at 381, 124 S.Ct. 2576.
As its phrasing suggests, that is a relatively broad and
amorphous totality of the circumstances consideration.
The upshot of the third factor is this: Even in cases of clear
district court error on an attorney-client privilege matter,
the circumstances may not always justify mandamus.

In this case, considering all of the circumstances, we are
convinced that mandamus is appropriate. The District
Court's privilege ruling would have potentially far-
reaching consequences. In distinguishing Upjohn, the
District Court relied on a number of factors that threaten
to vastly diminish the attorney-client privilege in the
business setting. Perhaps most importantly, the District
Court's distinction of Upjohn on the ground that the
internal investigation here was conducted pursuant to
a compliance program mandated by federal regulations
would potentially upend certain settled understandings
and practices. Because defense contractors are subject to
regulatory requirements of the sort cited by the District
Court, the logic of the ruling would seemingly prevent
any defense contractor from invoking the attorney-client
privilege to protect internal investigations undertaken
as part of a mandatory compliance program. See 48
C.F.R. § 52.203–13 (2010). And because a variety of
other federal laws require similar internal controls or
compliance programs, many other companies likewise
would not be able to assert the privilege to protect
the records of their internal investigations. See, e.g., 15
U.S.C. §§ 78m(b)(2), 7262; 41 U.S.C. § 8703. As KBR
explained, the District Court's decision “would disable
most public companies from undertaking confidential
internal investigations.” KBR Pet. 19. As amici added, the
District Court's novel approach has the potential to “work
a sea change in the well-settled rules governing internal
corporate investigations.” Br. of Chamber of Commerce
et al. as Amici Curaie 1; see KBR Reply Br. 1 n. 1 (citing
commentary to same effect); Andy Liu et al., How To
Protect Internal Investigation Materials from Disclosure,
56 GOVERNMENT CONTRACTOR ¶ 108 (Apr. 9,
2014) (assessing broad impact of ruling on government
contractors).

To be sure, there are limits to the impact of a single district
court ruling because it is not binding on any other court or
judge. But prudent counsel monitor court decisions closely
and adapt their **391  *763  practices in response.
The amicus brief in this case, which was joined by
numerous business and trade associations, convincingly
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demonstrates that many organizations are well aware of
and deeply concerned about the uncertainty generated by
the novelty and breadth of the District Court's reasoning.
That uncertainty matters in the privilege context, for
the Supreme Court has told us that an “uncertain
privilege, or one which purports to be certain but results
in widely varying applications by the courts, is little
better than no privilege at all.” Upjohn Co. v. United
States, 449 U.S. 383, 393, 101 S.Ct. 677, 66 L.Ed.2d 584
(1981). More generally, this Court has long recognized
that mandamus can be appropriate to “ forestall future
error in trial courts” and “eliminate uncertainty” in
important areas of law. Colonial Times, Inc. v. Gasch,
509 F.2d 517, 524 (D.C.Cir.1975). Other courts have
granted mandamus based on similar considerations.
See In re Sims, 534 F.3d 117, 129 (2d Cir.2008)
(granting mandamus where “immediate resolution will
avoid the development of discovery practices or doctrine
undermining the privilege”) (quotation omitted); In
re Seagate Technology, LLC, 497 F.3d 1360, 1367
(Fed.Cir.2007) (en banc) (same). The novelty of the
District Court's privilege ruling, combined with its
potentially broad and destabilizing effects in an important
area of law, convinces us that granting the writ is
“appropriate under the circumstances.” Cheney, 542 U.S.
at 381, 124 S.Ct. 2576. In saying that, we do not mean to
imply that all of the circumstances present in this case are
necessary to meet the third prong of the mandamus test.
But they are sufficient to do so here. We therefore grant
KBR's petition for a writ of mandamus.

IV

[13]  We have one final matter to address. At oral
argument, KBR requested that if we grant mandamus,
we also reassign this case to a different district court
judge. See Tr. of Oral Arg. at 17–19; 28 U.S.C. § 2106.
KBR grounds its request on the District Court's erroneous
decisions on the privilege claim, as well as on a letter
sent by the District Court to the Clerk of this Court
in which the District Court arranged to transfer the
record in the case and identified certain documents as
particularly important for this Court's review. See KBR
Reply Br.App. 142. KBR claims that the letter violated
Federal Rule of Appellate Procedure 21(b)(4), which
provides that in a mandamus proceeding the “trial-court
judge may request permission to address the petition but

may not do so unless invited or ordered to do so by the
court of appeals.”

[14]  In its mandamus petition, KBR did not request
reassignment. Nor did KBR do so in its reply brief, even
though the company knew by that time of the District
Court letter that it complains about. Ordinarily, we do
not consider a request for relief that a party failed to
clearly articulate in its briefs. To be sure, appellate courts
on rare occasions will reassign a case sua sponte. See
Ligon v. City of New York, 736 F.3d 118, 129 & n. 31
(2d Cir.2013) (collecting cases), vacated in part, 743 F.3d
362 (2d Cir.2014). But whether requested to do so or
considering the matter sua sponte, we will reassign a case
only in the exceedingly rare circumstance that a district
judge's conduct is “so extreme as to display clear inability
to render fair judgment.” Liteky v. United States, 510
U.S. 540, 551, 114 S.Ct. 1147, 127 L.Ed.2d 474 (1994);
see also United States v. Microsoft Corp., 253 F.3d 34,
107 (D.C.Cir.2001) (en banc). Nothing in the District
Court's decisions or subsequent letter reaches that very
high standard. Based on the record before us, we have no
reason to doubt that the District Court will **392  *764
render fair judgment in further proceedings. We will not
reassign the case.

* * *

In reaching our decision here, we stress, as the Supreme
Court did in Upjohn, that the attorney-client privilege
“only protects disclosure of communications; it does not
protect disclosure of the underlying facts by those who
communicated with the attorney.” Upjohn Co. v. United
States, 449 U.S. 383, 395, 101 S.Ct. 677, 66 L.Ed.2d 584
(1981). Barko was able to pursue the facts underlying
KBR's investigation. But he was not entitled to KBR's
own investigation files. As the Upjohn Court stated,
quoting Justice Jackson, “Discovery was hardly intended
to enable a learned profession to perform its functions ...
on wits borrowed from the adversary.” Id. at 396, 101
S.Ct. 677 (quoting Hickman v. Taylor, 329 U.S. 495,
515, 67 S.Ct. 385, 91 L.Ed. 451 (1947) (Jackson, J.,
concurring)).

Although the attorney-client privilege covers only
communications and not facts, we acknowledge that the
privilege carries costs. The privilege means that potentially
critical evidence may be withheld from the factfinder.
Indeed, as the District Court here noted, that may be the
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end result in this case. But our legal system tolerates those
costs because the privilege “is intended to encourage ‘full
and frank communication between attorneys and their
clients and thereby promote broader public interests in
the observance of law and the administration of justice.’ ”
Swidler & Berlin v. United States, 524 U.S. 399, 403, 118
S.Ct. 2081, 141 L.Ed.2d 379 (1998) (quoting Upjohn, 449
U.S. at 389, 101 S.Ct. 677).

We grant the petition for a writ of mandamus and
vacate the District Court's March 6 document production
order. To the extent that Barko has timely asserted other

arguments for why these documents are not covered
by either the attorney-client privilege or the work-
product protection, the District Court may consider such
arguments.

So ordered.

All Citations

756 F.3d 754, 410 U.S.App.D.C. 382, 38 IER Cases 1109,
94 Fed. R. Evid. Serv. 1078, 94 Fed. R. Evid. Serv. 1129
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amicus curiae Chamber of Commerce of the United States of 
America and Association of Corporate Counsel in support of 
Boehringer Ingelheim Pharmaceuticals, Inc.  Warren D. 
Postman entered an appearance.

Before: KAVANAUGH and PILLARD, Circuit Judges, and 
RANDOLPH, Senior Circuit Judge.

Opinion for the Court filed by Circuit Judge KAVANAUGH,
with whom Circuit Judge PILLARD and Senior Circuit Judge
RANDOLPH join.

Concurring opinion filed by Circuit Judge PILLARD.

KAVANAUGH, Circuit Judge: The pharmaceutical 
company Boehringer claimed attorney-client privilege over 
certain documents subpoenaed by the Federal Trade 
Commission. The attorney-client privilege applies to a 
communication between attorney and client if at least “one of 
the significant purposes” of the communication was to obtain 
or provide legal advice. In re Kellogg Brown & Root, Inc.,
756 F.3d 754, 758 (D.C. Cir. 2014). Under that standard, the 
attorney-client privilege applies to the documents at issue here.  
We affirm the judgment of the District Court.

I

A drug manufacturer that holds a patent has a market 
advantage.  When a generic drug company challenges the 
validity of that patent, it threatens the patent holder’s 
monopoly.  Such a challenge can result in a settlement in 
which the patent holder pays the challenger to drop the 
challenge.  That scenario is known as a “reverse payment” 
settlement – so labeled because the settlement requires the 
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patent holder to “pay the alleged infringer, rather than the other 
way around.” FTC v. Actavis, Inc., 570 U.S. 136, 141 (2013).

In Actavis, the Supreme Court analyzed the legality of 
reverse payments.  If the payments are made simply to avoid
litigation costs, they may be lawful. But if “the basic reason
is a desire to maintain and to share patent-generated monopoly 
profits,” then “the antitrust laws are likely to forbid the 
arrangement.”  Id. at 158.

In 2008, a patent negotiation occurred between Boehringer 
(the name brand with the patent) and Barr (the generic seeking 
to challenge the patent).  Ultimately, the parties reached a 
reverse payment settlement.

The Federal Trade Commission pays close attention to 
reverse payment settlements to ensure that they do not run afoul 
of antitrust law.  In 2009, the Commission began investigating 
the Boehringer-Barr settlement. During the investigation, the 
Commission subpoenaed documents from Boehringer.
Boehringer claimed that the subpoenaed documents were 
created by Boehringer employees for Boehringer’s general 
counsel, Marla Persky, at her request.  The documents allowed 
Persky to analyze and navigate the treacherous antitrust issues
surrounding reverse payment settlements. Other documents 
reflected communications between Persky and Boehringer 
executives regarding the possible settlement. Boehringer
asserted attorney-client privilege over the documents.

The burden is on the proponent of the privilege to 
demonstrate that it applies. See United States v. Legal 
Services for New York City, 249 F.3d 1077, 1081 (D.C. Cir. 
2001). In a thorough and careful opinion, the District Court 
agreed with Boehringer that the documents at issue here are
covered by the attorney-client privilege. To the extent the
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Commission challenges the legal test employed by the District 
Court, our review is de novo.  To the extent the Commission 
challenges the facts found by the District Court, our review is 
for clear error.

II

As relevant here, the attorney-client privilege applies to a
confidential communication between attorney and client if the
communication was made for the purpose of obtaining or 
providing legal advice.  See Upjohn Co. v. United States, 449 
U.S. 383 (1981); In re Kellogg Brown & Root, Inc., 756 F.3d 
754, 757 (D.C. Cir. 2014). The privilege covers both (i) those 
communications in which an attorney gives legal advice; and
(ii) those communications in which the client informs the 
attorney of facts that the attorney needs to understand the 
problem and provide legal advice.

In the corporate context, the attorney-client privilege 
applies to communications between corporate employees and a 
corporation’s counsel made for the purpose of obtaining or 
providing legal advice. The privilege applies regardless of
whether the attorney is in-house counsel or outside counsel.

The application of the attorney-client privilege can
become more complicated when a communication has multiple 
purposes – in particular, a legal purpose and a business 
purpose. In this case, for example, the communications had a 
legal purpose: to help the company ensure compliance with the 
antitrust laws and negotiate a lawful settlement.  But the 
communications also had a business purpose: to help the
company negotiate a settlement on favorable financial terms.

In a situation like this where a communication has multiple 
purposes, courts apply the “primary purpose” test to determine 
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whether the communication is privileged.  See Kellogg, 756 
F.3d at 759. In Kellogg, this Court recently explained that 
courts applying the primary purpose test should not try “to find 
the one primary purpose” of a communication.  Attempting to 
do so “can be an inherently impossible task” when the 
communications have “overlapping purposes (one legal and 
one business, for example).”   Id. “It is often not useful or 
even feasible to try to determine whether the purpose was A or 
B when the purpose was A and B.”  Id. Rather, courts 
applying the primary purpose test should determine “whether 
obtaining or providing legal advice was one of the significant 
purposes of the attorney-client communication.”  Id. at 760
(emphasis added); see 1 RESTATEMENT (THIRD) OF THE LAW 
GOVERNING LAWYERS § 72, Reporter’s Note, at 554 (2000).

Our approach to this issue, as we explained in Kellogg,
helps to reduce uncertainty regarding the attorney-client 
privilege.  Reducing uncertainty is important in the privilege
context because, as the Supreme Court has stated, an “uncertain 
privilege, or one which purports to be certain but results in 
widely varying applications by the courts, is little better than 
no privilege at all.”  Upjohn, 449 U.S. at 393.

In this case, the question therefore is whether obtaining or 
providing legal advice was one of the significant purposes of 
the communications at issue. The answer is yes.

The relevant communications consist primarily of the 
transmission of factual information from Boehringer’s 
employees to the general counsel, at the general counsel’s 
request, for the purpose of assisting the general counsel in
formulating her legal advice regarding a possible settlement.
Other communications were between the general counsel and 
the corporation’s executives regarding the settlement.  All of 
those communications are protected by the attorney-client 
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privilege because one of the significant purposes of the 
communications was “obtaining or providing legal advice” –
namely, settlement and antitrust advice. Kellogg, 756 F.3d at 
758.

To be sure, the communications at issue here also served a
business purpose.  The decision whether and at what price to 
settle ultimately was a business decision as well as a legal 
decision for Boehringer.  But as we stated in Kellogg, what 
matters is whether obtaining or providing legal advice was one 
of the significant purposes of the attorney-client 
communications. Here, as the District Court correctly
concluded, one of the significant purposes of these
communications was to obtain or provide legal advice. It 
follows that Boehringer’s general counsel was acting as an 
attorney and that the communications are privileged.

In so ruling, we emphasize that the attorney-client 
privilege “only protects disclosure of communications; it does 
not protect disclosure of the underlying facts by those who 
communicated with the attorney.”  Upjohn, 449 U.S. at 395.
In this case, therefore, the attorney-client privilege did not and
does not prevent the FTC’s discovery of the underlying facts 
and data possessed by Boehringer and its employees.  Nor did 
it prevent the FTC’s discovery of pre-existing business 
documents. But the attorney-client privilege does protect the 
communication of facts by corporate employees to the general 
counsel when, as here, the communications were for the 
purpose of obtaining or providing legal advice.  As the Upjohn
Court noted, discovery “was hardly intended to enable a 
learned profession to perform its functions . . . on wits 
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borrowed from the adversary.”  Id. at 396 (quoting Hickman
v. Taylor, 329 U.S. 495, 516 (1947)).1

* * *

In its landmark decision in Upjohn Co. v. United States,
449 U.S. 383 (1981), the Supreme Court explained the
importance of the attorney-client privilege in the business
context:  The “vast and complicated array of regulatory 
legislation” requires corporations to “constantly go to lawyers 
to find out how to obey the law . . . particularly since 
compliance with the law in this area is hardly an instinctive 
matter.”  Id. at 392. So it was in this case. We affirm the 
judgment of the District Court.

So ordered.

1 For a few documents sought by the FTC, Boehringer asserted 
only the work product privilege and not the attorney-client privilege.  
This Court’s prior decision in this case analyzed the work product 
issue. FTC v. Boehringer Ingelheim Pharmaceuticals, Inc., 778 
F.3d 142 (D.C. Cir. 2015). On remand, the District Court applied 
that decision. In a cross-appeal in this case, Boehringer challenges 
the District Court’s decision on the work product privilege.  But 
Boehringer forthrightly recognizes that this panel is bound by the 
prior panel’s decision.  Boehringer’s real beef is with the prior 
decision.  We find no reversible error in the District Court’s 
application of our prior decision. 



PILLARD, Circuit Judge, concurring: I agree with the 
opinion of the court as far as it goes.  I write separately to 
emphasize why the spare elegance of the court’s opinion 
should not be mistaken for an expansion of the attorney-client 
privilege recognized in our prior precedents:  In short, the 
district court engaged extensively with the disputed documents 
and the bases for the privilege claims, and followed certain 
truncated procedures only with the parties’ consent.

As an exception from the general presumption in favor of 
discovery, the “attorney-client privilege must be strictly 
confined within the narrowest possible limits consistent with
the logic of its principle.” In re Lindsey, 158 F.3d 1263, 1272 
(D.C. Cir. 1998) (quoting In re Sealed Case, 676 F.2d 793, 807
n.44 (D.C. Cir. 1982)); see 1 Paul R. Rice, Attorney-Client 
Privilege in the U.S. § 2:3. The party asserting attorney-client 
privilege must prove that “each communication” sought to be 
withheld merits the privilege.  United States v. Legal Servs. for 
N.Y.C., 249 F.3d 1077, 1081-82 (D.C. Cir. 2001) (rejecting 
unparticularized assertion of attorney client privilege); see 
Attorney-Client Privilege in the U.S. § 11:11.  Under settled
law, the burden of establishing that privilege applies rests with 
the party claiming it. See Op. 3; Legal Servs. for N.Y.C., 249 
F.3d at 1081-82; Lindsey, 158 F.3d at 1270; In re Sealed Case,
737 F.2d 94, 99 (D.C. Cir. 1984) [hereafter Sealed Case 
(1984)]; FTC v. TRW, Inc., 628 F.2d 207, 213 (D.C. Cir. 1980).
The proponent must, that is, show that a “significant” purpose 
of every individual “communication” for which it asserts 
privilege is to secure or provide “legal advice.”  See In re 
Kellogg Brown & Root, 756 F.3d 754, 759-60 (D.C. Cir. 2014); 
Sealed Case (1984), 737 F.2d at 98-99.

Clients claiming privilege may seek to shield information 
supplied in confidence to their lawyers.  When a client’s 
confidences are a “significant and inseparable part” of the
lawyer’s advice, they are protected as they appear within 
privileged communications between lawyer and client. Sealed 
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Case (1984), 737 F.2d at 99.  As the court emphasizes, 
however, the attorney-client privilege “only protects disclosure 
of communications; it does not protect disclosure of the 
underlying facts by those who communicated with the 
attorney.” Op. 6 (quoting Upjohn Co. v. United Stated, 449 
U.S. 383, 395 (1981)).

The FTC does not dispute the status of the documents as 
“communications” between lawyer and client, Oral Argument
Tr. at 12, instead focusing on the magistrate judge’s conclusion 
that Boehringer had met its burden to show that the 
communications at issue had a significant legal purpose.
Where a privilege claimant has closely intertwined purposes—
a legal purpose as well as a business purpose—it must still
establish to a “reasonable certainty,” Sealed Case (1984), 737 
F.2d at 99, that “obtaining or providing legal advice was one of 
the significant purposes” animating each communication 
withheld, Kellogg Brown & Root, 756 F.3d at 758-59. Neither 
a general statement that the lawyer wore both lawyer and 
businessperson “hats” during the communications nor a 
blanket assertion of legal purpose is enough.  See Sealed Case 
(1984), 737 F.3d at 99; Lindsey, 158 F.3d at 1270.  Nor is it 
sufficient to offer as support privilege logs with bare, 
conclusory assertions that the listed communications were 
made for the purpose of securing legal advice.  See Legal Servs.
for N.Y.C., 249 F.3d at 1081-82; accord Equal Employment 
Opportunity Commission v. BDO USA, LLP, 876 F.3d 690, 696 
(5th Cir. 2017). The claimant must instead “present to the court 
sufficient facts to establish the privilege” so that the court is in 
a position independently to review the legal-purpose assertion
for each relevant communication. Sealed Case (1984), 737 
F.2d at 99. 

The magistrate judge, having personally “reviewed in 
camera all the documents at issue,” found that Boehringer met 
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that considerable burden in this case.  FTC v. Boehringer 
Ingelheim Pharm., Inc., 180 F. Supp. 3d 1, 6 (D.D.C. 2016).
That decision is not clearly erroneous.  The burden-of-proof 
issue is, to be sure, somewhat obscured on this record because
of the special process the parties adopted.  In response to the 
FTC’s 2009 subpoena, Boehringer initially produced 
approximately 9,500 documents to the FTC and withheld 
approximately 2,400 on the basis of work-product protection 
and/or attorney-client privilege.  See Appellee Br. at 14.  The 
FTC challenged the application of those shields to over 600 
documents listed in Boehringer’s privilege log.  Id. Faced with 
hundreds of disputed documents, a magistrate judge in 2011 
ordered Boehringer to choose a representative sample of 
documents for in camera review.  See FTC v. Boehringer 
Ingelheim Pharm., Inc., 286 F.R.D. 101, 106 (D.D.C. 2012);
Oral Argument Tr. at 31. Boehringer submitted a supporting 
affidavit with specific explanations of its claims of privilege 
for each of the documents in the sample.  Sealed App’x 473-
85. At oral argument, Boehringer explained—and the FTC did 
not contest—that Boehringer offered to supplement or amend 
the original privilege logs to provide more support for its 
privilege assertions.  The FTC passed on that offer. See Oral 
Argument Tr. at 31-32, 42.

In light of our 2015 decision in this case clarifying the 
standard for work-product protection, see FTC v. Boehringer 
Ingelheim Pharmaceuticals, 778 F.3d 142 (D.C. Cir. 2015), the 
magistrate judge on remand reviewed not only residual work 
product claims but also assertions that documents we held not 
protected as work product were nonetheless privileged 
attorney-client communications, see Boehringer, 180 F. Supp. 
3d 1.  Boehringer again offered to supplement the record with 
additional briefing and ex parte affidavits, but the court held
that no additional materials were necessary or appropriate. See 
id. at 22-23, 28. In view of the parties’ original briefing on 



4

attorney-client privilege, the sample documents reviewed in 
camera, and the record, which included Boehringer’s 
supporting ex parte affidavit and its privilege logs, the court 
sustained Boehringer’s claims of attorney-client privilege.  It 
determined that Boehringer offered more than conclusory 
assertions that each of the disputed communications had a legal 
purpose and, after confirming those assertions through its own 
review of the documents, credited Boehringer’s contention that 
obtaining legal advice was a significant purpose animating 
each communication. Id. at 29-30.

The court enjoys considerable discretion in making that 
determination in the first instance, and we owe its fact-finding 
appreciable deference.  See Boehringer, 778 F.3d at 148; Fed. 
R. Civ. P. 52(a)(6) (“Findings of fact . . . must not be set aside 
unless clearly erroneous.”).  Because I see no clear error in the 
district court’s finding, I concur. 
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Synopsis
Background: In relator's qui tam action under False
Claims Act (FCA) against contractor that provided
services and materials to support the United States war
effort in Iraq, alleging fraud and kickbacks relating to
work of foreign subcontractor that sponsored contractor's
work in Jordan, the United States District Court for the
District of Columbia, James S. Gwin, J., 37 F.Supp.3d 1,
ordered the contractor to disclose reports that contractor's
non-lawyer internal investigator prepared for contractor's
legal department, and denied a stay pending appeal,
4 F.Supp.3d 162. Contractor petitioned for writ of
mandamus. The Court of Appeals, 756 F.3d 754, granted
the petition and remanded. The District Court, James
S. Gwin, J., 2014 WL 7212881, ruled that contested
documents should be turned over in discovery. Contractor
sought a second writ of mandamus.

Holdings: The Court of Appeals, Wilkins, Circuit Judge,
held that:

[1] district court erred in engaging in fairness balancing
test in concluding that certain documents had to be
produced under rule governing writings used to refresh a
witness's memory;

[2] district court erred in concluding that contractor
waived attorney-client privilege and work product
protection by placing documents related to internal
investigation “at issue”;

[3] contractor had no adequate means to attain relief
outside seeking a writ of mandamus;

[4] district court's error in denying attorney-client privilege
was clear and indisputable;

[5] totality of the circumstances supported grant of a writ
of mandamus; and

[6] case did not warrant reassignment on remand.

Petition granted.

West Headnotes (12)

[1] Mandamus
Scope of inquiry and powers of court

Because mandamus is an extraordinary
remedy, court asks first if the challenged
orders constituted error and then, where the
answer is affirmative, whether that error is the
kind that justifies mandamus. 28 U.S.C.A. §
1651.

Cases that cite this headnote

[2] Federal Civil Procedure
Waiver

Privileged Communications and
Confidentiality

Waiver of privilege

District court erred in engaging in fairness
balancing test in concluding that certain
documents had to be produced under
rule governing writings used to refresh a
witness's memory in relator's qui tam action
under False Claims Act (FCA) against
defense contractor, on theory that contractor
waived attorney-client privilege and work
product protection when contractor's vice
president reviewed investigatory documents
in preparation for his deposition; there was
no basis for the fairness balancing test the
district court conducted and, even had there
been, the test failed to give due weight to
the privilege and protection attached to the
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internal investigation materials. Fed.Rules
Evid.Rule 612, 28 U.S.C.A.; 31 U.S.C.A. §
3730 et seq.

5 Cases that cite this headnote

[3] Privileged Communications and
Confidentiality

Waiver of privilege

Under the common-law doctrine of implied
waiver, the attorney-client privilege is waived
when the client places otherwise privileged
matters in controversy.

5 Cases that cite this headnote

[4] Federal Civil Procedure
Waiver

Privileged Communications and
Confidentiality

Waiver of privilege

District court erred in concluding in relator's
qui tam action under False Claims Act (FCA)
against defense contractor that contractor
waived attorney-client privilege and work
product protection by placing documents
related to internal investigation “at issue”;
district court had proceeded based on position
that the waiver analysis for both attorney-
client privilege and work product protection
was the same, when waiver of attorney-client
privilege should always be analyzed distinctly
from waiver of work product. 31 U.S.C.A. §
3730 et seq.

5 Cases that cite this headnote

[5] Privileged Communications and
Confidentiality

Waiver of privilege

Privileged Communications and
Confidentiality

Objections;  claim of privilege

Corporations may protect their privileges
without manipulation simply by being
forthright with their regulators and
identifying material as to which they claim
privilege at the time they submit their

voluntary disclosure reports; they will bear the
risk that their reports will not be accepted as
full disclosures, but if they choose to make
a pretense of unconditional disclosure, they
bear risk that courts will imply a waiver
of privilege with respect to any material
necessary for a fair evaluation of their
disclosures.

Cases that cite this headnote

[6] Mandamus
Nature and scope of remedy in general

Writ of mandamus requires that: (1) the
mandamus petitioner have no other adequate
means to attain the relief he desires, (2) the
mandamus petitioner show that its right to
the writ is clear and indisputable, and (3) the
court, in the exercise of its discretion, must be
satisfied that the writ is appropriate under the
circumstances.

Cases that cite this headnote

[7] Mandamus
Existence and Adequacy of Other

Remedy in General

Mandamus
Proceedings in civil actions in general

Defense contractor had no adequate means to
attain relief, after district court ordered the
production of materials that the contractor
claimed were protected under attorney-client
privilege and denied a request to certify the
issue for interlocutory appeal, as required
to support grant of a writ of mandamus
in a relator's qui tam action against the
contractor under the False Claims Act (FCA).
31 U.S.C.A. § 3730 et seq.

Cases that cite this headnote

[8] Mandamus
Nature and scope of remedy in general

For a writ of mandamus to issue, the
challenged decision or decisions must
represent not merely error, but clear and
indisputable error.
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Cases that cite this headnote

[9] Mandamus
Proceedings in civil actions in general

Privileged Communications and
Confidentiality

Mode or Form of Communications

District court's error in denying attorney-
client privilege to a defense contractor's
internal investigation was clear and
indisputable, as required to support grant of
a writ of mandamus, in a relator's qui tam
action against the contractor under the False
Claims Act (FCA). 31 U.S.C.A. § 3730 et seq.

Cases that cite this headnote

[10] Mandamus
Proceedings in civil actions in general

Privileged Communications and
Confidentiality

Mode or Form of Communications

Totality of the circumstances supported grant
of a writ of mandamus prohibiting the
district court from ordering the production
of materials protected under the attorney-
client privilege, in a relator's qui tam
action against a defense contractor under
the False Claims Act (FCA), where the
district court's ruling threatened to vastly
diminish the attorney-client privilege in
the business setting and potentially upend
certain settled understandings and practices
regarding internal investigations. 31 U.S.C.A.
§ 3730 et seq.

1 Cases that cite this headnote

[11] Judges
Bias and Prejudice

Recusal must be limited to truly extraordinary
cases where the judge's views have become so
extreme as to display clear inability to render
fair judgment.

Cases that cite this headnote

[12] Federal Courts
Reassignment to new judge on remand

District court's erroneous ruling on an
attorney-client privilege claim was not so
extreme as to display clear inability to render
fair judgment, and thus did not warrant
reassignment on remand of a relator's qui
tam action against a defense contractor under
the False Claims Act (FCA) on remand. 31
U.S.C.A. § 3730 et seq.

Cases that cite this headnote

*139  On Petition for Writ of Mandamus (1:05–cv–1276).

Attorneys and Law Firms

*140  John P. Elwood argued the cause for petitioners.
With him on the petition for writ of mandamus and the
reply were John M. Faust, Craig D. Margolis, Jeremy C.
Marwell, and Joshua S. Johnson.

Michael D. Kohn argued the cause for respondent. With
him on the brief were Stephen M. Kohn and David K.
Colapinto.

Before: TATEL and WILKINS, Circuit Judges, and
SENTELLE, Senior Circuit Judge.

Opinion

WILKINS, Circuit Judge:

**140  In a prior petition for writ of mandamus on
this case, we noted that “[m]ore than three decades ago,
the Supreme Court held that the attorney-client privilege
protects confidential employee communications made
during a business's internal investigation led by company
lawyers.”  in rE kelloGG brown & root, inc., 756 F.3d
754, 756 (D.C.cir.2014) (“in re KBR ”) (citing Upjohn
Co. v. United States, 449 U.S. 383, 101 S.Ct. 677, 66
L.Ed.2d 584 (1981)). Accordingly, we granted the writ
and vacated the District Court's order to produce key
documents from such an investigation. Id. We allowed,
however, that the District Court might consider “timely
asserted other arguments for why these documents are not
covered by either the attorney-client privilege or the work-
product protection.” Id. at 764.
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In a series of orders on which Petitioner Kellogg Brown &
Root (“KBR”) now seeks a second writ of mandamus, the
District Court found that the same contested documents
should be turned over in discovery. We agree that these
challenged decisions suffer from the same fundamental
flaw: They run contrary to precedent by injecting
uncertainty into application of attorney-client privilege
and work product protection to internal investigations.
See Swidler & Berlin v. United States, 524 U.S. 399, 409,
118 S.Ct. 2081, 141 L.Ed.2d 379 (1998); Upjohn, 449 U.S.
at 393, 101 S.Ct. 677; In re KBR, 756 F.3d at 763. Because
we find the District Court's orders irreconcilable with
binding precedent, we grant the writ and vacate the orders.

I.

We previously have recounted the essential background of
this case as follows:

Harry Barko worked for KBR, a defense contractor.
In 2005, he filed a False Claims Act complaint
against KBR and KBR-related corporate entities,
whom we will collectively refer to as KBR. In essence,
Barko alleged that KBR and certain subcontractors
defrauded the U.S. Government by inflating costs
and accepting kickbacks while administering military
contracts in wartime Iraq. During discovery, Barko
sought documents related to KBR's prior internal
investigation into the alleged fraud. KBR had
conducted that internal investigation pursuant to its
Code of Business Conduct, which is overseen by the
company's Law Department.

KBR argued that the internal investigation had been
conducted for the purpose of obtaining legal advice
and that the internal investigation documents therefore
were protected by the attorney-client privilege. Barko
responded that the internal investigation documents
were unprivileged business records that he was entitled
to discover. See generally FED.R.CIV.P. 26(b)(1).

After reviewing the disputed documents in camera,
the District Court determined that the attorney-client
privilege protection did not apply because, among other
reasons, KBR had not shown that “the communication
would not have been made ‘but for’ the fact that
legal advice was sought.” United States ex rel. Barko
v. Halliburton Co., 37 F.Supp.3d 1, 5 (D.D.C.2014)

(quoting United States v. ISS Marine Services, Inc.,
905 F.Supp.2d 121, 128 (D.D.C.2012)). KBR's internal
investigation, the **141  *141  court concluded, was
“undertaken pursuant to regulatory law and corporate
policy rather than for the purpose of obtaining legal
advice.” Id.

In re KBR, 756 F.3d at 756.

KBR petitioned for and we granted a writ of mandamus,
holding that the privilege ruling was “materially
indistinguishable” from the Supreme Court's contrary
holding in Upjohn. Id. at 757. We declined a request
to reassign the case to a different district judge. Id. at
764. And we expressly allowed that the District Court
might entertain timely arguments for why the privilege
should not attach to these documents (that is, arguments
other than that they were not prepared primarily for
the purposes of seeking legal advice). Id. at 764. KBR
now seeks our intervention on the District Court's
determinations that the attorney-client privilege and work
product protection were impliedly waived for these same
documents.

KBR's purported implied waiver runs to a February 2014
deposition of Christopher Heinrich, KBR Vice President
(Legal), on behalf of KBR. See FED.R.CIV.P. 30(b)
(6) (requiring a corporation to “designate one or more
officers” or other persons to testify “about information
known or reasonably available to the organization.”).
Among the subjects that Barko directed KBR to produce
a representative to testify on was “Topic Q,” defined as:

Any investigation or inquiry,
internal or external, formal or
informal, of [the KBR employee and
subcontractor at the center of the
alleged fraud] or any of the matters
identified in [above-listed topics].
The scope shall include knowledge
of everyone who participated in the
investigation.

J.A. 257.

KBR's litigation counsel offered a “preliminary
statement” at the outset of the deposition that KBR was
producing Heinrich as the company's representative on
four noticed topics, including Topic Q, but was doing
so “subject to the company's claims of attorney-client
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privilege” and work product protection. J.A. 118. In
answer to a question from Barko's attorney, Heinrich
testified he had in preparation for the deposition reviewed
the now-disputed documents related to KBR's internal
investigation (the Code of Business Conduct documents
or “COBC documents”). J.A. 120. Throughout the
examination, KBR's attorney instructed Heinrich not
to answer questions about the contents of the internal
investigation on the basis of attorney-client privilege and
work product protection. See, e.g., J.A. 146.

After Barko's lawyer completed his examination of
Heinrich, KBR's litigation counsel conducted a cross-
examination. He explained that Heinrich had been asked
“several questions designed to try to determine whether
or not the Code of Business Conduct investigation is
privileged, and I am going to ask questions establishing
that they are.” J.A. 147. Responding to the questions that
followed, Heinrich testified that KBR had a contractual
reporting duty pursuant to the Anti–Kickback Act to
notify the Department of Defense if it had reason to
believe that a violation of the Act had occurred. J.A. 149.
Heinrich testified that KBR adhered to that obligation
and had made disclosures pursuant to the same duty
in other instances. J.A. 150. And Heinrich explained
that even when KBR has made a notification to the
Department as required by a contract, it has never
provided an internal investigation itself to the Department
because it has always treated the investigation as subject
to attorney-client privilege. Id.

Five days after Heinrich's deposition, KBR moved for
summary judgment. In a footnote to the introduction of
its brief, KBR stated:

*142  **142  KBR has an
internal Code of Business Conduct
(“COBC”) investigative mechanism
that provides a means of identifying
any potentially illegal activities
within the company. When a COBC
investigation reveals reasonable
grounds to believe that a violation
of 41 U.S.C. §§ 51–58 (the
“Anti–Kickback Act”) may have
occurred requiring disclosure to the
government under FAR 52.203–7,
KBR makes such disclosures. Stmt.
¶ 27. KBR has made reports to the
Government when it had reasonable

grounds to believe that a violation of
the Anti–Kickback Act occurred. Id.
KBR intends for these investigations
to be protected by the attorney-
client privilege and attorney work
product privilege (indeed, they are
not even given to the Government
as part of disclosures), but has
not asserted privilege over the fact
that such investigations occurred, or
the fact of whether KBR made a
disclosure to the Government based
on the investigation. Therefore, with
respect to the allegations raised
by Mr. Barko, KBR represents
that KBR did perform COBC
investigations related to [the KBR
subcontractor and employee at the
center of the fraud alleged by
Barko], and made no reports to
the Government following those
investigations. Id.

KBR Defendants' Motion for Summary Judgment at 4 n.
5, United States ex rel. Barko v. Halliburton Co., No. 05–
cv–1276 (D.D.C. Feb. 10, 2014), ECF No. 136.

On November 20, 2014, the District Court issued an
opinion and order determining that “KBR's filings
affirmatively use the COBC contents and create an
implied waiver” because “KBR has actively sought a
positive inference in its favor based on what KBR claims
the documents show.” J.A. 24. The opinion explained:

KBR carefully used the inference that the COBC
documents do not support any reasonable belief that
fraud or kickbacks may have occurred. KBR has, on
multiple occasions, advanced a chain of reasoning.
First, whenever KBR has reasonable grounds to believe
that a kickback or fraud had occurred, its contracts
and federal regulation required it to report the possible
violation.

Second, KBR abides by this obligation and reports
possible violations. Third, KBR investigated the alleged
kickbacks that are part of Barko's complaint. Fourth,
after the investigation of the allegations in this case,
KBR made no report to the Government about an
alleged kickback or fraud.
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J.A. 18. Although KBR argued that it should be permitted
to amend its pleadings to strike the sections the District
Court found created a waiver, the District Court rejected
the request to vacate its production order unless KBR
elected to default on the entire suit. J.A. 23–24.

On December 17, 2014, the District Court issued a
separate opinion and order compelling production of
parts of the COBC documents on the alternative basis
that they “are discoverable fact work product and Barko
shows substantial need.” United States ex rel. Barko v.

Halliburton Co., 75 F.Supp.3d 532, 536 (D.D.C.2014). 1

1 The District Court issued multiple opinions and
orders on each of November 20 and December 17,
2014. To avoid confusion, the November 20 order
challenged by KBR and to which we refer in this
Opinion is # 204 on the District Court docket. A
separate opinion and order, # 205, issued the same
day granting in part and denying in part KBR's
motion for a protective order. The December 17
order challenged by KBR and to which we refer
in this Opinion is # 228 on the District Court
docket (reported as United States ex rel. Barko v.
Halliburton Co., 75 F.Supp.3d 532 (D.D.C.2014)).
A separate opinion and order, # 227, which denied
reconsideration of the November 20 order, issued the
same day and is also challenged in this Petition.

*143  **143  KBR filed this Petition for Writ of
Mandamus with our Court on December 19, 2014. We
granted KBR's motions first for an administrative stay
and then for an emergency stay, and we now consider
whether to grant the Petition.

[1]  Because mandamus is an extraordinary remedy, we
ask first if the challenged District Court orders constituted
error and then, where the answer is affirmative, “whether
that error is the kind that justifies mandamus.” In re KBR,
756 F.3d at 757 (citing Cheney v. U.S. District Court, 542
U.S. 367, 380–81, 124 S.Ct. 2576, 159 L.Ed.2d 459 (2004));
see also 28 U.S.C. § 1651 (All Writs Act) (providing
statutory basis for writ of mandamus).

II.

The District Court's November 20 opinion contained two
rulings at issue in this Petition.

First, the District Court concluded that the COBC
documents must be produced under Federal Rule of
Evidence 612 on the theory that KBR waived attorney-
client privilege and work product protection when
Heinrich reviewed the documents in preparation for his
deposition.

Second, the District Court concluded that KBR waived
attorney-client privilege and work product protection for
the COBC documents under the doctrine of “at issue”
waiver.

Both rulings were in error for the reasons that follow.

A.

The Federal Rules of Civil Procedure provide for a
party to name an organization as a deponent for oral
examination. FED.R.CIV.P. 30(b)(6). The party seeking
testimony must “describe with reasonable particularity
the matters for examination,” and the named organization
is then required to designate a representative, who “must
testify about information known or reasonably available
to the organization.” Id. Pursuant to this provision, Barko
demanded that KBR produce a representative prepared
to testify about, among other subjects, Topic Q—that is,
any internal investigation relating to his allegations. KBR
designated Heinrich as its representative on this topic.

At Heinrich's deposition, he stated that he had reviewed
the COBC documents in preparation for his testimony.
J.A. 120. Barko thereafter sought disclosure of the COBC
documents under Federal Rule of Evidence 612, which
provides that where a witness has used a writing to refresh
memory before testifying, the adverse party is entitled
to have it produced and to introduce into evidence any
portion that relates to the witness's testimony, “if the
court decides that justice requires the party to have those
options.” FED.R.EVID. 612(a)(2).

To make its decision, the District Court engaged in
a balancing test. J.A. 25. It identified several factors
supporting disclosure and several factors running against

disclosure. 2  And it concluded that “fairness **144
*144  considerations support disclosure” based on this

“context-specific determination about the fairness of the
proceedings and whether withholding the documents is
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consistent with the purposes of attorney-client privilege.”
Id.

2 The District Court explained its balancing as follows:
[S]everal [factors] support disclosure. The
majority of the COBC documents are
investigatory statements and summaries of those
statements. Also, major discrepancies exist
between Heinrich's testimony and the contents
of the writings Heinrich had reviewed. Third,
Heinrich necessarily relied upon the COBC
documents for his testimony because he had
no personal, first-hand knowledge of whether
fraud or kickbacks occurred, even though he
supervised KBR's COBC investigations and
reporting.
Several factors do not support disclosure
under Rule 612. Heinrich examined the COBC
documents before, but not at[,] the Rule 30(b)
(6) deposition. And, Barko arguably has some
ability to otherwise discover the evidence.

J.A. 26.

[2]  The balancing test was inappropriate in the first
instance. Rule 612 applies only where a witness “uses
a writing to refresh memory.” FED.R.EVID. 612(a).
Thus, “even if the witness consults a writing while
testifying, the adverse party is not entitled to see it
unless the writing influenced the witness's testimony.” 4
JACK B. WEINSTEIN & MARGARET A. BERGER,
WEINSTEIN'S FEDERAL EVIDENCE § 612.04(2)(b)
(i) (2d ed.1997) (emphasis added); see, e.g., Sporck.
v. Peil, 759 F.2d 312, 318–19 (3d Cir.1985) (granting
mandamus to vacate a Rule 612(a)(2) production order
where there had been no witness admission that his
answers to “specific areas of questioning were informed
by documents he had reviewed”). It cannot be the case
that just stating the documents were privileged constitutes
a testimonial reliance on their contents; else, attorney-
client privilege and work product production would mean
nothing at all in that their mere invocation would entitle
an adversary to production of the privileged or protected
materials.

Further, even if the balancing test had been appropriate,
the District Court's conclusions were precluded by
Upjohn. Courts have divided on how to reconcile Rule 612
balancing with attorney-client privilege and work product
protection. See generally Barrer v. Women's Nat'l Bank,
96 F.R.D. 202, 204 (D.D.C.1982) (describing conflicting
authority on interaction of Rule 612 and claims of

attorney-client privilege or work product protection); cf.
H.R.REP. NO. 93–650, at 13 (1973) (“The Committee
intends that nothing in [Rule 612] be construed as barring
the assertion of a privilege with respect to writings used by
a witness to refresh his memory.”). But the District Court's
balancing would allow the attorney-client privilege and
work product protection covering internal investigations
to be defeated routinely by a counter-party noticing a
deposition on the topic of the privileged nature of the
internal investigation. Upjohn teaches that “[a]n uncertain
privilege, or one which purports to be certain but results
in widely varying application by the courts, is little better
than no privilege at all.” 449 U.S. at 393, 101 S.Ct. 677.
The District Court's ruling, therefore, runs counter to
Upjohn.

In this case, Barko noticed the deposition to cover the
topic of the COBC investigation itself, as distinguished
from the events that were the subject of the investigation.
Both parties told us that their understanding at the time
of the deposition was that Barko intended to examine
whether and to what extent the COBC investigation was
privileged. To prepare adequately for the deposition,
Heinrich had no choice but to review documents related
to the COBC investigation.

At oral argument on this Petition, Barko took the
absurd position that KBR's mistake was having Heinrich
personally review the COBC documents rather than
having someone give him a summary. Barko asserted
that in order to avoid privilege waiver KBR should have
produced a Rule 30(b)(6) representative with only second-
or third-hand knowledge of the investigation rather than
first-hand knowledge. This makes no sense. Such a rule
would encourage entities to provide less knowledgeable
corporate representatives for deposition, thus defeating
the purpose of civil discovery to establish “the fullest
possible knowledge of the issues and facts before **145
*145  trial.” Societe Internationale Pour Participations

Industrielles et Commerciales S.A. v. Brownell, 225
F.2d 532, 541 (D.C.Cir.1955) (internal quotation marks
omitted).

Barko cannot “overcome the privilege by putting [the
COBC investigation] in issue” at the deposition, Koch
v. Cox, 489 F.3d 384, 391 (D.C.Cir.2007), and then
demanding under Rule 612 to see the investigatory
documents the witness used to prepare. Allowing privilege
and protection to be so easily defeated would defy “reason
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and experience,” FED.R.EVID. 501, and “potentially
upend certain settled understandings and practices” about
the protections for such investigations, In re KBR, 756
F.3d at 762.

In sum, the District Court's Rule 612 ground for its
production order was clear error because there was no
basis for the fairness balancing test it conducted and,
even had there been, the test failed to give due weight
to the privilege and protection attached to the internal
investigation materials.

B.

[3]  The District Court also found that KBR had waived
attorney-client privilege and work product protection by
placing the COBC documents “at issue.” Such waivers
are certainly possible: “Under the common-law doctrine
of implied waiver, the attorney-client privilege is waived
when the client places otherwise privileged matters in
controversy.” Ideal Elec. Sec. Co. v. Int'l Fid. Ins. Co.,
129 F.3d 143, 151 (D.C.Cir.1997) (citing 6 JAMES W.
MOORE ET AL., MOORE'S FEDERAL PRACTICE §
26.49(5) (3d ed.1997)).

[4]  First, a prefatory note: It is hornbook law that
“[w]aiver of the [attorney-client] privilege should always
be analyzed distinctly from waiver of work product.”
2 EDNA SELAN EPSTEIN, THE ATTORNEY–
CLIENT PRIVILEGE AND THE WORK PRODUCT
DOCTRINE 1027 (5th ed.2007) (emphasis added); see
also United States v. Deloitte LLP, 610 F.3d 129, 139–
40 (D.C.Cir.2010) (explaining that different waiver rules
follow from different purposes of attorney-client privilege
and work product protection). But the District Court
proceeded based on KBR's position that, “[a]s relevant
here, the waiver analysis for both [attorney-client privilege
and work product protection] is the same.” J.A. 9 n. 20. So
must we. Without accepting KBR's position as a statement
of the law, we treat it as a boundary for the arguments
we consider in this Petition. See Cheney, 542 U.S. at 381,
124 S.Ct. 2576 (stating that Petitioner has “the burden
of showing that [its] right to issuance of the writ is clear
and indisputable”) (internal quotation marks omitted).
But see 2 THOMAS E. SPAHN, THE ATTORNEY–
CLIENT PRIVILEGE AND THE WORK PRODUCT
DOCTRINE: A PRACTITIONER'S GUIDE 434 (2007)

(“[L]ooking at only one or the other protection is short-
sighted and might result in litigation disaster.”).

We have explained—and the District Court noted our
precedent—that a party may not use privilege “as a
tool for manipulation of the truth-seeking process.”
In re Sealed Case, 676 F.2d 793, 807 (D.C.Cir.1982)
(“Sealed Case (general counsel's files) ”). As such, a party
asserting attorney-client privilege “ ‘cannot be allowed,
after disclosing as much as he pleases, to withhold the
remainder.’ ” Id. (quoting 8 JOHN H. WIGMORE &
JOHN T. MCNAUGHTON, EVIDENCE IN TRIALS
AT COMMON LAW § 2327 (1961)); see also Clark v.
United States, 289 U.S. 1, 13, 53 S.Ct. 465, 77 L.Ed.
993 (1933) (“The privilege takes flight if the relation is
abused.”); United States v. Bilzerian, 926 F.2d 1285, 1292
(2d Cir.1991) (“[T]he attorney-client privilege cannot at
once be used as a shield and a sword.”). At the same time,
we have held that a “general assertion lacking substantive
content that one's attorney has examined a **146  *146
certain matter is not sufficient to waive the attorney-
client privilege.” United States v. White, 887 F.2d 267, 271
(D.C.Cir.1989).

The District Court found that “KBR injected the COBC
contents into the litigation by itself soliciting Heinrich's
Rule 30(b)(6) testimony.” J.A. 22. It noted that excerpts
from this testimony disclosing the fact of the COBC
investigations and KBR's reporting duties under Defense
Department contracts were attached to KBR's motion for
summary judgment and that KBR referenced deposition
language in its Statement of Material Facts as to Which
There Is No Genuine Dispute, required by Local Civil
Rule of Procedure 7(h)(1). J.A. 12, 16. And, KBR
discussed the COBC “investigative mechanism” in its
memorandum in support of summary judgment (in a
footnote quoted in full in Part I of the body of this
Opinion). J.A. 16–17. All this, in the view of the District
Court, added up to a “message” that the COBC reports
“contain no reasonable grounds to believe a kickback
occurred.” J.A. 18. Thus, it concluded that KBR created
an implied waiver by “actively” seeking “a positive
inference in its favor based on what KBR claims the
documents show.” J.A. 24. The District Court also denied
KBR leave to amend its pleadings to strike the sections
that the District Court interpreted as waiving the privilege
and protection. J.A. 23.
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To the extent the District Court relied on Heinrich's
deposition testimony or the statement of undisputed
material facts, we think that—as a matter of logic—
neither could possibly give rise to an inference that places
the contents of the deposition at issue. The deposition
transcript is simply a record of what was said, not
itself an argument. The Rule 7(h)(1) statement is a
required companion filing to a summary judgment motion
submitting “material facts as to which the moving party
contends there is no genuine issue.” LOCAL CIV. R. 7(h)
(1). The opposing party has the opportunity to respond
to each asserted fact with a contention that there is a
“genuine issue necessary to be litigated,” but there are no
inferences to be made and none to be contested in these
statements alone. Id. This is not to say that deposition
testimony or a Rule 7(h)(1) statement can never create
a waiver of attorney-client privilege or work product
protection. By making partial disclosures of privileged
information, they surely can. But the deposition transcript
and Rule 7(h)(1) statements cannot themselves give rise to
inferences that place privileged materials “at issue.” See
In re Sims, 534 F.3d 117, 137 (2d Cir.2008) (holding that
privilege waiver analysis based on deposition testimony
in civil action must recognize that the testimony “might
never come to the attention of any decisionmaker”).

The reference to the COBC investigation in the
memorandum in support of summary judgment presents
what is at first glance a more difficult question. By
stating that KBR performed a COBC investigation and
that, afterward, KBR did not report any wrongdoing
to the Department of Defense, a factfinder could infer
that the investigation found no wrongdoing. The District
Court concluded that KBR had asked it to draw an
“unavoidable” inference, J.A. 18, by placing the footnote
at the end of a sentence calling Barko's claims “baseless.”
We disagree that such an inference was unavoidable,
because an alternative inference—presumably, the one
Barko would ask a fact-finder to draw—is that the
investigation showed wrongdoing but KBR nonetheless
made no report to the government.

Pursuant to the acquisition regulations under which it
contracted, KBR was required to “have in place and
follow reasonable procedures designed to prevent and
detect possible violations [of the Anti– *147  Kickback
**147  statute],” to make a written report when it “ha[d]

reasonable grounds to believe that a violation ... may
have occurred,” and to “cooperate fully with any Federal

agency investigating a possible violation.” 48 CFR §
52.203–7(c)(1)–(3). KBR has represented without dispute
that it was expressly permitted to retain privilege as to
the contents of its investigations, which is not unusual
in federal government compliance programs. Department
of Justice policy, for instance, provides that “waiving the
attorney-client and work product protections has never
been a prerequisite under the Department's prosecution
guidelines for a corporation to be viewed as cooperative,”
U.S. Attorney's Manual § 9–28.710, and that, with respect
to internal investigations, “[a] corporation need not
disclose, and prosecutors may not request, the disclosure
of such attorney work product as a condition for the
corporation's eligibility to receive cooperation credit,”
id. § 9–28.720 (b). Under such compliance programs,
companies know that their disclosures may receive
greater credence if they choose to buttress them with
otherwise-privileged information. But companies and
the government can, and often do, structure legitimate
compliance and reporting programs that do not involve
waiving privilege. Where companies choose not to waive
privilege, “[t]hey will, of course, bear the risk that their
reports will not be accepted as full disclosures.” Sealed
Case (general counsel's files), 676 F.2d at 823.

Read in this context, footnote 5 in KBR's summary
judgment motion is essentially a recitation of the terms
of its deal with the government, including the express
reservation of attorney-client privilege and work product
protection. There was certainly no actual disclosure of
opinion work product (the conclusions of the COBC
investigation) in the footnote. Instead, the District
Court found that KBR impliedly disclosed opinion work
product, that is, “the substantive conclusion of its COBC
investigations.” J.A. 21. In Sealed Case (general counsel's
files ), we found implied waiver primarily because waiver
was consistent with holding the company to the terms
of its bargain. Here, holding KBR to the terms of its
bargain would mean deciding that “[KBR's] reports will
not be accepted as full disclosures,” 676 F.2d at 823, rather
than inferring that KBR was intending to say that its
non-report to the government should be given weight and
credibility as a finding of no wrongdoing.

[5] There's the rub: Where KBR neither directly stated
that the COBC investigation had revealed no wrongdoing
nor sought any specific relief because of the results of
the investigation, KBR has not “based a claim or defense
upon the attorney's advice.” Koch, 489 F.3d at 390; see also
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White, 887 F.2d at 271. As we explained in Sealed Case
(general counsel's files):

Corporations may protect their
privileges without manipulation
simply by being forthright with their
regulators and identifying material
as to which they claim privilege at
the time they submit their voluntary
disclosure reports. They will, of
course, bear the risk that their
reports will not be accepted as full
disclosures. But if they choose to
make a pretense of unconditional
disclosure, they bear another risk
—that we will imply a waiver of
privilege with respect to any material
necessary for a fair evaluation of
their disclosures.

676 F.2d at 823 (emphasis added). Here, there was no
pretense of unconditional disclosure.

Notwithstanding all this, KBR's summary judgment
motion footnote said not only that it conducted a
COBC investigation relating to Barko's claims and did
not report any wrongdoing to the government, **148
*148  but also that when it discovers wrongdoing during

investigations, “KBR makes such disclosures.” KBR
Defendants' Motion for Summary Judgment at 4 n. 5,
ECF No. 136. The District Court's order turned on this
point and it is undoubtedly the highest hurdle to our
conclusion that KBR did not waive the privilege.

But we think the context of the whole passage is
essential to our clear error conclusion. First, the footnote
constitutes a recitation of facts that appears only
in the motion's introduction, not in an argument or
claim concerning the privileged documents' contents.
We previously have rejected the idea that we must
treat recitations of facts as making arguments, and
KBR benefits from the application of that principle
here. See Am. Wildlands v. Kempthorne, 530 F.3d 991,
1001 (D.C.Cir.2008) (explaining that appellant forfeited
argument by explaining only its underlying facts in “the
statement of the facts section of its opening brief.”).
Second, and in any event, “[i]t is not our practice ...
to indulge cursory arguments made only in a footnote,”
C.I.R. v. Simmons, 646 F.3d 6, 12 (D.C.Cir.2011) (internal
quotation marks omitted); see also Hutchins v. District

of Columbia, 188 F.3d 531, 539 n. 3 (D.C.Cir.1999)
(en banc) (same). Furthermore, even though KBR did
not affirmatively argue that the court should find no
wrongdoing because KBR's investigation had found no
wrongdoing, the District Court reasoned that such an
“argument” could be inferred from the footnote. But KBR
was the movant for summary judgment, and it is beyond
peradventure that all inferences were to be drawn against
KBR at this stage of the litigation, Anderson v. Liberty
Lobby, Inc., 477 U.S. 242, 255, 106 S.Ct. 2505, 91 L.Ed.2d
202 (1986), and “it was error for the district court not
to view [KBR]'s statements in the light most favorable to
[Barko],” Carr v. District of Columbia, 587 F.3d 401, 414
(D.C.Cir.2009). In sum, the District Court may not, in
resolving the motion for summary judgment, make any
inference in KBR's favor based on the contents of the
privileged documents.

III.

One month after the order finding “at issue” waiver,
the District Court considered “whether portions of the
COBC documents are non-privileged fact work product
that is discoverable based on substantial need.” S.A.
49. It concluded, as an alternative to its November 20
order, that “substantial portions of the COBC reports
constitute fact work product, and that Barko has made
an adequate showing to overcome the protection afforded
to the documents.” S.A. 64. Despite KBR's arguments,
we think the District Court got the law right. We also
conclude, however, that the District Court misapplied that
law to the documents it ordered disclosed.

KBR would have us draw from the case law that
everything in an internal investigation is attorney-client
privileged. KBR argues that a “rigid rule requiring
a client and a lawyer on each end of a privileged
communication threatens disclosure of communications
long considered privileged, including those between
attorneys within a law firm, and between attorneys and
their investigators.” Petition 20–21. The District Court
rejected this view, observing that “under KBR's logic,
any communication between a company attorney and his
agent is automatically attorney-client privileged, because
both are employees of the company and part of the client
itself.” S.A. 54.
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Indeed, controlling precedent runs counter to KBR's
argument and supports the District Court's statement
of the law. In Sealed Case (general counsel's files), we
explained that “communications that do not involve both
attorney and client, are **149  *149  unprotected.” 656
F.2d at 809. In Upjohn, the Supreme Court addressed
the question of what protection attached to the notes of
the general counsel of a corporation that went “beyond
recording [employee] responses to his questions” as part of
an internal investigation. 449 U.S. at 397, 101 S.Ct. 677. It
concluded that where the notes “reveal communications,
they are ... protected by the attorney-client privilege.”  Id.
at 401, 101 S.Ct. 677. And “[t]o the extent they do not
reveal communications, they reveal the attorneys' mental
processes in evaluating the communications” and thereby
constitute opinion work product. Id.

Some of the COBC documents in this case involve
communications from an investigator, acting at the
direction of in-house counsel, to an attorney who is in-
house counsel. In such a circumstance, the investigator
effectively steps into the shoes of the attorney. See In
re KBR, 756 F.3d at 758; Linde Thomson Langworthy
Kohn & Van Dyke, P.C. v. Resolution Trust Corp., 5
F.3d 1508, 1514 (D.C.Cir.1993) (“The attorney-client
privilege undeniably extends to communications with
one employed to assist the lawyer in the rendition of
professional legal services.”) (internal quotation marks
omitted); see also United States v. Kovel, 296 F.2d 918, 921
(2d Cir.1961) (holding that the attorney-client privilege
covers communications from a client to an attorney's non-
lawyer employee); 1 EPSTEIN, at 211 (“In general, agents
and subordinates working under the direct supervision
and control of the attorney are included within the scope
of the attorney-client privilege.”).

KBR seemingly would have it both ways and argues
that the investigator should also count as its employee
for purposes of creating attorney-client privilege when
the investigator communicates something to the lawyer.
See Opposition Br. 19–20; Reply Br. 14 n. 12. That is
simply incorrect. Instead, such material is inherently work
product protected so long as it is prepared in anticipation
of litigation. The attorney-client privilege and opinion
work product protection separately operate as barriers to
compelled disclosure, and there is nothing to be gained
by sloppily insisting on both or by failing to distinguish
between them. Cf. 1 EPSTEIN, at 132 (“[T]here rarely
seems much point in claiming both an attorney-client

privilege and a work-product protection for ... [in-house
counsel's attorney notes]—unless of course one's purpose
is to annoy the judge and demonstrate that one has not
thought with any care about what each covers.”). The
District Court correctly stated that materials produced
by an attorney's agent are attorney-client privileged only
to the extent they contain information obtained from
the client including “where the purpose of the report
was to put in usable form the information obtained
from the client.” FTC v. TRW, Inc., 628 F.2d 207, 212
(D.C.Cir.1980). So far, so good, as to the District Court's
legal analysis on this point.

But the fault lies in the application. Notwithstanding
its statement of the law, the District Court compelled
disclosure of numerous portions of the COBC report
that summarize statements of KBR employees. Even a
cursory review of the compelled documents (factoring
in the redactions directed by the District Court) shows
that the December 17 order would require KBR to
produce materials that are attorney-client privileged. In
addition, the order compelled disclosure of numerous
mental impressions of the investigators, based on a
clearly erroneous finding that such conclusions were only
“background materials” and therefore fact work product.
For example, the synopses in the two disputed reports
constitute a combination of attorney-client privileged
materials and work product protected materials almost
**150  *150  by definition. And, as another example,

a critical mental impression capturing the investigator's
assessment of the subcontractor's performance appears in
a since-redacted footnote 55 to the December 17 order

itself. 3  Accordingly, we conclude that the December 17
compelled production rulings constituted error.

3 KBR filed an emergency motion on December 18
to seal this footnote and the accompanying page of
text. Emergency Motion to Seal, United States ex rel.
Barko v. Halliburton Co., No. 05–cv–1276 (D.D.C.
Dec. 18, 2014), ECF No. 229. The District Court
partially granted the motion that same date by memo
endorsement and sealed the footnote. Marginal Entry
Order, id., ECF No. 230.

Given the District Court's failure to distinguish between
fact and opinion work product in the COBC documents,
we do not reach the question of whether the District
Court erred in finding the “substantial need” and “undue
hardship” necessary for the disclosure of fact work
product. See FED.R.CIV.P. 26(b)(3)(A)(ii).
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IV.

[6]  Although we find error in the challenged District
Court rulings, error alone is insufficient to justify the “
‘drastic and extraordinary’ ” remedy afforded by a writ
of mandamus. Cheney, 542 U.S. at 380, 124 S.Ct. 2576
(quoting Ex parte Fahey, 332 U.S. 258, 259, 67 S.Ct. 1558,
91 L.Ed. 2041 (1947)); see also In re KBR, 756 F.3d at
760. A writ of mandamus requires that: (1) the mandamus
petitioner have “no other adequate means to attain the
relief he desires;” (2) the mandamus petitioner show that
its right to the writ is “clear and indisputable;” and (3) the
court, “in the exercise of its discretion, must be satisfied
that the writ is appropriate under the circumstances.”
Cheney, 542 U.S. at 380–81, 124 S.Ct. 2576 (internal
quotation marks omitted).

A.

[7]  The first prong is satisfied—as is often the case
in attorney-client privilege cases—for the same reasons
as stated in our decision granting the previous writ of
mandamus in this case. See In re KBR, 756 F.3d at
760–61. The analysis on the “no other means to attain
the relief” point essentially remains the same in that
appeal after final judgment will come too late because the
privileged documents will have been disclosed. Id. at 761.
Our previous reasoning stands on its own feet and is also
binding as law of the case and of the Circuit. See LaShawn
A. v. Barry, 87 F.3d 1389, 1393 (D.C.Cir.1996) (en banc).
Accordingly, we adopt it as part of our analysis of this
Petition.

B.

[8]  For the reasons described in Parts II and III above,
we find error in both the November 20 and December
17 opinions and orders of the District Court. But for a
writ of mandamus to issue, the challenged decision or
decisions must represent not merely error, but “clear and
indisputable” error. Cheney, 542 U.S. at 381, 124 S.Ct.
2576.

[9]  The error here was “clear and indisputable” because
the outcomes arrived at by the District Court would erode

the confidentiality of an internal investigation in a manner
squarely contrary to the Supreme Court's guidance in
Upjohn and our own recent prior decision in this case.
See Upjohn, 449 U.S. at 393, 101 S.Ct. 677; In re KBR,
756 F.3d at 763. The Supreme Court has “rejected use
of a balancing test in defining the contours of [attorney-
client] privilege” because it would defeat the purpose of
the privilege to promote candid communications with
counsel in the first instance. Swidler & Berlin, 524 U.S. at
408, 118 S.Ct. 2081. The District Court's **151  *151
December 17 order compelled production of notes and
memoranda based on oral statements that, Upjohn itself
teaches, “cannot be disclosed simply on a showing of
substantial need and inability to obtain the equivalent
without undue hardship.” 449 U.S. at 401, 101 S.Ct. 677.

C.

[10]  That brings us to the third prong of the Cheney
standard, requiring that we must be “satisfied that the writ
is appropriate under the circumstances.” Cheney, 542 U.S.
at 381, 124 S.Ct. 2576. Here, too, we can adopt our own
analysis from the prior petition. See In re KBR, 756 F.3d
at 762–63.

Just as in the first petition, the District Court's November
20 and December 17 orders would generate “substantial
uncertainty about the scope of the attorney-client privilege
in the business setting.” In re KBR, 756 F.3d at 756.
If allowed to stand, the District Court's rulings would
ring alarm bells in corporate general counsel offices
throughout the country about what kinds of descriptions
of investigatory and disclosure practices could be used
by an adversary to defeat all claims of privilege and
protection of an internal investigation. See. id. at 762–63
(“[P]rudent counsel monitor court decisions closely and
adapt their practices in response.”).

These alarm bells would be well founded. If all it took to
defeat the privilege and protection attaching to an internal
investigation was to notice a deposition regarding the
investigations (and the privilege and protection attaching
them), we would expect to see such attempts to end-
run these barriers to discovery in every lawsuit in which
a prior internal investigation was conducted relating to
the claims. Accordingly, we think it is essential to act
on this Petition in order to protect our privilege waiver
jurisprudence.
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We therefore grant KBR's petition for a writ of mandamus
vacating the November 20 and December 17 opinions and
orders.

V.

KBR asks not only for a writ of mandamus, but also
that we direct reassignment of the case to a new district
judge. It has made the serious allegation that the District
Court “assumed the mantle of a prosecutor” such that
reassignment is required to avoid the appearance of
partiality. Petition 30.

In Cobell v. Kempthorne, our most recent opinion directing
reassignment, we stated that reassignment is “necessary if
reasonable observers could believe that a judicial decision
flowed from the judge's animus toward a party rather
than from the judge's application of law to fact.” Cobell

v. Kempthorne, 455 F.3d 317, 332 (D.C.Cir.2006). 4  But
we cautioned that “[b]ecause unfavorable rulings are
‘[a]lmost invariably ... proper grounds for appeal, not for
recusal,’ we exercise this authority only in extraordinary
cases.” Id. at 331 (quoting Liteky v. United States, 510
U.S. 540, 555, 114 S.Ct. 1147, 127 L.Ed.2d 474 (1994))
(alteration in original).

4 As we noted in Cobell, “[r]eassignment requests
usually arise from accusations that a judge engaged in
improper outside communications.” 455 F.3d at 331;
see, e.g., United States v. Microsoft Corp., 253 F.3d
34, 46 (D.C.Cir.2001) (en banc) (per curiam). No such
allegation has been made in this case.

[11]  It is indeed unusual that a second petition for
mandamus is sought from a court of appeals regarding
the same proceeding in the district court. A petition such
as this one on a closely related issue controlled by the
same precedent must be rarer yet. On the other hand,
“except in the most unusual circumstances we trust judges
to put their personal feelings aside.” Cobell, 455 F.3d at
332. So “recusal **152  *152  must be limited to truly
extraordinary cases where ‘the judge's views have become
“so extreme as to display clear inability to render fair
judgment.” ’ ” Id. (quoting Liteky, 510 U.S. at 551, 114
S.Ct. 1147).

Cobell puts this case in perspective. It was “the ninth
time in six years we [had] consider[ed] an appeal in

th[at] longstanding dispute.” Cobell, 455 F.3d at 319. We
catalogued a litany of errors including three grants of
mandamus. Id. at 334. Our decision specifically noted
that even “repeated reversals, without more, are unlikely
to justify reassignment.” Id. at 335. And we found that
“on several occasions the district court or its appointees
exceeded the role of impartial arbiter by issuing orders
without hearing and by actively participating in evidence-
gathering.” Id.

KBR tells us that the District Court in this case has
morphed from umpire to designated hitter (or, for the
classically oriented, from summa rudis to gladiator). But
we see the District Court as duly determined to drive this
case to resolution, not to a specific outcome. Responding
to KBR's request for a stay pending appellate review
of its November 20 order, the District Court rejected
the argument that “another” four-month stay would not
irreparably harm the Relator and it granted only a one-
week stay to allow KBR time to file an emergency motion
with this Court. J.A. 45. The District Court explained that
“at some point, a case over a decade old must be directed
toward resolution” and noted that “the public [also] has
an interest in the prompt and final determination of this
litigation.” Id. It is not just proper but every district court's
obligation to manage proceedings so as “to secure the just,
speedy, and inexpensive determination of every action and
proceeding.” FED.R.CIV.P. 1.

The writ of mandamus we grant will correct the legal error
in this case and resolve the dispute over production of the
COBC documents in favor of KBR.

[12]  On KBR's request for reassignment made during
argument on the prior mandamus petition, we held that
“[b]ased on the record before us, we have no reason to
doubt that that District Court will render fair judgment
in further proceedings.” In re KBR, 756 F.3d at 763–64.
Because this remains true—and because we trust that this
opinion will conclusively resolve the issue on which this
case has seemed stuck as with a scratch on a broken record
—we deny KBR's request for reassignment.

VI.

For the foregoing reasons, the Petition for a Writ of
Mandamus is GRANTED. The District Court's orders of
November 20, 2014 (Doc. 205), and December 17, 2014
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(Docs. 227, 228) are VACATED. The request to direct
reassignment is DENIED. It is

So ordered.

All Citations

796 F.3d 137, 418 U.S.App.D.C. 137, 98 Fed. R. Evid.
Serv. 149

End of Document © 2018 Thomson Reuters. No claim to original U.S. Government Works.
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KEY EMPLOYMENT LAW 
DEVELOPMENTS FOR 
GOVERNMENT CONTRACTORS

• OFCCP Developments

• Increasing Focus on Pay Equity

• Hostility Towards Noncompetes

• Criminal Prosecution of No Poach Agreements

Agenda

Morrison & Foerster LLP 1
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DEVELOPMENTS 
AT 

OFCCP

Morrison & Foerster LLP
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OFCCP Shifts Direction

Morrison & Foerster LLP

Directive/
Development

Date Summary

Predetermination
Notices  (2018-01)

2/27/18 Requires advance notice of discrimination findings and 
opportunity to defend

Audit Methodology 4/18/18 Release of methodology for scheduling contractors for 
audits in fiscal year 2018

TRICARE 
(2018-03)

5/18/18 Extends moratorium on enforcement of OFCCP 
requirements on TRICARE subcontractors

Contractor Bill of 
Rights

8/1/18 Provides guidance on what contractors can expect from 
OFCCP, including efficiency, professionalism, and 
confidentiality

Religious Exemption 
(2018-03)

8/10/18 Instructs OFCCP staff to consider recent Supreme Court 
decisions on religious freedom when investigating sexual 
orientation and gender discrimination claims

Focused Reviews 
(2018-04)

8/10/18 Implements focused reviews of contractors’ practices 
under EO 11246, Section 503 of  the Rehabilitation Act, 
and VEVRAA
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OFCCP Shifts Direction

Morrison & Foerster LLP

Directive/
Development

Date Summary

Compensation Audits 
(2018-05)

8/24/18 Overhauls OFCCP’s protocols for reviewing 
compensation during audits

Recognition Program 
(2018-06)

8/24/18 Announces plan for recognizing contractors 
with high-quality and high-performing 
compliance programs and initiatives

AAP Verification 
(2018-07)

8/24/18 Develops program to annually certify 
compliance with AAP requirements

Transparency 
(2018-08)

9/19/18 Implements transparency initiatives in OFCCP 
audits to help contractors comply with 
obligations and know what to expect

Ombud Service
(2018-09)

9/19/18 Establishes plan for Ombud Service to mediate 
disputes between external stakeholders and 
OFCCP

5

• Positive new approach
• Transparency

• Certainty

• Efficiency

• Recognition

• CAUTION:  OFCCP is still vigorously pursuing contractors for
compliance violations and discrimination claims

• Use new approach to advantage
• Take PDN seriously

• Use contractor bill of rights and Ombud service

What Does This Mean for Contractors?

Morrison & Foerster LLP
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INCREASING FOCUS ON 
PAY EQUITY

Morrison & Foerster LLP
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For every $1.00 paid to men, how much is paid to:

The Pay Gap

Morrison & Foerster LLP

Group Nationwide

Women $0.80

African American Women $0.63

Hispanic Women $0.54



8

Lower bar for establishing pay claims

• Comparison group
• Substantially similar work that is “mostly similar in skill, effort,

responsibility”
• Work of comparable character

• Limits factors used to justify disparity and requires additional showing to use
some factors (e.g., business necessity)

• Damages are more significant and includes attorneys’ fees

Require employers to provide “pay scale” for position to applicants upon 
request (e.g., CA) and state contractors to report individual salary info

Salary history bans – CA, DE, MA, OR, NYC, San Francisco

State Pay Equity Laws

Morrison & Foerster LLP
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Title VII and 
EO 11246

Federal
Equal Pay

New York
Achieves Pay 

Equity

Maryland 
Equal Pay 
for Equal 

Work

New Jersey
Equal Pay 

Act

Massachusetts 
Pay Equity 

Law

Oregon 
Equal Pay 

Act

California 
Equal Pay 

Act

Protected
Classes

Sex, race, 
religion, national 
origin

Sex Sex Sex or gender 
identity

Gender, race, 
national origin,
color, religion, 
sex orientation, 
marital status, 
disability, etc.

Gender Gender, race, 
national origin, 
color, religion, 
sex orientation, 
marital status, 
disability, etc.

Sex and 
race/ethnicity

Comparator
Group

Similarly situated Equal work and 
similar working 
conditions

Equal work and 
similar working 
conditions

Work: (1) of 
comparable
character; (2) 
same operation; 
(3) same 
business; or (4) 
of same type

Substantially
similar work

Substantially
similar work and 
working  
conditions

Work of 
comparable
character

Substantially
similar work and 
performed 
under similar 
conditions

Same 
Establishment

No (EO 11246 
same 
establishment)

Yes No (but no 
larger than same 
county)

No (same
county)

No No No No

Factors 
Considered

Seniority, merit, 
quantity or 
quality, 
education, 
experience, 
training

Seniority, merit, 
quantity or 
quality, 
education, 
experience, 
training

Seniority, merit, 
system measures 
quantity or 
quality of 
production

Seniority, merit, 
system measures 
quantity or 
quality of 
production, jobs 
that require 
different skills, 
duties, or shifts

Seniority or 
Merit

Seniority, merit, 
system measures 
quantity or 
quality of 
production,
geography, 
education, 
experience, 
training, travel

Seniority, merit, 
quantity or 
quality, 
geography, 
education, 
experience, 
training, travel

Seniority, merit, 
system measures 
quantity or 
quality of 
production

Bona Fide 
Factor Other 
Than Protected 
Basis

Yes Yes Yes, education, 
training, or
experience

Yes, education, 
training, or 
experience

Yes No No Yes, skills,
education, 
training, shift, or 
geography

Equal Pay Laws

Morrison & Foerster LLP
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• Conduct proactive pay equity analysis under privilege
• Understand pay disparities and create defenses

• Consider pay adjustments

• Do not ask for salary history.  Instead:
• Inquire about salary expectations

• Develop formal policies on pay decisions with clear standards and guidelines

• Establish appropriate salary ranges

• Create formal approval process for out -0f-range pay decisions (starting pay, merit
increases, and promotional pay)

• Update job descriptions to clarify which jobs are appropriately compared

• Train managers and recruiters on pay equity laws and making appropriate
pay decisions

What Should Contractors Do?

Morrison & Foerster LLP

11

GROWING HOSTILITY 
TOWARDS NONCOMPETES

Morrison & Foerster LLP



12

State
Effective 

Date
Summary

California
(Labor Code 
§ 925)

1/1/17 Must use CA choice of law and forum for CA employees

Illinois
(820 ILCS 90/1 
to 90/10)

1/1/17 Prohibits noncompetes with “low-wage workers” (employees paid less 
than $13 per hour)

Nevada
(N.R.S. § 613.195)

6/3/17 • “Valuable consideration” required
• No nonsolicit of customers that employee did not previously solicit 

for employer or customers that voluntarily leave with employee
• Must pay for noncompete if employee laid off

Massachusetts
(M.G.L. c. 149 §
24L)

10/1/18 • Limits duration of post-employment noncompetition agreements to 
12 months

• Requires “garden leave” pay or “other mutually agreed upon 
consideration”

• Prohibits noncompetes for non-exempt employees and employees 
terminated without cause or laid off

• Imposes new procedural and drafting requirements

• Requires MA choice of law and forum for MA employees

State Laws Limiting Noncompetes and Nonsolicits 
of Customers

Morrison & Foerster LLP

Morrison & Foerster LLP 13

Jurisdiction Summary

Hawaii
(Senate Bill 2284)

Prohibits noncompete agreements for low wage workers whose earnings 
do not exceed federal or state minimum wage or $15 per hour 

Minnesota
(Senate Bill 2770) 

Prohibits noncompete agreements for employees earning below the state’s 
average annual wage

Pennsylvania
(House Bill 1938)

• Bans the use of noncompetes
• Voids forum selection and choice of law agreements
• Does not apply retroactively

Vermont
(House Bill 556)

Bans any restrictive covenants that restrain an individual from engaging in 
a lawful profession, trade, or business

Proposed State Laws on the Horizon
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• Illinois and New York AGs settled claim with Jimmy John’s
• Prohibits noncompetes for entry-level employees

• Pay 100K to state to educate workers on overbroad noncompetes

• New York AG settled claim with WeWork
• Release 1,400 rank-and-file employees from noncompetes

• Reduce restrictions for another 1,800 community leads,
managers, interior designers, architects, and senior software
engineers

•Shorten duration from one year to six months

•Shorten geographic restrictions in 15-mile radius of where
employee worked

• Submit ongoing reports to AG on use of noncompetes

State Attorney General Actions

Morrison & Foerster LLP
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Courts Strictly Scrutinize Noncompetes

Morrison & Foerster  LLP

Case Court Agreement Language Holding

Paul v. 
ImpactOffice 
LLC 

D. Md. Become employed by a competitor . . . of the Company or 
its affiliates, located within a radius of ninety miles from 
any location of the Company or its Affiliates, within 6 
months of the date of the cessation of the Employee’s 
employment with the Company

Overbroad;
prohibited work in 
any capacity at a 
competitor

Hawkins v. 
Fishbeck

W.D. Va. Executive shall not, in any capacity whatsoever, own, 
participate in the ownership of, mange, operate, exercise 
any control over, render services to, derive income from 
or engage in any of the foregoing for any business, firm, 
corporation, llc, partnership, or other entity that 
operates a business competitive with Employer

Overbroad;
restricts working 
in any capacity for 
a competitor and 
lacks geographic
limits

NVR, Inc. v. 
Nelson

E.D. Va. Restricted Area - those counties and other units of local 
government in which the Company engaged in 
residential homebuilding business activities, mortgage 
financing business activities, or settlement services 
business activities, as applicable . . . from which you 
received, as part of your work duties, Confidential 
Information regarding such business activity, at any 
time during the twenty-four months prior to termination 
of your Service

Indefinite and 
overbroad; 
employee could 
not reasonably 
determine which 
geographic areas 
are restricted by 
the noncompete
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• Is a noncompete really necessary?
• Can the employee harm you?

•Has access to trade secrets or highly confidential information

• Relationships with key customers

• Specialized or unique skillset

• Can a nondisclosure or nonsolicit protect your interests?

• Draft narrowly tailored noncompetes
• Comply with changing state laws

• Avoid form noncompete agreements

• No noncompetes for low-wage workers

• Avoid overly broad duration or geographic terms

• Be mindful of the “janitor rule”

• Carefully draft choice of law and choice of forum clauses

• Monitor developments and make necessary adjustments

Practical Tips for Noncompetes

Morrison & Foerster LLP
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CRIMINAL PROSECUTION 
OF NO POACH 
AGREEMENTS

Morrison & Foerster LLP
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• October 2016 DOJ guidance reminding employers that naked wage-
fixing or no-poach agreements are per se illegal under antitrust laws

• No poach agreement is an agreement not to recruit or hire a
competitor’s employees
• Competitors include any firm that competes to hire the same employees,

even if not competitors in terms of products or services

• Oral or tacit agreements unlawful

• Focus on HR professionals as gatekeepers

• Exceptions – no poach agreements ancillary to:
• Teaming agreements or joint ventures based on legitimate business need

• Employee noncompetes

• Violations can result in criminal prosecution, civil enforcement
actions, and private actions by employees

Criminal Prosecution of No Poach Agreements

Morrison & Foerster LLP
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• Develop policies prohibiting no poach agreements
• Remember – competitors for labor may not be in the same industry

• Do not exchange information about employees with competitors

• Reject offers not to hire or solicit employees and report to legal

• Non-solicits in teaming agreements and joint ventures:
• Limit to employees associated with teaming or joint venture

• Limit to the term of underlying agreement

• Allow each party to engage in general advertising to recruit employees
(even those in scope of non-solicit)

• Have legal evaluate reasonableness of the restraint

• Train personnel, particularly HR

Practical Tips for Avoiding No Poach Agreements

Morrison & Foerster LLP
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Andrew R. Turnbull, Of Counsel

1650 Tysons Boulevard

McLean, VA 22102-4220

P: +1 (703) 760-7717

E: aturnbull@mofo.com
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Washington, DC 20006
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OFCCP ISSUES NEW BATCH OF ADVANCE AUDIT NOTICES
By: Andrew Turnbull

On September 7, 2018, the Office of Federal Contract Compliance

Programs (OFCCP) mailed Corporate Scheduling Announcement

Letters (CSALs) to 750 contractor and subcontractor establishments.

 OFCCP sends CSALs to service and supply contractors as a courtesy to

let them know that one or more of their establishments may be

scheduled for a compliance evaluation.

Receipt of a CSAL does not mean that a contractor’s establishment has been scheduled for an audit.  A contractor

must receive a scheduling letter before one or more of its establishments are audited, but a CSAL is typically a

precursor to the contractor receiving a scheduling letter.

OFCCP said that it will send scheduling letters within 45 days of issuing this round of CSALs, which will be on or

about October 22, 2018.  Contractors have 30 days from the date they receive a scheduling letter to provide

OFCCP their affirmative action plans (AAPs) and other items requested in the itemized listing attached to the

scheduling letter.

OFCCP noted that the new batch of CSALs:

Included 445 companies, 69 Corporate Compliance Management Evaluations (CMCE), and 66 FAAP functional

units;

Excluded universities because of OFCCP’s current workload;

Did not schedule contractors for focused reviews under OFCCP’s new Directive 2018-04; and

Did not include contractor establishments where a review (or a progress report monitoring resulting from a

conciliation agreement or consent decree) concluded within the last five years.

What Should Contractors Do?

Notify Relevant Staff to Watch for CSALs: CSALs are sent to the HR Director (or designated point of contact)

at the establishment on OFCCP’s scheduling list. As these individuals are not always responsible for the

contractor’s affirmative action compliance (or even aware of the contractor’s affirmative action obligations),

contractors should notify HR personnel and other designated points of contact at their establishments to keep a

lookout for those notices in the next few weeks.

Prepare for Audit upon Receipt of CSAL: Contractors that receive CSALs should take advantage of the

advance notice by immediately reviewing their affirmative action practices in preparation for a potential audit. The

review should include an assessment of the contractor’s AAPs, outreach and recruitment efforts, compliance with

notice posting and job listing requirements, accommodations, and, most importantly, explanations and defenses to

potential indicators of discrimination relating to the contractor’s hires, promotions, terminations, and

compensation.

Do Not Expect Extensions for Responding to the Scheduling Letter: Historically, OFCCP has been

willing to extend the 30-day period to respond to the scheduling letter. OFCCP has warned contractors that, for this

scheduling round, it will only provide an extension of the 30-day period for data supporting the AAP and only if: (1)

September 12, 2018 - Labor/Employment
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the contractor requests the extension before the 30-day period expires; and (2) the contractor timely submits its

AAPs.

No CSAL Does Not Mean No Audit: Contractors should not assume they are safe merely because they have not

received a CSAL. OFCCP is not required to send CSALs.  A contractor may be scheduled for a compliance review

even if it did not receive a CSAL.  A contractor may also be subject to a compliance review at a location that did not

receive a CSAL.  As a result, contractors should consider assessing their affirmative action compliance over the next

45 days to determine whether they have any significant issues that need to be addresses before OFCCP sends

scheduling letters next month.

Andrew Turnbull represents companies on a broad range of labor and employment litigation and counseling

matters. He is of counsel in Morrison & Foerster’s Northern Virginia office and can be reached

at aturnbull@mofo.comwith any questions regarding this alert.

mailto:aturnbull@mofo.com
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OFCCP ISSUES NEW DIRECTIVE FOR ANALYZING 
COMPENSATION DURING AUDITS

By: Andrew Turnbull

Editor’s note: Andrew Turnbull will discuss this new Directive and its

impact on OFCCP audits during  his October 3, 2018 co-presentation

with Welch Consulting, The Compensation Conundrum: OFCCP Comp
Audits In An Evolving Pay Equity Landscape.  Register to

participate via webinar or in person in MoFo’s Northern Virginia office.

On August 24, 2018, the Office of Federal Contract Compliance Programs (“OFCCP” or the “Agency”)

released Directive 2018-05, Analysis of Contractor Compensation Practices During a Compliance Evaluation (the 

“Directive”), rescinding Directive 2013-03 (referred to as Directive 307) and providing for more transparent and 

consistent standards when analyzing  contractors’ pay.  Unlike the open-ended and vague approach under the 

Obama administration’s Directive 307, OFCCP’s new Directive requires OFCCP’s pay analysis to mirror 

contractors’ compensation systems and provides contractors more clarity on how the Agency will review 

compensation.  While the Directive is a step in the right direction, it is too early to tell how this Directive will 

actually impact compensation audits.

Background on Directive 307

On February 28, 2013, OFCCP issued Directive 307, rescinding it previous compensation guidelines in favor of 

an open-ended process for reviewing contractors’ compensation practices. Directive 307 provided for a case-by-

case approach using a range of analytical tools and required compliance officers (COs) to group employees into 

Pay Analysis Groups (“PAGs”).  While Directive 307 defined PAGs as “group of employees who are comparable 

for purposes of the contractor’s pay practices,” it allowed COs to group into PAGs employees who were not 

similarly situated under Title VII principles, such as AAP job group or EEO-1 category.  Because Directive 307 

lacked clear guidance on the statistical methodology OFCCP would employ to analyze pay decisions or how it 

would treat legitimate, nondiscriminatory factors, contractors were unable to effectively conduct their own pay 

analyses.  In practice, OFCCP also tended to rely exclusively on statistical evidence to issue findings of 

discrimination under Directive 307, sometimes without allowing contractors to provide possible 

nondiscriminatory reasons for pay differences.

 Directive 2018-05

The Directive acknowledges that “contractors lack[ed] the clear guidance Directive 307 intended to give.” 

Through the new Directive, OFCCP aims to rectify this issue by: (1) clarifying and providing transparency to 

contractors about OFCCP’s approach to compensation audits; (2) improving consistency and efficiency during 

compliance evaluations; and (3) providing guidelines to allow contractors to conduct their own self-evaluations 

of their compensation practices.
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Similarly Situated Analysis Groupings
The Directive slightly changes the controversial use of PAGs under Directive 307.  Although OFCCP will continue 

to use PAGs, its analysis will be based on similarly situated groups of employees that “mirror” the contractor’s 

compensation system.  OFCCP defines similarly situated employees as those who “would be expected to be paid 

the same based on: (a) job similarity (e.g., tasks performed, skills required, effort, responsibility, working 

conditions and complexity); and (b) other objective factors such as minimum qualifications or certifications.

OFCCP will use the following process when comparing similarly situated employees for indicators of systemic 

discrimination:

Develop PAGs of comparable employees; and

Statistically control for structural differences among members of the PAG (e.g., division, business unit, product

line, location) and individual employee characteristics relevant to the contractor’s pay determinations (e.g., tenure,

prior experience, education, grade level, etc.).

OFCCP says that it will use information about the contractor’s compensation hierarchy and job structure to

develop “meaningful PAGs.”  For example, an “IT contractor may base its job structure on job family or job

function, and OFCCP may further control for the next level or functional hierarchy.”  If the contractor does not

provide OFCCP with information on its job structure or hierarchy, OFCCP may conduct its preliminary analysis

using EEO-1 or job groups.

After analyzing pay data for systemic discrimination, OFCCP may conduct comparative analyses of small groups

(usually less than 30 incumbents according to OFCCP) of similarly situated employees for discriminatory pay

practices.  OFCCP will also look for possible promotion or steering issues if there is concentration based on sex,

race, or ethnicity across PAGs or in particular job titles.

Statistical Methodology

In a stark departure from Directive 307, the new Directive identifies the statistical methodology OFCCP will use

to investigation contractors’ compensation.  The Directive instructs investigators to generally apply the following

principles when analyzing contractors’ pay data:

Use multiple linear regression analysis, and, in “rare instances,” use non-statistical analysis, such as cohort

analysis, where the PAGs are very small;

Separately analyze base pay, total compensation, and, if necessary, other items of compensation, such as bonuses;

Create a salary log in the regression model to account for different pay distributions within PAGs; and

Analyze statistical outliers for indicators of inappropriate PAGs.

The Directive identifies variables OFCCP will use as controls in its regression model, including controls for 

race/ethnicity, tenure, education, prior experience, job level/grade, market salary surveys, and performance. 

The Agency will test all variables and exclude those that it determines are tainted by discrimination.

Anecdotal Evidence Considered

The Directive moves away from the Agency’s nearly exclusive reliance on statistics by requiring a “holistic 

review” of contractors’ compensation practices, including reviewing contractors’ compensation policies, 

interviewing contractors’ pay experts, and considering contractors’ EEO and diversity and inclusion policies.  
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The Directive states that OFCCP “will be less likely to pursue a matter where the statistical data are not 

corroborated by non-statistical evidence of discrimination unless the statistical evidence is exceptionally strong” 

or OFCCP is unable to uncover anecdotal evidence during its investigation, such as biased statements, examples 

of differential treatment, or contradictory information about the contractor’s compensation practices.   While 

OFCCP is not waiving its right to pursue claims purely based on statistics, contractors will now have an 

opportunity to challenge statistical findings by OFCCP that are not supported by anecdotal evidence.

Transparency

Continuing with OFCCP’s recent commitments to transparency, the Directive requires OFCCP to provide 

contractors with certain information about its compensation analysis so they can assess the Agency’s findings. 

The Directive requires OFCCP to:

provide written notice of “the general nature of any preliminary compensation disparities that warrant further

information requests or onsite review,” such as “[c]ompensation policies and practices with respect to women in

production, sales, and management”;

provide contractors with the “individual-level data necessary for the contractor to replicate the PAGs and

regression results” when OFCCP issues a Pre-Determination Notice (“PDN”); and

make its statisticians and labor economists available during the conciliation process “as necessary” to answer

questions about its process and assumptions it made in calculating back pay.

Although contractors will now have a better sense of the types of pay disparities OFCCP is investigating, these

preliminary indicators will not limit the scope of OFCCP’s review or investigation into other areas.

Confidentiality of Pay Data

To address concerns about the confidentiality of contractors’ pay data, the Directive clarifies that contractors

concerned with revealing pay data can use alphabetic or numeric coding or use an index for pay or pay ranges

that are consistent with the ranges assigned to each job group, although contractors will need to provide full

access to all information if OFCCP conducts an onsite.   OFCCP also said that it does not release pay data while

audits are open and will provide contractors with a notice and an opportunity to object before releasing their pay

data in response to Freedom of Information Act requests.

Effective Date and Applicability to Current Audits

The Directive applies to all compliance evaluations scheduled on or after August 24, 2018.  For compliance

evaluations opened before August 24, OFCCP will apply the standards in the Directive to “the extent they do not

conflict with OFCCP guidance or procedures prior to the effective date” of the Directive.

Practical Implications

Contractors should not interpret the new Directive to signal that OFCCP will relax its investigation of pay claims. 

Instead, the Directive highlights that elimination of pay discrimination remains “a key enforcement priority” that

OFCCP will continue to vigorously investigate during audits and seek significant remedies where it determines

there are unexplained pay disparities based on race or gender.
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Although it provides contractors with more clarity and predictability of how OFCCP will review compensation,

the Directive retains some of the problematic aspects of Directive 307.  For example, COs will still have discretion

to lump into PAGs employees who may or may not be similarly situated, despite the Directive instructing COs to

follow the contractor’s job structure.  The Directive also fails to provide some important details.  For example,

although OFCCP plans to provide information about its disparity findings, whether OFCCP will provide the

actual data contractors need to replicate the regression model OFCCP used to find discrimination or just provide

the results of the regression with some minor details for how PAGs were developed is unclear

It is yet to be seen how these standards will actually be applied by the COs running the day-to-day audits.  In the

meantime, contractors should continue conducting proactive, privileged self-analysis and align those analyses

with the guidelines in the Directive.  Conducting proactive and privileged analysis will not only allow contractors

to forecast potential issues that may arise during OFCCP audits, but also potentially allows contractors to

remediate issues before an audit begins and create defenses for possible claims under the Equal Pay Act and the

growing patchwork of state and local pay equity laws.



Damien Specht
Steve Cave

TRENDS AND PROBLEMS IN 
GOVERNMENT CONTRACT M&A

Date

• Hot Diligence Issues

• Dealing With Noncompliance

• Continuing Increase in Asset Transactions and
Divestitures

• Divestitures and Pending Proposals

• Small Business Recertification

Quick Agenda

Morrison & Foerster LLP 1



• Compliance focus areas change over time.

• Recently, there has been a real focus on:

• GSA Schedule/Most Favored Customer Compliance

• Labor Mapping

• Small Business Compliance

• Intellectual Property Tracking

Current Trends in Diligence

Morrison & Foerster LLP 2

• Even with Transactional Data Reporting, these issues
remain problematic.

• Does the target have documented in its negotiation file
how the “basis of award” customer was established?

• How does the target track sales to ensure that it is in
compliance with the most favored customer
requirements?

• Does the target have policies and procedures for ensuring
timely reporting of sales and payment of the Industrial
Funding Fee to GSA?

• How does the target determine whether task orders
issued under its GSA Schedule contract are in scope?

GSA Schedule Issues

Morrison & Foerster LLP 3



• If the target has services contracts, how does it confirm
that staff meet contractual requirements:

• At the time of award?

• Over time as there is turnover?

• Is this an HR or program management function?
• Does the company understand the issue and have policies

around it?
• Is subcontractor staffing reviewed against prime contract

requirements?
• This is often a multi-million dollar issue, with a number

of recent settlements.

Labor Mapping

Morrison & Foerster LLP 4

• Does the target claim to be a small business in SAM?

• Or in teaming agreements, subcontracts or annual vendor
certifications?

• Does the business really understand the complicated
affiliation rules?

• If it participates in a socio-economic program, does the
business meet the ownership requirements?

• What percentage of work are subcontractors performing?

Small Business Issues

Morrison & Foerster LLP 5



• Has the target documented a baseline of all its intellectual
property that was developed at private expense?

• Does the target have a process in place to thoroughly
document development work and track the source of
funding (e.g., at private expense or funded by the
government)?

• Does the target have a system of recordkeeping that
provides centralized control and preservation of records?

Intellectual Property Issues

Morrison & Foerster LLP 6
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• Significant issues identified in a due diligence review
frequently can be dealt with through a combination of
mitigation strategies

• Corrective actions prior to closing

• Disclosure prior to closing

• Representations, warranties, covenants and/or special indemnity
coverage

• Carve out segregable business units/contracts/territories out of
the transaction (subject to asset restrictions, or creation of a new
entity with separate ownership interests)

Non-Compliance Mitigation Strategies

Morrison & Foerster LLP



• Vast majority of transactions in our space are stock
transactions due to novation requirements

• In recent years, we have seen an increase in asset
transactions

• Acquisition of specific contracts

• Spin-off from larger transaction or existing business

• Avoidance of compliance issues

• Notable divestitures in the consulting space
• PWC Public Sector to Veritas

• Navigant sale of two business sectors to Ankura and Madison Dearborn

Continued Increase In Asset Transactions and Divestitures

Morrison & Foerster LLP 8

• Identification of required assets

• Integration challenges

• Novation requirements (articulated in FAR 42.1204)
• Time consuming

• Obtaining approval for a novation request can take many months or greater
than a year

• Requires acquiring entity to act as a subcontractor even though it technically
acquired all related assets

• Requires selling entity to continue to exist and “guarantee” performance until
novation is ultimately approved

• Cumbersome submission process

• Paper submission of all required documents including purchase agreement,
opinion of counsel, relevant financials, and board consents

• Submission requirements from both buyer and seller must be coordinated
and can prolong the submission, which ultimately delays approval of the
request

Challenges In Asset Transactions

Morrison & Foerster LLP 9



• What happens to a pending proposal after a transaction?

• What GAO has said: “There can also be no dispute that the substitution
of a new prime contractor, in place of the original offeror, may well have
a material effect on both the costs incurred and technical approach
employed during contract performance.” Wyle (2013).

• What agency evaluators have said: “It is unknown, and unknowable,
what impacts the new LM-Leidos corporate structure will have on future
performance, whether past performance is still a predictor of future
performance of offerors, and how small business will be utilized.
Therefore, there are potential risks associated with the delivery of the
technical capabilities proposed. Based on the above, LMIS’s proposal
should therefore not be considered for award.” LMIS (2016).

Evolving Treatment of Pending Proposals

Morrison & Foerster LLP 10
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• If possible, proposal should be submitted by the intended performer
of the contract and reflect actual costs.

• If considering a spin off or divestiture, avoid claiming technical
qualifications or past performance that may leave with that entity.

• If you will need resources that may be spun off or sold, consider
including a proposal to issue a subcontract to access those resources
during performance.

• Recognize that proposals for cost-type contracts are at risk of a
finding that performance costs are essentially unknowable.

• If the restructuring or acquisition is uncertain or will happen well
after award date, it may be better to say nothing in the proposal.

Pending Proposal Strategies

Morrison & Foerster LLP



Small Business Recertification: Will It Transfer?

• 8(a) Contracts?
• No. 13 CFR 124.515(a)

• But there is a waiver process.  13 CFR 124.515(b)

• Small Business Set Asides?
• Yes.

• But the Agency can no longer claim credit. 13 CFR 121.103.

• Multi-Award IDIQ
• Case by case basis

• Is recertification required for each Order?

• Is there an On Ramp or Off Ramp?

Morrison & Foerster LLP 12

• Increasing set aside awards has led to an increase in
investments in those businesses.

• The trick is keeping a business “small” after investment.

• Balancing protecting investment with “control”

• Impermissible controls

• Preventing a quorum or otherwise block action by the board of
directors or shareholders.

• Supermajority requirements for day-to-day actions

• Control over executive hiring, firing, compensation

• SDVOSB and 8(a) programs may limit restrictions on transfer

Investing In Small Business 

Morrison & Foerster LLP 13



• Permissable controls

• Generally follow the VA regulations although no case decided to
date

• Relate to protection of investment

• Can always find affiliation via “totality of the circumstances”

• Issuance of additional stock

• Amendment of charter or bylaws

• Entry into substantially different lines of businesses

• Adding new members to a limited liability company

• Dissolution of the company

Investing in Small Business (cont’d)

Morrison & Foerster LLP 14



W. Jay DeVecchio
Locke Bell

BEING PREPARED FOR ASSAULTS 
ON YOUR DATA & SOFTWARE 
RIGHTS

Date

• Rights in technical data and computer software are increasingly a
topic of dispute between contractors and the Government,
particularly the Department of Defense (DOD).

• This is because of three forces:

1) Congressional and DOD initiatives to acquire rights in data and
software sufficient to implement DOD’s modular open systems
approach (MOSA), which is intended to allow DOD to swap one
supplier’s subsystems with another’s;

2) Independent, overreaching actions by DOD contracting activities
to acquire operation, maintenance, installation, and training
(OMIT) data they claim to need for long-term support; and

Increasingly Aggressive Agencies

1Morrison & Foerster LLP



3) The escalating practice of agencies seeking priced options from
contractors to relinquish data rights in exchange for more
favorable best value evaluations, which is an attempt to end run
the statutory prohibition of 10 U.S.C.A. § 2320(a)(2)(H) against
requiring contractors “as a condition of being responsive to a
solicitation or as a condition for award, to sell or otherwise
relinquish to the Government any rights in technical data related
to items, components, or processes developed at private
expense.”

Increasingly Aggressive Agencies

2Morrison & Foerster LLP
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• All of this means contractors need to understand
clearly how the data rights clauses in the Federal
Acquisition Regulation (FAR) (applicable to
civilian agencies) and the Defense FAR
Supplement (DFARS) (applicable to defense
agencies) actually work, rather than how they
commonly are misunderstood to operate.

Increasingly Aggressive Agencies

Morrison & Foerster LLP
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• If a company has developed something at private expense without
being paid to do it under a contract, who should own that thing and
its associated technical data?

• The company of course.  That’s common sense.

• If a company owns something, doesn’t it have the right to sell,
lease, or license it to anyone it pleases?

• Certainly it does, that’s common sense too.

Simplicity in Government Contracts

Morrison & Foerster LLP
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• That is exactly how the data rights clauses in your government
contract work.

• If your company has paid to develop an item, component, or
software without government contract (or subcontract) payment for
that development, you have the ability to:

• Limit the government’s rights in technical data,

• Restrict the government’s rights in software, and

• Sell, lease, or license that thing to third parties.

Simplicity in Government Contracts

Morrison & Foerster LLP
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• Under the data rights clauses, an item or software generally is
considered to have been developed when

reasonable people skilled in the applicable 
art say there is a high probability it will work as intended.

• This means a company can develop something for data rights
purposes before the final version of the item or software, e.g.,

• A rough prototype or engineering model

• Beta software

When Does Development Occur?

Morrison & Foerster LLP
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• Government may take the position that it obtains unlimited rights
in the entire item as a result of funding improvements.   This is too
broad an interpretation.

Bell Helicopter Textron:

All “development” of an item or component need not 
be 100% complete.  There will often be further 
development of an item or component after it has reached 
the point of being “developed” for data rights purposes.

ASBCA No. 21192, 85-3 BCA ¶	18,415	 1985 emphasis	added .

Therefore, Improvements May Not Be 
Developments

Morrison & Foerster LLP
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• If the government pays your company directly under a contract
(or subcontract) to engage in work, such as development work, that is
not private expense.

• If your company pays for development work with any other source
of funds – properly charged to that source of funds – that is private
expense, e.g.,

• Independent Research & Development (IR&D or IRAD)

• Any other “indirect” cost account (overhead)

• Bottom line profit dollars

What Is Private Expense?

Morrison & Foerster LLP
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• Hardware has subcomponents (gears, shafts, electronics).

• Software comprises modules and subroutines.

• Development does not occur all at once, but rather at these discrete
segregable levels.

• So, it makes sense that one should figure out development and the
source of funds at these lowest component levels rather than the final
product.

• This is why the DOD regulations instruct that determining rights is
done “at the lowest practicable level.” The procurement laws and
court decisions say this, too.

Figuring This Out at the Lowest Component Level

Morrison & Foerster LLP
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Module A
Development Entirely at

Private Expense
Complete 

on January 1
Limited or Restricted

Module B
Development Entirely at

Private Expense
Complete

on February 2
Limited or Restricted

Module C
Development

With Mixed (Private and 
Government Funding)
Complete on March 1

GPR at DoD – Unlimited 
Civilian

Module D
Development

Entirely at Government Expense
Complete on April 1

Unlimited

Putting This Together: Development at the Lowest 
Component Level

Morrison & Foerster LLP
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• We’ve been discussing the government’s rights
of use under the data rights clauses.

• A right to use something is a “license”:
• Driver’s license

• Business license

• License rights are not ownership:
• You own the car you are licensed to drive.

•But your ownership is delimited by your license rights.

• You own the business you are licensed to run.

Some Legal “Common Sense”

Morrison & Foerster LLP
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• Therefore, the government gets license rights not ownership under
the data rights clauses no matter who paid for the development.

• So, even if the government gets “unlimited” license rights
because it paid for the development, the Company still owns the
rights to the data or software.

• Therefore, the company can use, sell, lease, or license the data or

software as it pleases, subject to

• National security rules

• Export control

Putting This Together: License Rights, Not 
Ownership

Morrison & Foerster LLP
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• The Contractor shall have the right to use, release to others,
reproduce, distribute, or publish any data first produced or
specifically used by the Contractor in the performance of this
contract,

Except

• As prohibited by Federal law or regulation (e.g., export
control or national security laws or regulations),

• As expressly set forth in the contract

FAR 52.227-14(d).

The Clauses Recognize This Fact

Morrison & Foerster LLP
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• License rights are defined by the contract.  If the right is not
expressed in the contract, there is no such right. (Common and legal
sense)

• There are three main data rights clauses, one for civilian agencies
(52.227-14) and two for DOD (252.227-7013 and -7014).

• There is not one word in any of those clauses stating or
suggesting that the government has title to, ownership of,
exclusive rights to, or sole rights to data or software.

Putting This Together: License Rights Are Not 
Exclusive Rights

Morrison & Foerster LLP
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• There also is not one word in any of the clauses giving the
government the right to delivery of the data or software in
which it gets license rights.

• If the government wants delivery of the data or software in which it
has rights, it knows how to (and must) specify delivery somewhere
else in the contract:

• The CDRL

• The SOW

• A “deferred ordering” or “deferred delivery” clause

Putting This Together: License Rights Do Not 
Include Delivery Rights

Morrison & Foerster LLP



• The USG’s rights to use tech data and software are specified in
the data rights clauses.  Delivery is not specified in the clauses.

• The USG’s rights of use are determined, and fixed, under the
clauses by when development occurred and who paid for it –
not by delivery.

• Therefore, the USG gets rights regardless of delivery.
• But without delivery, the government has nothing with which to exercise

its rights.

• If tech data or software are delivered, the USG owns its copy
of the data (e.g., a blueprint) or software (e.g., source code).

• But the USG’s ownership of those copies is delimited by its
license rights of use as specified in the data rights clauses.

• This is no different than ownership of your car being delimited
by your drivers license.

• You can own it but cannot drive it.  Or you can drive it, but not without
glasses!

Reconciling Ownership & License Rights

16Morrison & Foerster LLP

You Will Lose Your Rights If You Don’t Mark Data 
Software Correctly

• There are specific legends that must be put on technical data or
computer software depending upon which rights apply.  [“Magic
Words”]

• These legends are different between data and software.

• These legends are different between civilian agencies and DOD.

17Morrison & Foerster LLP



• If software is commercial, then it can be priced commercially at a fair 
and reasonable price, independent of whatever the costs were to 
develop the software.

• This is reflected in FAR Part 15, which exempts commercial items from 
the requirement to provide certified cost or pricing data under the 
Truth In Negotiations Act.

• Being exempted from having to provide cost or pricing data means
that the government does not require any detailed cost
information about the commercial item.

• FAR Part 15 provides that the government must use “price analysis” for
commercial items.  FAR 15.403-3(c)(1).  Price analysis is defined as “the
process of examining and evaluating a proposed price without
evaluating its separate cost elements and proposed profit.” FAR 
15.404-1(b)(1) (emphasis added).

18

Pricing Commercial Computer Software

Morrison & Foerster LLP

YEAR IN REVIEW: 
DEVELOPMENTS IN 2018
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• Continuing push to figure out data rights up front
• Major concerns: (1) ensuring data available for maintenance and

sustainment activities in out years and (2) ensuring sufficient data to
implement MOSA.

• Expect this to lead to more protests
• 10 U.S.C. 2320(a)(2)(H); DFARS 227.7103-1(c) and -7203-1(c):

“Offerors shall not be required, either as a condition of being responsive to a 
solicitation or as a condition for award, to sell or otherwise relinquish to the 
Government any rights in technical data related to items, components, or 
processes developed at private expense” with standard exceptions (form, fit 
and function; OMIT data); or in “computer software developed exclusively at 
private expense.” 

• Remember:  Protests challenging solicitation terms must be
filed before initial proposals.

GAO Interpreting Data Rights

Morrison & Foerster LLP
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• Sikorsky Aircraft Corp., B-416027; B-416027.2, May 22,
2018, 2018 CPD ¶ 177

• Challenge to Air Force clause “Delivery and License
Rights for Technical Data and Software Necessary for
Operation Maintenance, Installation and Training
(OMIT) (DEC 2016)”

• Addresses both delivery and license rights in one clause,
creating some potential for confusion.

• E.g., the clause defines “OMIT Data” to include both (1) computer
software and (2) detailed manufacturing or process data for the
purposes of delivery, but creates exceptions for the license grant
of unlimited rights.

Sikorsky

Morrison & Foerster LLP
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“OMIT Data” is defined for the purposes of this 
contract as all technical data, computer 
software, computer software documentation, 
computer databases and graphics pertaining to 
[the subject of the acquisition] required to 
successfully conduct all operation, maintenance, 
installation, and training activities, regardless of 
whether such activities are performed by Air Force 
military, civilian, or contract personnel.

Example Air Force Clause

Morrison & Foerster LLP
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A. OPERATION
“Operation” includes all procedures, guidance, and instructions for ground and 
inflight operating, handling, testing, emergency, utilization, familiarization, and 
functional use . . . Operation also includes all data to identify, catalog, stock,
source, acquire, procure, replenish, package, handle, store, and transport of 
the … aircraft system and [its] subsystems, assemblies, subassemblies,
components, parts, and pieces. [Emphases added.]

B. MAINTENANCE
"Maintenance" includes all scheduled and unscheduled organizational, 
intermediate, and depot-level maintenance and repair capabilities to maintain, 
inspect, test, service, adjust, troubleshoot, analyze, remove, replace, repair,
install, disassemble, reassemble, and overhaul to maintain in, or restore
to, a serviceable condition the . . . system and [training system]; and their
subsystems, assemblies, subassemblies, components, parts, and pieces
(whether hardware or software). Maintenance includes sustainment of the 
OMIT data itself.  [Emphases added]

Example Air Force Clause

Morrison & Foerster LLP
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• During protest, Air Force clarifies:  Grant of unlimited rights in OMIT
Data does not apply to computer software or detailed manufacturing
or process data (DMPD), as long as exceptions are properly asserted

• This resolved a major concern at the heart of Sikorsky’s protest.

• GAO recognizes distinction between the scope of delivery and an
agency’s usage rights:

• Usage rights are covered extensively in the DFARS

• Delivery is specific to each solicitation.

• This distinction allows the Agency to order delivery of “OMIT Data”
broader than the OMIT data in which it has unlimited rights under
DFARS 252.227-7013(b)(1)(v).

Sikorsky:  Delivery vs. Usage Rights

Morrison & Foerster LLP
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• GAO:  Government can define scope of delivery, and even if DMPD
excluded as it relates to installation and assembly activities, it is not
excluded for other maintenance, training, or operations activities.

• In short: DMPD is not categorically excluded from delivery as
OMIT Data, even though it is excluded from the grant of unlimited
rights.

Sikorsky: Delivery of DMPD

Morrison & Foerster LLP
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• Sikorsky also argued that by analogy source code should be
exempt from delivery.

• GAO: Definition of DMPD in -7013 being “technical data
that describe the steps, sequences, and conditions of
manufacturing, processing or assembly used by the
manufacturer to produce an item or component or to perform a
process,” it does not include computer software, and therefore
does not include source code.

• Formalistic analysis:  “Detailed manufacturing or process data”
is defined in -7013, but “OMIT data” is not.  Thus, Air Force
can redefine OMIT Data as it pleases, but Sikorksy cannot
reasonably interpret DMPD to include source code.

Sikorsky: Delivery of Source Code

Morrison & Foerster LLP
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1) Carefully review RFPs when they come in for this and other unique
clauses, and educate your program teams on implications;

2) Revisit with your contracts team some of the basics of data rights –
e.g., what is technical data vs. software; what the DFARS data
rights clauses do (rights of use) and not do (delivery); and

3) Be mindful of timelines for raising protest issues, so these matters
can get raised to legal and management in sufficient time to make
informed decisions about how best to resist the clauses.

Sikorsky: Takeaways

Morrison & Foerster LLP
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• VT Halter Marine, Inc., B-415510.2 et al., Jan. 24, 2018,
2018 CPD ¶ 62

• RFP:  “The Data Rights Adjustment will evaluate information
submitted . . . to assess the Government[']s anticipated future savings
based on the degree to which the delivered Government Format
Production Level TDP and computer software will support future
sustainment activities . . . including full and open competitive
acquisitions of spare parts. The resulting Data Rights Adjustment will
be subtracted from the Offeror’s Evaluated Contract Cost/Price.”

• Awardee offered to provide unlimited rights in all software, received
$39,000,000 price credit.

Evaluated Price Credits for Rights in Data

Morrison & Foerster LLP
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• Contractor shipped to Army base in Afghanistan a box of
20 compact discs (each with shrinkwrap and clickwrap),
installation instructions, a letter to the CO, and a long-
form, amended commercial license.  The CO never signed
it.

• Held:  “[T]he government can be bound by the terms of a
commercial software license it has neither negotiated nor seen
prior to the receipt of the software, so long as the terms are
consistent with those customarily provided by the vendor to other
purchasers and do not otherwise violate federal law.”

CiyaSoft Corp., ASBCA Nos. 59519, 59913

Morrison & Foerster LLP
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• Held:  “[A]n implied duty exists that the licensee [e.g., the
Government] will take reasonable measures to protect the
software, to keep it from being copied indiscriminately, which
obviously could have deleterious effect on the ultimate value of the
software to the licensor.”

• Held:  Modifications to software (e.g., manual instead of online
registration) did not change commercial status where “the change
does not affect the core purpose of the software” and “merely
substituted” one form of registration for another.

• Held:  Modified license still valid as commercial license where it did
not “differ materially” from that customarily provided and “core
function or purpose” of the license did not change.

CiyaSoft (cont’d)

Morrison & Foerster LLP
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• FastShip LLC, 892 F.3d 1298 (Fed. Circ. 2018)
• Defines “manufacture” for purposes of 28 U.S.C. § 1498 to mean “a

product is ‘manufactured’ when it is made to include each limitation of
the thing invented and is therefore suitable for use.”

• Oshkosh Defense, LLC, Case No. 18-404 (Fed. Cl.)
• Government attempt to proceed under DFARS 252.227-7013(h)(2),

giving it the right to remove nonconforming markings without challenge
process, despite having already issued formal challenge under DFARS
252.227-7037.

• Dispute over scope of form, fit, and function data; OMIT data.

Other Noteworthy Litigation

Morrison & Foerster LLP
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• Section 866:  Congress initially proposed to allow DoD to
treat technical data and software as subject to unlimited rights
while a restrictive marking challenge was pending.  Instead, the
final NDAA more or less repeats the current “urgent and
compelling circumstances” override language in the DFARS,
with a slight change:

“Upon filing of a suit or appeal [challenging a final decision on 
restrictive marking justification] . . . the Secretary of Defense, or a 
Secretary of a military department for programs for which milestone 
decision authority has been delegated, on a nondelegable basis, may, 
following notice to the contractor or subcontractor, authorize use of the 
technical data in dispute if the Secretary determines in writing that 
compelling mission readiness requirements will not permit 
awaiting the final decision by the agency Board of Contract Appeals or 
the United States Claims Court.’’

FY 2019 NDAA

Morrison & Foerster LLP
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• Section 868 requires implementation of recommendations from Defense
Science Board Task Force on the Design and Acquisition of Software, e.g.:

1. Establish a common list of source selection criteria for evaluating “software factories,” 
including “at least a pass-fail ability to construct a software factory.”

2. Adopt continuous iterative development best practices.
3. Use multiple contractors at first, with a down-select after at least one proves it can 

achieved desired result
4. “Software is Immortal” – would require source selection criteria to consider licensing 

restrictions and require broad delivery and escrow of data. “Selection preference 
should be granted based on the ability of the United States to reconstitute the software 
framework and rebuild binaries, re-run tests, procedures, and tools against delivered 
software, and documentation.”

5. Establish research and experimentation programs around the practical use of machine 
learning in defense systems with efficient testing, independent verification and 
validation, and cybersecurity resiliency and hardening as primary focus points.

“The conferees agree with the report's emphasis on shifting the Department of 
Defense’s treatment of software as solely a development activity to 
understanding that it is enduring and that, therefore, traditional 
models of hardware sustainment are not suited to the treatment of 
software in the acquisition process.”

FY 2019 NDAA

Morrison & Foerster LLP
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• Section 865 expands the presumption that a commercial item has
been developed at private expense to apply to all commercial items,
whereas before there were some exceptions for major weapons
systems and components thereof. Now, the statute requires a CO to
presume any commercial item was developed at private expense,
unless DoD can produce information demonstrating otherwise.

• Section 867 softens the requirement for DoD to negotiate a price for
technical data prior to selecting an EMD or production contractor,
adding that it only must do so “to the maximum extent
practicable.” It also extends the requirement to sustainment
contracts, as well.

FY 2019 NDAA

Morrison & Foerster LLP
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• Section 869 adds some new programs to DoD’s Agile software
development pilot program established in the FY 2018 NDAA,
requires DoD to establish a Community of Practice to share lessons
learned and best practices, and calls for a report on the status of the
pilot program.

• Section 870 requires a report on the “feasibility and advisability of
requiring access to digital technical data in all future acquisitions,”
that shall include a “digital data standard for technical data” for use
with regard to 3D printed parts.

FY 2019 NDAA

Morrison & Foerster LLP
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GSA List of Conflicting Commercial Terms
• In February 2018, GSA finalized its list of common commercial

supplier agreement terms that are “inconsistent or create
ambiguity with Federal Law” in GSAR 552.212-4 :

1. Applicability 7. No automatic renewals

2. End User 8. Indemnification

3. Law and Disputes 9. Audits

4. Continued Performance 10. Taxes or Surcharges

5. Arbitration; equitable or 11. Non-Assignment
injunctive relief

6. Additional terms 12. Confidential Information

Morrison & Foerster LLP

Government Right to Title in Inventions
• Government may take title if timeline/reporting

procedures are not followed

Ability to correct

• Old method:  provide notice and election and wait 60
days for government objection

• New rules:  Government objection period is indefinite.
• Proper training of employees and strict adherence to timelines should be

a priority.

• Note requests for extensions of time (e.g., to elect, file patent
applications) now permitted.

Bayh-Dole Regulatory Update

37Morrison & Foerster LLP
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• Contractors now required to have employees sign
agreements requiring prompt disclosure of inventions
and assigning all rights in the inventions to the
contractor.

• Declined to extend Bayh-Dole rights to foreign
collaborators; kept requirement for substantial U.S.
manufacture.

• Government now may take title in an abandoned
application only if non-provisional.

• Confirm application to contracts, grants, cooperative
agreements with large businesses.

Bayh-Dole Regulatory Update (cont’d)

Morrison & Foerster LLP
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FEATURE COMMENT: Data Rights Assault: 
What In The H (clause) Is Going On 
Here? Air Force Overreaching On OMIT 
Data

There have been occasional disputes over the years 
about what comprises “operation, maintenance, 
installation, and training” (OMIT) technical data 
in which the Government obtains unlimited rights 
regardless of contractor development at private ex-
pense. This is due largely to the absence of any defi-
nition of those words in the data rights regulations, 
which leaves room for debate about their breadth. 
But two things have not been open to debate: One is 
that “detailed manufacturing and process data” are, 
by law and regulation, not OMIT data. 10 USCA § 
2320(a)(2)(C)(iii). The other is that computer soft-
ware is not OMIT data, because software, also by 
statutory and regulatory definition, is not technical 
data, and, under 10 USCA § 2320, OMIT unlimited 
rights apply only to technical data. 

The Air Force appears to have disregarded these 
inconvenient laws and facts by pursuing a special 
“H” clause that violates both of these principles, 
transgresses the prohibitions of 10 USCA § 2320(a)(2)
(H) against compelling a contractor to relinquish its
data rights as a condition of responsiveness or award, 
and appears to have been promulgated improperly.
This clause is “LCMC/WLZ - H001 DELIVERY AND
LICENSE RIGHTS FOR TECHNICAL DATA AND
SOFTWARE NECESSARY FOR OPERATION,
MAINTENANCE, INSTALLATION AND TRAINING 
(OMIT).” Contractors should consider challenging this
provision through pre-award protests.

OMIT Technical Data Is a Statutory Cre-
ation—The unlimited rights grant for OMIT data 

is codified at 10 USCA § 2320, “Rights in technical 
data.” Everything about this statute pertains to 
technical data, nothing else. And OMIT is entirely 
a creature of this statute, existing nowhere else in 
the Department of Defense data rights laws. Thus, 
by statute, OMIT data are only technical data and 
nothing else, such as software. This conclusion is 
given force by the statutory definition of technical 
data found in 10 USCA § 2302(4): 

 The term “technical data” means recorded 
information (regardless of the form or method of 
the recording) of a scientific or technical nature 
(including computer software documentation) 
relating to supplies procured by an agency. Such 
term does not include computer software.

It similarly is given force by the Department 
of Defense Federal Acquisition Regulation Supple-
ment (DFARS) contract clause for noncommercial 
computer software, 252.227-7014, which, consistent 
with the statutes and their definitions, does not 
contain any exception for unlimited OMIT rights 
in computer software. 252.227-7014(b)(1). 

The DFARS similarly does not contemplate OMIT 
for commercial computer software, because in 1995 
the DFARS eliminated any clause or specific require-
ments—OMIT or otherwise—for commercial comput-
er software. DFARS 227.7202-4. Instead, commercial 
software is acquired via a software license agreement. 
This historically has meant “standard” commercial li-
censes modified (if at all) to avoid inconsistencies with 
federal procurement laws and, occasionally, otherwise 
to meet the Government’s needs. DFARS 227.7202-
1(a); 227.7202-4. OMIT rights are alien to commercial 
software licenses. Any unique rights of use, such as 
H001’s OMIT, require a “transfer of rights mutually 
agreed upon.” DFARS 227.7202-1(c)(2). A mandatory 
solicitation requirement cannot fairly be character-
ized as a mutual agreement. More on commercial 
computer software a few pages from now.

The technical data rights syllogism of § 2320 
is straightforward. Subsection 2320(a)(2)(B) recog-
nizes contractor rights in private development and 
provides exceptions to those rights:
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 Except as provided in subparagraphs (C), 
(D), and (G), in the case of an item or process that 
is developed by a contractor or subcontractor 
exclusively at private expense, the contractor 
or subcontractor may restrict the right of the 
United States to release or disclose technical 
data pertaining to the item or process to persons 
outside the government or permit the use of 
the technical data by such persons.

Of the three exceptions, only “(C)” is relevant 
here. Specifically for OMIT, the statute at 2320(a)(2)
(C)(iii) provides that the ability to restrict the Govern-
ment’s rights does not apply to technical data that:

is necessary for operation, maintenance, instal-
lation, or training (other than detailed manu-
facturing or process data, including such data 
pertaining to a major system component). 

Accord DFARS 252.227-7013(b)(1)(v); 227.7103-5(a)
(5). In turn, the DFARS clause addressing “Rights 
in technical data—noncommercial items,” 252.227-
7013(a)(6), defines detailed manufacturing or process 
data as:

 technical data that describe the steps se-
quences and conditions of manufacturing, pro-
cessing or assembly used by the manufacturer 
to produce an item or component or to perform a 
process.

If we stop right there, we know at least two points 
with certainty: First, by law, OMIT data are technical 
data and not software. Second, by law, technical data 
that would allow an item to be manufactured cannot 
be OMIT data. With those two points squarely in 
mind, let’s look at the Air Force’s H001.

The Air Force Clause—H001 is an ambitious 
clause. Although it is tailored for specific procure-
ments, the core provisions of the clause remain 
unchanged from acquisition to acquisition and are 
designed not only to give the Air Force unlimited 
rights in just about any and everything that one 
might imagine to be OMIT data, but also to secure 
delivery of all those things and to assure acquisition 
of and rights to them from all tiers of suppliers. The 
breadth of the clause, and its problematic aspects, are 
reflected at the outset in its definitions. 

Here are the first two (of five) definitions, ex-
cerpted from an aircraft program:

1. “OMIT Data” is defined for the purposes of
this contract as all technical data, computer
software, computer software documentation,
computer data bases and graphics pertaining

to [the subject of the acquisition] required to 
successfully conduct all operation, maintenance, 
installation, and training activities, regardless 
of whether such activities are performed by Air 
Force military, civilian, or contract personnel.
A. OPERATION
“Operation” includes all procedures, guidance,
and instructions for ground and inflight operat-
ing, handling, testing, emergency, utilization,
familiarization, and functional use of the Aircraft, 
Engine(s), Support Equipment (SE), Aircrew
Training Devices (ATDs), and Ground Training
Devices (GTDs) to perform their intended func-
tions. Operation also includes all data to iden-
tify, catalog, stock, source, acquire, procure,
replenish, package, handle, store, and transport
of the … aircraft system and [its] subsystems,
assemblies, subassemblies, components, parts,
and pieces. [Emphases added.]

The clause’s grant of unlimited rights in these
OMIT “data” is as stark as it unambiguous:

License Rights. Contractor hereby grants or shall 
obtain for the Government unlimited rights in 
all technical data, computer software, computer 
databases, graphics, and computer software docu-
mentation necessary for OMIT. [H001(c).]

It is apparent immediately that the OMIT defi-
nition and license rights are inconsistent with the 
statute and DFARS. There are no statutory or regu-
latory OMIT unlimited rights in computer software, 
yet “computer software” is squarely in H001’s opening 
paragraph. This alone is grounds for challenging the 
clause.

The next paragraph defining “Operation” com-
pounds the Government’s problem. There is no mean-
ingful, even discernible, difference between this defini-
tion’s requirement for “all data” that will allow the Air 
Force to “stock, source, acquire, [and] procure” the end 
item (as well as any and all of its components) and the 
prohibitions on OMIT data’s including detailed manu-
facturing or process data, which is defined as the data 
necessary for the manufacturer “to produce an item or 
component.” DFARS 252.227-7013(a)(6). One cannot 
“stock, source, acquire, or procure” an item unless it 
can be produced, and it cannot be produced without 
“detailed manufacturing or process data”—at least not 
for any amount of money the Government tends to have 
available. This is contrary to law.

Furthermore, both aspects of the clause also run 
afoul of the longstanding prohibition in 2320(a)(2)(H) 
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against compelling a contractor to relinquish its data 
rights as a condition of responsiveness or award:

A contractor or subcontractor (or a prospective 
contractor or subcontractor) may not be required, 
as a condition of being responsive to a solicitation 
or as a condition for the award of a contract—(i) 
to sell or otherwise relinquish to the United 
States any rights in technical data.

This statutory admonition is replicated in the 
DFARS at 227.7103-1(c) for noncommercial techni-
cal data and at 227.7203-1(c) for noncommercial 
computer software. 

There are very few exceptions to 2320(a)(2)(H), 
one of which is for OMIT technical data as defined 
in 2320(a)(2)(C)—i.e., not software and not detailed 
manufacturing data. The “technical data” in H001 
obviously do not meet that definition or, therefore, the 
exception. Nor does H001 set up the questionable but 
(as yet) unchallenged practice of agencies attempting 
to end run 2320(a)(2)(H) by asking offerors for priced 
options to give up their data rights in exchange for a 
more favorable rating. H001 simply demands giving 
them up. 

When a procurement solicitation includes pro-
visions that are contrary to law or regulation, the 
Government Accountability Office and the Court of 
Federal Claims will sustain timely pre-award pro-
tests challenging the provisions. E.g., Delex Sys., Inc., 
Comp. Gen. Dec. B-400403, 2008 CPD ¶ 181 at 8–9 
(sustaining protest where solicitation was not set aside 
for small businesses, in violation of statute); 50 GC 
¶ 404; Crane & Co., Inc., Comp. Gen. Dec. B-297398, 
2006 CPD ¶ 22 (sustaining protest where solicitation 
provided for the award of contracts for a period of per-
formance exceeding the statutory time limit); 48 GC  
¶ 117; Palantir USG, Inc. v. U.S., 129 Fed. Cl. 218 (2016) 
(sustaining protest where agency issued a solicitation 
for a developmental contract, without first conducting 
a commercial availability determination, as required 
by statute); 58 GC ¶ 430. 

An Improper Deviation—There may well be 
another fundamental infirmity in H001, depending 
on how it was promulgated. DOD agencies, depart-
ments, and contracting activities are permitted to 
issue contract clauses, such as Air Force H001, that 
deviate from the FAR or DFARS. DFARS Subpt. 
201.4 describes the circumstances in which this can 
be done properly. Although the provenance of H001 
is unclear, there is no indication it meets any of the 
requirements for DFARS deviations.

Individual or class deviations can be authorized 
at various levels within DOD. No deviation is permis-
sible, however, with respect to the FAR or DFARS 
data rights provisions without the approval of the Di-
rector of Defense Procurement and Acquisition Policy, 
Office of the Under Secretary of Defense (Acquisition, 
Technology and Logistics) (OUSD(AT&L)DPAP). 
DFARS 201.402(1)(ii). There is no evidence this has 
occurred for H001. If not, it is an unauthorized clause.

Moreover, even if this absolute secretarial approv-
al requirement did not exist—which it does—there 
is no indication the clause was an authorized class 
deviation approved by an Air Force “senior procure-
ment executive,” as required by DFARS 201.404(b)
(ii). Nor would it qualify as a properly promulgated 
individual deviation (also known as a “local clause”). 
In accordance with DFARS 201.304(4), these clauses 
must be consistent with a department plan approved 
at the OUSD(AT&L)DPAP level, and if used repeti-
tively—as is H001—must be published as a final rule 
in the Federal Register. PGI 201.304(4)(E). If such 
publication occurred, it must have been in invisible 
ink.

“The terms and policy of applicable procurement 
regulations are to be followed, not thwarted.” McDon-
nell Douglas Corp. v. U.S., 229 Ct.Cl. 323, 327 (1982). 
Contracting officers have no authority to insert into 
solicitations or contracts clauses that, like H001, de-
viate from prescribed regulations. See id. (provision 
excluding specific invention from patent rights clause 
did not bind the Government without evidence of 
authorization in accordance with departmental proce-
dures); Beta Sys., Inc. v. U.S., 838 F.2d 1179, 1185–86 
(Fed. Cir. 1988) (Government cannot benefit from 
contract provision that violates the acquisition regu-
lations in effect at the time the contract is signed); 30 
GC ¶ 52. Moreover, a provision in a Government con-
tract that violates or conflicts with a federal statute, 
as does H001, is invalid or void. Am. Airlines, Inc. v. 
Austin, 75 F.3d 1535, 1538 (Fed. Cir. 1996); see W.G. 
Yates & Sons Constr. Co., Inc. v. Caldera, 192 F.3d 
987, 994 (Fed. Cir. 1999) (solicitation qualification 
requirement invalid and unenforceable where agency 
did not follow statutory or regulatory procedure for 
establishing it); Burnside-Ott Aviation Training Ctr. v. 
Dalton, 107 F.3d 854 (Fed. Cir. 1997) (contract clause 
purporting to divest court of jurisdiction invalid for 
violating the Contract Disputes Act).

Commercial Computer Software as OMIT—
The breadth of the clause’s OMIT coverage for soft-
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ware is obvious from the definitions, above, as well as 
from the flow-down requirement:

(d) Subcontractors and Suppliers. The contrac-
tor’s obligations in this Special contract require-
ment shall apply to all technical data, computer 
software documentation, computer databases, 
graphics and computer software, including all 
technical data developed, delivered, or otherwise 
provided by subcontractors and suppliers at any 
tier; regardless of whether the OMIT data 
is, or relates to, commercial items or non-
commercial items. The contractor shall include 
these requirements in its subcontracts or other 
contractual or legal instruments with its subcon-
tractors and suppliers at any tier. The contractor 
shall ensure all subcontractors and suppliers at 
any tier replicate this clause. [Emphasis added.]

The Air Force, nonetheless, is aware of the DFARS 
position on commercial computer software license 
agreements reflected in 227.7202, and plainly recog-
nizes that in practice some suppliers of commercial 
software will not agree to unlimited OMIT rights. 
Indeed, experience shows that some commercial 
software suppliers will not agree to any deviations 
from their purely commercial license agreements, 
even when those agreements contain provisions un-
enforceable against the Federal Government, such as 
commercial disputes clauses. In the suppliers’ view, 
this is a problem for primes to solve with agencies. Ac-
cordingly, H001 affords the Air Force the opportunity 
to gauge how many commercial software suppliers 
will not agree to the clause but rather may pursue 
a license agreement. That said, H001 constrains 
software suppliers to only two options. Specifically, 
the unlimited OMIT rights license grant in H001(c) 
contains this proviso:

Any exceptions to this grant for computer software 
shall be identified and asserted as a restriction 
on computer software pursuant to LCMC/WLZ 
– H002 and shall include any assertions for com-
mercial computer software required for OMIT, 
which shall be subject to a commercial license 
consistent with DFARS 227.7202-1(a) and AFMC 
STD8 clause, Alternate I and Alternate III 
only. [Emphasis added.]

The reference to H002 is to a clause entitled 
“IDENTIFICATION AND ASSERTION OF RE-
STRICTIONS ON TECHNICAL DATA AND COM-
PUTER SOFTWARE (DEC 2016),” which requires 
identifying restricted or limited rights more compre-

hensively than prescribed by the DFARS basic iden-
tification clause —252.227-7017. “Identification and 
assertion of use, release, or disclosure restrictions”—
and requires “copies of negotiated, commercial, and 
other non-standard licenses.”

The more troublesome reference in H001 is to the 
AFMC STD-8 clause (also referred to as AFMC STD-
H006), Commercial Computer Software License (Dec 
2016). This clause is a multi-page doozy, worthy of an 
article unto itself. Here is a portion of its introduction:

In accordance with the present clause, the Con-
tractor shall provide license agreement informa-
tion for all COMMERCIAL computer software 
licenses to be obtained on behalf of or transferred 
to the US Government under this contract. In 
this arrangement, the Government may ultimate-
ly become the Licensee in certain COMMERCIAL 
computer software licenses, which software is 
specifically defined at DFARS 252.227-7014(a)
(1). In order to permit the Government to become 
a Licensee in the COMMERCIAL computer 
software licenses, the Contractor shall first pre-
review the COMMERCIAL computer software 
licenses intended for transfer to the Government 
to verify compliance with any one of Alternatives 
I, II or III, as shown below.

The three referenced Alternatives provide de-
scending levels of specificity, and, ostensibly, increas-
ing levels of acceptability to recalcitrant software 
suppliers. But under H001, only Alternatives I and 
III are available.

Alternative I is the most comprehensively word-
ed, spelling out each type of software license clause 
that is unacceptable or, arguably, inconsistent with 
federal procurement law (e.g., no audit, injunctive 
relief, attorneys’ fees, or warranty disclaimers). It 
also includes an array of obligations, such as making 
the license perpetual and transferable, and requiring 
mapping the licensed software to specific contract line 
item numbers, contract data requirements lists, and 
deliverables.

Alternative II does away with the details of Alter-
native I, and simply has the suppliers agree: 

 In the event that any of the provisions of the 
present Software License are determined to be 
inconsistent with Federal procurement law(s); 
DFARS section 227.7202 and/or said contract, the 
parties to the present Software License hereby 
agree that said provision(s) shall be null and 
void. In the event that any of said provision(s) are 
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rendered null and void, as described hereinabove, 
the remaining provision(s) of said License shall 
remain in full force and effect.

Alternative III is the most insidious, and is for 
use “when the Licensor will not agree to the terms 
and conditions cited above in Alternatives I and II; 
and/or as contained in DFARS 227.72.” In that event:

the Contractor shall obtain Licensor’s consent 
to sever usage rights contained in any license(s), 
whereby said usage rights shall be assigned or 
otherwise transferred to the Government, so as 
to permit the Government to operate any related 
software or system containing the software which is 
associated with the license(s). All other rights and 
obligations contained in the license(s) shall remain 
with the Contractor. In this manner, the Contractor 
maintains their status as Licensee in said license(s) 
and only assigns or otherwise transfers usage 
rights portions thereof to the Government.

Contractors should beware of this clause, although 
as between Alternatives I and III it is the Alternative 
most likely to be acceptable to commercial software 
suppliers because it requires them to do the least. The 
concern is that one could read this provision as mean-
ing the Government has no obligation for misuse of 
the software or breach of the supplier’s license because 
the Air Force is acquiring only “usage rights” with all 
“obligations” remaining with the contractor. In essence, 
the contractor could be on the hook, at least in the first 
instance, for any inappropriate actions of the Air Force. 
Whether that is a significant risk might, as a practical 
matter, be difficult to gauge. 

Conclusion and Recommendations —The 
Air Force’s motivation behind these clauses, which 
it almost certainly knows are pushing or crossing 
boundaries, is less difficult to discern: Two factors co-
alesce—first, contractors can be squeezed, and second 
there is a widespread lack of understanding about the 
data rights clauses. 

As for the first, experienced DOD acquisition pro-
fessionals recognize that, in any major procurement, 
most, and sometimes all, major contractors are leery 
of protesting solicitation provisions for fear of aggra-
vating the customer or risking subsequent adverse 
evaluations. We all can say righteously “this is not the 
way the evaluation system really works,” but contrac-
tors believe, rightly or wrongly, that this is exactly the 
way it works. The corollary is that once aggressive 
clauses get past the time for pre-award protests (the 
closing date for receipt of initial proposals), agencies 

know that prime contractors will have little choice but 
to lean heavily on their suppliers, and internally on 
themselves, to agree to provisions such as these, for 
fear that competitors will do so better than will they. 
So the acquisition corps advances the likes of H001. 

The second point suggests a more benign motiva-
tion, although I am not convinced of it. The Air Force 
simply might think there is nothing inappropriate 
about its expansive elaboration on the data rights 
clauses. Those clauses are not well understood by the 
Government and contractors alike; even less under-
stood is the interplay between the clauses and the 
statutes they implement. Thus, one might plausibly, 
if incorrectly, believe that software should be OMIT 
because sometimes one needs software for OMIT 
purposes, and the DOD software clause does not af-
firmatively preclude this. Or one might say H001 does 
not expressly call for detailed manufacturing and 
process data, and thus does not, except by implication, 
violate the regulations or the statutes. Perhaps, but 
it is a violation nonetheless.

Whatever the motivation, these clauses have no 
place in our procurement system. They are contrary 
to law and to the balance Congress and DOD overall 
strive to maintain between the Government’s and 
contractors’ interests. They overreach, denigrating 
contractors’ legitimate and important rights in intel-
lectual property. They undercut respect for the acqui-
sition corps. They are, however, easy to fix.

The clauses can readily be revised expressly to 
eliminate any requirement for detailed manufacturing 
or process data. The Air Force knows how to do this, as 
it did in the definition of depot-level maintenance in 
H001, which excludes “the manufacture of new items.” 

Software also can be expressly excluded. Instead, 
the agency can think through more rigorously what type 
of software it really needs for OMIT purposes, if any, and 
then seek to obtain this software with Government Pur-
pose Rights (GPR)—which are much more palatable to 
commercial software suppliers than unlimited rights—
either through negotiation over a price for those rights 
(as contemplated analogously by 10 USCA § 2320(a)(2)
(G) for major systems’ interfaces developed at private 
expense) or by seeking priced options for GPR. These 
changes will make it easier for the Air Force to get the 
software the Air Force actually needs, without the un-
necessary and inappropriate burdens imposed by H001. 

Until these changes occur, contractors would be 
better served by considering challenging the clauses 
in pre-award protests, rather than succumbing to this 
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improper assault on their substantial private invest-
ment in intellectual property rights. 

F
This Feature Comment was written for The 
GovernmenT ConTraCTor by W. Jay DeVecchio, 

Partner, Morrison & Foerster LLP. Mr. DeVec-
chio is a former Chair of the firm’s Government 
Contracts Practice and is a recognized leader in 
the field of intellectual property in Government 
contracts. 
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TAKING THE MYSTERY OUT OF DATA

RIGHTS

By W. Jay DeVecchio*

Rights in technical data and computer software are increasingly a topic of

dispute between contractors and the Government, particularly the Department

of Defense (DOD). This is because of three forces: (1) congressional and DOD

initiatives to acquire rights in data and software sufficient to implement DOD’s

modular open systems approach (MOSA), which is intended to allow DOD to

swap one supplier’s subsystems with another’s;1 (2) independent, overreaching

actions by DOD contracting activities to acquire operation, maintenance, instal-

lation, and training (OMIT) data they claim to need for long-term support;2 and

(3) the escalating practice of agencies seeking priced options from contractors

to relinquish data rights in exchange for more favorable best value evaluations,

which is an attempt to end run the statutory prohibition of 10 U.S.C.A.

§ 2320(a)(2)(H) against requiring contractors “as a condition of being

responsive to a solicitation or as a condition for award, to sell or otherwise

relinquish to the Government any rights in technical data related to items,

components, or processes developed at private expense.”3

All of this means contractors need to understand clearly how the data rights

clauses in the Federal Acquisition Regulation (FAR) (applicable to civilian

agencies)4 and the Defense FAR Supplement (DFARS) (applicable to defense

agencies)5 actually work, rather than how they commonly are misunderstood to

operate. For civilian agency contracts, there is one principal FAR clause used in

most circumstances: FAR 52.227-14, “Rights in Data—General.” For DOD

contracts, there are two principal clauses: DFARS 252.227-7013, “Rights in

Technical Data—Noncommercial Items,” and DFARS 252.227-7014, “Rights

in Noncommercial Computer Software and Noncommercial Computer Software

Documentation.” Understanding how these clauses work is essential to sorting

out whether the rights the Government is seeking are proper or not and should

be challenged, as well as assuring that contractor personnel do not relinquish

rights mistakenly. But many people in the business—contractor and Govern-

ment alike—either shy away from understanding the data rights clauses, view-

ing them as somehow too daunting, or make incorrect assumptions about how

*W. Jay DeVecchio is a partner in Morrison & Foerster LLP and former Co-Chair of the

firm’s Government Contracts and Public Procurement practice. He is a member of the Advisory

Board of THE GOVERNMENT CONTRACTOR, published by Thomson Reuters, and is a featured speaker at

Thomson Reuters’ annual Government Contracts Year-in-Review Conference.
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they think the clauses ought to work. Consequently, there is

unnecessary and troublesome confusion expressed every

day—by contractors and the Government alike—such as as-

suming the clauses vest the Government with delivery rights

or with ownership in contractors’ data or software, when in

fact neither one occurs.

These misunderstandings are easily cured. Doing so is

the purpose of this BRIEFING PAPER. If one steps back from

the length of the data rights clauses and instead views them

with some very simple, common-sense concepts in mind,

the clauses become surprisingly easy to understand and to

apply. This PAPER offers you this common-sense approach,

which should forever demystify data and software rights.

Simplicity And Common Sense: Key

Questions And Answers

A useful way to frame an understanding about the data

rights clauses is to illuminate their principles through a

series of questions whose answers are intuitively obvious.

Who Conducted And Paid For Development?

Question: What if you conducted and paid for develop-

ment yourself?

Answer: Then, it is all yours.

For example, think about a common-sense allocation of

data rights based on who has paid to develop hardware or

software. If any one of you had developed something at your

own private expense in the privacy of your garage, tapping

into your 401(k) account and without being paid to do it

under a Government prime contract or subcontract, you

would have absolutely no doubt about who had rights of use

and ownership in the item or process and its technical data,

wouldn’t you? Without hesitation you would say that you

own it and have the greatest rights in that thing and its as-

sociated technical data. Why? Because it was your time, tal-

ent, and money that developed it, not the Government’s.

So, ask yourself this: Why would the answer be any dif-

ferent if it were a company—say, a Government contrac-

tor—that developed the item in its garage without any pay-

ment under a Government prime or subcontract? Common

sense tells us, correctly, that the answer would be no

different.

Therefore, the company also should be able to use what-

ever it developed to its competitive advantage. That is com-

mon sense, too.

And if, like you, a company owns something, wouldn’t

the company, like you, have the right to sell, lease, or license

it—or not—to anyone it pleases (subject to other laws and

restrictions, such as export controls) and be paid for it?

Certainly it would; that is common sense too.

You now have grasped the fundamental operation of the

data rights clauses. That is exactly how the data rights

clauses in Government contracts work. If a company has

paid to develop an item, component, process, or software

without any direct Government contract (or subcontract)

payment for that development, the company has the ability

to limit the Government’s rights in technical data;6 restrict

the Government’s rights in software;7 and sell, lease, or

license that thing to third parties.8 Common sense is built

into the clauses.

When Does Development Occur?

Question: OK, but when does development occur?

Answer: Common sense tells us it happens sooner rather

than later.

Another application of common sense comes to mind
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when one encounters the question of development. If you

develop something in your garage—such as a prototype

computer (think Apple) or software (think Microsoft)—that

basically works, but might have a few bugs to sort out or

might need to be enclosed in an eye-catching housing, you

would say you had “developed” the hardware or software

even if it was not the final, handsome product, wouldn’t

you? Yes, that’s common sense.

And that, too, is how the data rights clauses work. Under

the DOD clauses, an item is considered to have been

developed when reasonable people skilled in the applicable

art say there is a high probability it will work as intended.9

For software or a program there is a similar test, whether,

according to those skilled people, it can reasonably be ex-

pected to perform its intended purpose.10 Although the FAR

does not define “development,” there is no reason to doubt

that the DOD’s concepts, long accepted, would be applied

to an issue under the FAR. In all events, these definitions

necessarily mean a company can develop something for data

rights purposes before the final version of the item or

software, e.g., a prototype or engineering model of an item

or beta software.

Therefore, common sense also tells us that improvements

(such as developing the housing or engaging in debugging)

to something that already has been developed for data rights

purposes may not convey any greater rights. Yet, routinely,

the Government’s or a company’s engineers make the

mistake of assuming that the Government obtains “unlimited

rights” in the entire item or process as a result of funding

subsequent improvements. This is incorrect and too broad

an interpretation, as reflected in the Armed Services Board

of Contracts Appeals’ seminal Bell Helicopter Textron

decision:

All “development” of an item or component need not be

100 percent complete. There will often be further develop-

ment of an item or component after it has reached the point of

being “developed” for data rights purposes.11

What Is Private Expense?

Question: OK, then what is private expense?

Answer: It is anything except direct contract payments.

This one is easy too. You do not have to get embroiled in

Government contract cost principles or the Cost Accounting

Standards. If the Government pays directly under a contract

(or subcontract) to engage in work, such as development

work, that is not private expense.12 If a company pays for

development work with any other source of funds—properly

charged to that source of funds—that is private expense.

This means independent research and development (IR&D

or IRAD) or any other “indirect” cost account (overhead) is

private expense, even though the Government might reim-

burse a portion of the costs, because those payments are not

direct payments under a contract or subcontract. It is that

simple.

Putting This Together

Figuring Out Development And Funding At The

Lowest Component Level

Putting this together is common sense, too. You figure

out development and funding at the lowest component level,

because that is how development actually happens.

This is another easy exercise in common sense, requiring

only that one think about how things actually are developed

and made. A new rocket engine, for example, does not spring

fully developed out of the mind of a developer, nor does

software. Hardware has subcomponents (gears, shafts,

electronics). Software comprises modules and subroutines.

Development does not occur all at once, but rather at these

discrete segregable levels. Therefore, it makes sense that

one should analyze development and the source of funds at

these lowest component levels rather than at the level of the

final product.

This is why the DOD regulations instruct that determin-

ing rights is done “at the lowest practicable level.”13 The

procurement laws and court decisions say this, too.14 This

can be depicted easily in the diagram on the following page.

Assume, for instance, that each of these four boxes

represents the core components, whether hardware or

software, of a drone—in Government parlance, an “un-

manned aerial vehicle” (UAV). Like a rocket engine or a

software suite, a UAV or its operating software does not

spring fully formed out of the mind of its developers. Rather,

it is developed at various subcomponent levels. Therefore,

let us assume that each of the four boxes is a separate type

of software module that ultimately will be integrated into

one operational software suite for the UAV. Or, alternatively,

one could assume that each of the four boxes represented

separate types of hardware (e.g., actuators, engine, weapons,

air frame) that ultimately will be integrated to comprise the

UAV. For either assumption, the analysis is the same. One

looks to see when each of the four discrete, segregable
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components—each of the boxes—achieved a state of devel-

opment and who paid for it. In other words, one analyzes

development at the lowest component level.

Accordingly, if a contractor started these four develop-

ment projects at private expense—using IR&D monies, for

example—then, the rights that ultimately accrue will be a

function of when development was achieved and whether it

was achieved at private expense, or whether, instead, the

Government stepped in and picked up the development costs

under a contract or subcontract before the development

occurred. Thus, if the development of Module A were

completed under IR&D, the contractor would be entitled to

assert limited rights in any technical data pertaining to the

item or process it developed15 and to assert restricted rights

in any software it developed.16 The same result occurs for

Module B. This is just like development in your garage.

If, however, the Government awarded a contract to

complete Module C (i.e., started making payment directly

under a contract or subcontract), which development had

begun but not been finished under IR&D (i.e., begun but not

finished at private expense), then Module C would have

been developed with mixed funding. At the DOD, mixed

funding results in “Government purpose rights” (GPR),

which are unique to the DOD data rights regulations.17

Because the DOD regulations do not apply to civilian agen-

cies, but rather the FAR data rights clauses do,18 and because

there are no GPR under the FAR data rights clauses, mixed

funding under civilian agency contracts results in “unlimited

rights” for the Government.19 In the example below, Module

D is the only one that was paid for entirely at Government

expense in the performance of a contract, which results in

unlimited rights no matter the agency.20

Module A (Flight Control
Software or Hardware)
Development Entirely at

Private Expense
Completed

on January 1, resulting in
Restricted Rights in Software

or Limited Rights in Data

Module B (Navigation
Software or Hardware)
Development Entirely at

Private Expense
Completed

on February 2, resulting in
Restricted Rights in Software

or Limited Rights in Data

Module C (Weapons Delivery
Software or Hardware)

Development
With Mixed (Private and

Government Funding)
Completed on March 1,

resulting in
GPR at DOD—Unlimited

Rights Civilian

Module D (Integration
Software or Hardware)

Development
Entirely at Government Expense

Completed on April 1, resulting in
Unlimited Rights

A common error is for someone to assert that, because all

of the development—i.e., all four modules collectively—

was accomplished with a mix of Government and private

funds, the Government obtains GPR under the DFARS and

unlimited rights under the FAR in all the modules. That is

incorrect, because it fails to account for development at the

lowest segregable level, in this example each of the four

separate modules.

Answers to frequent questions are now easier:

Question: Mixed Development: What if I have an item

that I have almost finished developing at private expense,

but development will be completed under a Government

contract (or subcontract) I have just gotten? Who gets rights

then?

Answer: You Know the Answer: Look to the lowest level.

The Government’s rights in a particular item, component,

process, or software will be determined by evaluating when

each item, component, process, or software was developed

and who paid for it at the lowest component level. The

answer to your question is that the development would have

been completed with mixed funding, resulting in GPR at the

DOD and unlimited rights at civilian agencies.

Question: Government Modification: What if I already

have something that is completely developed at private

expense but now the Government wants to acquire and

modify it? Will the Government get GPR or unlimited rights

in the whole thing?

Answer: Same Answer: Look to the lowest level. You have

to see what elements, components, or subroutines of the item

or software are being modified under the Government

contract. If some element has not been modified or has been

modified only somewhat, then you retain your limited or

restricted rights. Stated differently, improvements or en-

hancements by the Government might not be “development”

for data rights purposes.21 If, on the other hand, the elements

at the lowest level have been changed substantially, then the

Government might get GPR or unlimited rights.

License Rights, Not Ownership

We’ve been discussing the Government’s rights of use

under the data rights clauses.

A right to use something is a “license.” If a company li-

censes you to use its name to sell its products—e.g., a right

to advertise and to sell Coke®—you do not own the Coca

Cola Company or the formula to Coke. In other words, we

can all agree that license rights are not ownership.

Therefore, the Government gets license rights not owner-

ship under the data rights clauses no matter who paid for the
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development, because there is not one word in any of the

standard FAR or DFARS data rights clauses vesting owner-

ship in the Government.

Thus, even if the Government gets “unlimited” license

rights because it paid for the development, the company still

owns the rights to the data or software. Common sense (and

the regulations) tells us that if the contractor owns the rights,

then the contractor can use, sell, lease, or license the data or

software as it pleases, subject to national security rules and

export controls or, less commonly, a unique contract clause

limiting the contractor’s use. This is exactly how the clauses

operate. FAR 52.227-14(d) provides that the “Contractor

shall have the right to use, release to others, reproduce, dis-

tribute, or publish any data first produced or specifically

used by the Contractor in the performance of this contract,”

except “as prohibited by Federal law or regulation (e.g.,

export control or national security laws or regulations),” or

as “expressly set forth in this contract.”22

Not Exclusive Rights Or Delivery Rights

The clauses’ license rights are not exclusive rights or

delivery rights. Common and legal sense tells us that if

license rights are defined by a contract, and if a particular

right is not expressed in the contract, then generally, there is

no such contractual right. The data rights clauses are no

exception.

There is not one word in any of the three main data rights

clauses, one for civilian agencies (FAR 52.227-14) and two

for the DOD (DFARS 252.227-7013 and DFARS 252.227-

7014), stating or suggesting the Government has title to,

ownership of, exclusive rights to, or sole rights to data or

software. Invite a skeptic to read the clauses.

There also is not one word in any of the clauses giving

the Government the right to delivery of the data or software

in which it gets license rights. As FAR 27.403 states: “The

Data Rights clauses do not specify the type, quantity, or

quality of data that is to be delivered. . ..”23 If the Govern-

ment wants delivery of the data or software in which it has

rights, it knows how to (and must) specify delivery some-

where else in the contract, typically in the Contract Data

Requirements List (CDRL) or the Statement of Work

(SOW). Or, the Government can get these delivery rights

later by using a “Deferred Ordering”24 or “Deferred Deliv-

ery” clause.25

Also recognize that a Data Accession List (DAL) usually

will give the Government access to your data or software.

Similarly, Integrated Product Teams (IPTs) may inadver-

tently establish access (electronically or otherwise) to in-

process technical data or software, which may not be

deliverables under the contract. This means that technolo-

gists and engineers at all levels, whether working for the

Government or for a contractor, must understand that if data

or software will be delivered indirectly these ways, the data

or software must be correctly marked with the exact limited

rights or restricted rights legends specified in the clauses.26

Failing to mark can result in losing rights, as we will discuss

shortly.27

Once again, answers to frequent questions are now easier:

Question: Can I use it? The Government tells me that,

because it paid entirely for my development under a con-

tract, I cannot use the data or the software for my own

purposes. Is that correct?

Answer: No, invite the Government to read the clause. If

the Government paid entirely for the development, it gets

unlimited rights.28 But unlimited rights are not “exclusive”

rights, and nothing in the clauses divests the contractor of

ownership or use rights. The contractor retains the ability to

use or to license others to use unlimited rights data or

software, subject to other laws, such as export control, or to

unique contract limitations.29

Question: Do I have to deliver it? The Contracting Of-

ficer says I must deliver items covered by the data rights

clauses. Does the Government have the right to make me

deliver data or software in which it gets rights even if that

data or software was not specified in the contract as a deliv-

erable?

Answer: No, not under the basic data rights clauses.

Remember there is not one word in the data rights clauses

about delivery. But if the Government has a “Deferred

Ordering” or a “Deferred Delivery” clause, then those

clauses permit the Government to obtain delivery.30

Question: Whoops! The customer forgot to identify it as a

deliverable: What if my data or software isn’t a deliverable,

does that mean the Government doesn’t get data rights?

Answer: No. Do not make the mistake of thinking the

Government only gets rights in what is delivered. The

Government gets license rights in everything covered under

the clauses;31 it just does not have the data or software in

which it has those rights if the data or software is not a

deliverable.
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Marking Requirements For Data And

Software

Marking your data and software is essential, but it is

(mostly) easy, too.

Magic Words

Question: Do I need to use any “magic words” when

marking my data and software?

Answer: Yes. If you are entitled to assert limited or

restricted rights, you must mark your data and software with

the exact words in the legends that are specified in the

clauses in your contract.32 Common sense, once again: Why

would you do anything else?

But recognize that the legends are different for data and

for software, and they are different between the FAR and

DFARS clauses. At the DOD, the markings also must be in

the electronic versions.33 If you fail to mark correctly, and

do not fix it quickly, you can lose the company’s rights.

Words On Silicon Chips—Marking Firmware

Question: The Contracting Officer tells me I must put the

restricted rights legend on my silicon chips—my firmware—

that incorporate my software. Is that correct?

Answer: Almost. The regulations require that software be

marked, and there is no distinction between software on a

DVD or etched into a chip.34 Accordingly, you have got to

do something either to mark the chip or otherwise identify

the chip in your proposal and assert restricted rights in it. At

the DOD this is accomplished in the assertions table contem-

plated by DFARS 252.227-7017, “Identification and Asser-

tion of Use, Release, or Disclosure Restrictions.”35

Commercial Software

Answers to your questions about commercial software

are there for the reading, too.

Commercial Software Licenses

Question: My software is commercial. Doesn’t the Gov-

ernment have to use my standard commercial license agree-

ment?

Answer: No. Under the DOD regulations, if you have

commercial computer software, then there is no prescribed

clause.36 Rather, the Government is supposed to use a ver-

sion of the contractor’s standard license; but this license

cannot impose terms that are contrary to the laws applicable

to the Government:

(a) Commercial computer software or commercial com-

puter software documentation shall be acquired under the li-

censes customarily provided to the public unless such licen-

ses are inconsistent with Federal procurement law or do not

otherwise satisfy user needs.37

Question: What if I have commercial computer software

under a civilian agency contract? Does the Government

have to use my standard commercial license in those pro-

curements?

Answer: No. Under the FAR, civilian agencies are encour-

aged to use your standard commercial license, subject to the

same admonition that certain clauses are invalid.38 But, un-

like the DOD, under a FAR contract, a civilian agency can

use another clause at FAR 52.227-19, “Commercial Com-

puter Software License,” which is peculiar because it gives

the Government the same rights in commercial software that

the Government receives with restricted rights in noncom-

mercial software. You can be sure there is no software sold

commercially with FAR restricted rights licenses.

Question: How do I know which of my commercial

clauses is potentially inconsistent with federal law?

Answer: It is not easy. Neither the FAR nor the DFARS

contains a list of problematic clauses. The General Services

Administration, however, has published a list of clauses it

perceives as troublesome,39 and a few contracting activities

publish their own. Commercial clauses most often are an is-

sue when they are inconsistent with a federal statute. For

example:

E Indemnification: These clauses conflict with the Anti-

Deficiency Act (ADA)40 prohibition on the executive

branch incurring an obligation (to indemnify) in

advance of an appropriation (no appropriation for

future indemnities).

E Disputes/choice of law and forum: Under the Contract

Disputes Act (CDA)41 only the U.S. Court of Federal

Claims or a board of contract appeals has jurisdiction

over contract disputes.

E Automatic renewals of term-limited agreements:

These clauses violate the ADA and might violate the

CDA.

E Advance payment for services: These clauses can

violate the ADA.
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E Future fees, penalties, or interest: These clauses

violate the Prompt Payment Act.42

E Assignment: One must comply with Assignment of

Claims Act43 and FAR Subpart 42.12 (Anti-

Assignment Act).

E Unilateral termination for contractor’s convenience

or Government breach: Termination clauses are

prescribed by regulation.44

Question: This is easy to say, but how do I supply com-

mercial software licenses to the Government when the

clauses are silent on the subject?

Answer: There is no method or procedure for suppliers at

any tier to provide commercial licenses to Contracting

Officers. As a best practice, contractors should use the form

at DFARS 252.227-7017 to inform the DOD of all com-

mercial software that is being supplied.45 Doing this, and

coupling it with including the license agreement within the

software code and the shrink wrap, or including the licenses

with the proposal, will maximize the contractor’s protection.

Note, however, the FAR does not have a form that can be

used. Accordingly, contractors should clearly identify in

their proposals the commercial computer software that is

being provided and include the terms of the license where

practicable.

Pricing Commercial Software

Common sense can also be applied to one last issue—

pricing commercial software—but not where you might

expect.

There is a misconception that if software is developed

under a Government contract, it cannot later be sold back to

the Government as a commercial item. But there is nothing

in any definition of commercial software that addresses who

paid for its development. In other words, if software meets

the definitions in FAR 2.101 of a “commercial item” or, for

the DOD, the definition in DFARS 252.227-7014(a)(1), then

the software is “commercial,” regardless of who paid to

develop it. Stated differently, development at private

expense is not a prerequisite to commerciality.

And both the FAR and the DFARS contemplate circum-

stances in which software is developed for the Government

but then becomes commercial. For example, DFARS

252.227-7014(a)(1) defines commercial software to include

“software developed or regularly used for nongovernmental

purposes.” Therefore, the software could have been devel-

oped for the Government but later used for nongovernmen-

tal purposes and thus still be commercial.

If software is commercial, then common sense tells us it

can be priced commercially at a fair and reasonable price,

independent of whatever the costs were to develop the

software. This indeed is reflected in FAR Part 15, which

exempts commercial items from the requirement to provide

certified cost or pricing data under the Truth in Negotiations

Act.46 Being exempted from having to provide cost or pric-

ing data means the Government does not require any

detailed cost information about the commercial item.

Indeed, FAR Part 15 provides that the Government must use

“price analysis” for commercial items.47 Price analysis is

defined as “the process of examining and evaluating a

proposed price without evaluating its separate cost elements

and proposed profit.”48

If you get a question on this issue, engage in a common-

sense discussion: point out what the Government did and

did not acquire through its prior development payments to

the contractor. Specifically, if the Government previously

acquired license rights under the data rights clauses in the

software by virtue of paying for development of the soft-

ware—in whole or in part at “the lowest practicable, segre-

gable portion of the software. . ., e.g., a software subroutine

that performs a specific function”49—then the Government

retains whatever rights it acquired as a result of paying for

that development.

If the Government subsequently acquired the software as

commercial software, that acquisition would not extinguish

any existing Government rights. Common sense tells us

those license rights would already have been paid for and

vested under the Government’s earlier development

contract. But this does not mean the contractor cannot later

charge the Government a fair and reasonable price for the

commercial software. The contractor is not charging the

Government again for the prior development; it is charging

a price for the commercial item. Common sense, once again.

Guidelines

These Guidelines are intended to assist you in understand-

ing the common-sense principles underlying the data rights

clauses in Government contracts. They are not, however, a

substitute for professional representation in any specific

situation.

1. Remember that there are three principal data rights
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contract clauses. For civilian agency contracts, FAR 52.227-

14, “Rights in Data—General,” is used in most

circumstances. For DOD contracts, there are two principal

clauses: DFARS 252.227-7013, “Rights in Technical Data—

Noncommercial Items,” and DFARS 252.227-7014, “Rights

in Noncommercial Computer Software and Noncommercial

Computer Software Documentation.”

2. Recognize that the Government’s rights in a particular

item, component, process, or software will be determined

by evaluating when each item, component, process, or

software was developed and who paid for it at the lowest

component level.

3. When evaluating development, keep in mind that

development for data rights purposes typically occurs before

the final, manufacturable product. This is because develop-

ment occurs essentially when people who are skilled in the

technology reasonably would conclude that the item, com-

ponent, process, or software has a high probability of work-

ing, which is an event that almost always takes place before

the final product or process.

4. When considering what private expense is, keep it

simple by remembering that private expense is usually any

funding other than direct government payment under a

contract or subcontract.

5.Therefore, if development at the lowest practicable

level of your item, component, process, or software is

achieved prior to receiving any direct Government funding

under a prime contract or subcontract, then you are entitled

to assert limited rights in technical data or restricted rights

in software with respect to that development. The Govern-

ment may, in turn, have unlimited rights in other segregable

component portions of the item or software that were

developed exclusively with Government funds. At the DOD,

if the development of those lowest segregable items oc-

curred with mixed funding—i.e., partially at private expense

and partially at Government expense—then the Government

would obtain Government purpose rights; at civilian agen-

cies under the FAR, the Government generally would get

unlimited rights.

6. Do not make the mistake of assuming that the Govern-

ment obtains “unlimited rights” in the entire item or process

as a result of funding subsequent improvements. Remember,

improvements or enhancements may not be developments,

because development for data rights purposes already would

have occurred before the improvement or enhancement.

7. Bear in mind that the Government gets license rights

not ownership under the data rights clauses no matter who

paid for the development. Nothing in the clauses vests the

Government with ownership or title.

8. Similarly, even if the Government gets “unlimited”

license rights because it paid for the development under your

contract, those right are not exclusive. You still own the

rights to the data or software and you can use, sell, lease, or

license the data or software as you please, subject to national

security rules and export controls or to a unique contract

clause.

9. Remember that the FAR and DFARS data rights

clauses specify license rights the Government receives; they

do not specify any contract deliverables. Any item, compo-

nent, process, or software that you are obligated to deliver

to the Government must be specified elsewhere in the

contract, typically in the CDRL or SOW, or the Government

may obtain delivery later by using a “Deferred Ordering” or

“Deferred Delivery” clause.

10. Do not make the mistake of thinking the Government

only gets rights in what is delivered. The Government gets

various license rights in everything covered under the

clauses,50 regardless of whether the data or software is a

deliverable under the contract. But if the data or software is

not a deliverable, the Government gets rights in data or

software it does not have.

11. Remember to educate your engineers and technolo-

gists about the consequences of sharing data or software

with their Government counterparts as part of an Integrated

Product Team or otherwise, because sharing it may consti-

tute inadvertent delivery coupled with a failure to mark the

data or software correctly.

12. Take care to mark your technical data or computer

software using the exact works in the legends specified in

the data rights clause that is in your contract. At the DOD,

you must also place the markings in the electronic versions.

13. Be aware that because the regulations require that

software be marked and make no distinction between

software on a DVD or etched into a chip, you must do

something either to mark the chip or otherwise assert re-

strict rights in the chip. At the DOD, you can do this in the

assertions table contemplated by DFARS 252.227-7017,

“Identification and Assertion of Use, Release, or Disclosure

Restrictions.”

14. If you have commercial computer software, be aware
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that under the DOD regulations, there is no prescribed data

rights clause, and the Government is supposed to use a ver-

sion of your standard commercial license, subject to the ad-

monition that certain clauses will be invalid because they

are inconsistent with federal procurement law. A civilian

agency has the option of using the FAR 52.227-19 “Com-

mercial Computer Software License” clause, which es-

sentially gives the Government the same rights in com-

mercial computer software that it gets in noncommercial

computer software provided with restricted rights.

15. Be sure to identify your and your subcontractors’com-

mercial computer software in your proposal’s data rights

assertions.

16. Recognize that development at private expense is not

a prerequisite to commerciality. If software meets the defini-

tions in FAR 2.101 of a “commercial item” or, for the DOD,

the definition in DFARS 252.227-7014(a)(1), then the

software is “commercial,” regardless of who paid to develop

it and can later be sold back to the Government as a com-

mercial item, priced commercially at a fair and reasonable

price.

ENDNOTES:

1See, e.g., 10 U.S.C.A. § 2446a (defining MOSA as “a
system architecture that allows severable major system
components at the appropriate level to be incrementally
added, removed, or replaced throughout the life cycle”).

2DeVecchio, “Feature Comment: Data Rights Assault:
What in the H (clause) Is Going On Here? Air Force Over-
reaching on OMIT Data,” 60 GC ¶ 8 (Jan. 17, 2018).

3See DFARS 227.7103-1(c); DFARS 227.7203-1(c).

4See FAR subpt. 27.4; FAR 52.227-14.

5See DFARS 227.400; DFARS subpts. 227.71, 227.72;
DFARS 252.227-7013; DFARS 252.227-7014.

6DFARS 252.227-7013(b)(3).

7DFARS 252.227-7014(b)(3).

8See, e.g., FAR 52.227-14(d); DFARS 227.7103-4(a).

9DFARS 252.227-7013(a)(7).

10DFARS 252.227-7014(a)(7).

11Bell Helicopter Textron, ASBCA No. 21192, 85-3
BCA ¶ 18,415, at 92,434.

12DFARS 252.227-7013(a)(8)–(9); DFARS 252.227-
7014(a)(8)–(9); see DeVecchio, “The False Claims Act and
Data Rights; What Plaintiffs’ Lawyers Need to Know but
Do Not Want To Hear,” 43 Pub. Cont. L.J. 467, 476–77
(Spring 2014).

13DFARS 252.227-7013(a)(8)(i); DFARS 252.227-

7014(a)(8)(i).

14See 41 U.S.C.A. § 108; 10 U.S.C.A. § 2302(3)(F);
Bell Helicopter Textron, ASBCA No. 21192, 85-3 BCA
¶ 18,415, at 92,417.

15See DFARS 252.227-7013(b)(3).

16See DFARS 252.227-7014(b)(3).

17See DFARS 252.227-7013(b)(2); DFARS 252.227-
7014(b)(2).

18See FAR 27.400; DeVecchio, “Rights in Technical
Data & Computer Software Under Government Contracts:
Key Questions & Answers (Including § 815) / Edition II,”
12-6 Briefing Papers 1, at 2 (May 2012); DeVecchio,
“Rights in Technical Data & Computer Software Under
Government Contracts: Key Questions and Answers,” 10-10
Briefing Papers 1, at 2 (Sept. 2010).

19Under the FAR, unlimited rights accrue in any data
first produced in the performance of a contract. FAR 52.227-
14(b)(1). “Data” under this FAR clause encompasses techni-
cal data and computer software. FAR 52.227-14(a).

20FAR 52.227-14(b); DFARS 252.227-7013(b)(1);
DFARS 252.227-7014(b)(1).

21See Dowty Decoto, Inc. v. Dep’t of the Navy, 883 F.2d
774,780 (9th Cir. 1989); Applied Devices Corp., Comp.
Gen. Dec. B-187902, 77-1 CPD ¶ 362, at 9–12.

22Accord DFARS 252.227-7013(c); DFARS 252.227-
7014(b); Northrop Corp. v. McDonnell Douglas Corp., 705
F.2d 1030, 1044 (9th Cir. 1983); Regents of the Univ. of
Colo. v. K.D.I. Precision Prods., Inc., 488 F.2d 261, 264
(10th Cir. 1973).

23See Office of the Under Sec’y of Defense for Acquisi-
tion, Technology & Logistics, Intellectual Property: Navi-
gating Through Commercial Waters 2-7 (Version 1.1, Oct.
15, 2001), https://www.acq.osd.mil/dpap/docs/intelprop.
pdf.

24See, e.g., DFARS 252.227-7027.

25See, e.g., DFARS 252.227-7026.

26See FAR 52.227-14(e); DFARS 252.227-7013(f);
DFARS 252.227-7014(f).

27See FAR 27.404-5(b)(1), 52.227-14(f)(1); DFARS
227.7103-10(c)(1) (“Unmarked technical data”); DFARS
227.7203-10(c)(1) (“Unmarked computer software or com-
puter software documentation”).

28FAR 52.227-14(b)(1); DFARS 252.227-7013(b)(1);
DFARS 252.227-7014(b)(1).

29See FAR 52.227-14(d); DFARS 252.227-7013(c);
DFARS 252.227-7014(b).

30See DFARS 252.227-7026, “Deferred Delivery of
Technical Data or Computer Software”; DFARS 252.227–
7027, “Deferred Ordering of Technical Data or Computer
Software”; FAR 52.227-16, “Additional Data Require-
ments.”

31See FAR 27.403 (“Data rights clauses do not specify
the type, quantity or quality of data that is to be delivered,
but only the respective rights of the Government and the
contractor regarding the use, disclosure, or reproduction of

BRIEFING PAPERS JULY 2018 | 18-8

9K 2018 Thomson Reuters



the such data.”); DFARS 227.7103-4, “License rights”
(technical data), 227.7203-4, “License rights” (computer
software and computer software documentation).

32See FAR 52.227-14(e); DFARS 252.227-7013(f);
DFARS 252.227-7014(f).

33DFARS 252.227-7013(f)(1); DFARS 252.227-
7014(f)(1).

34See General Atronics Corp., ASBCA No. 49196, 02-1
BCA ¶ 31,798, 44 GC ¶ 147.

35DFARS 252.227-7017(d).

36DFARS 227.7202-4.

37DFARS 227.7202-1(a).

38FAR 12.212, 27.405-3.

3948 C.F.R. § 552.232-78, “Commercial Supplier Agree-
ments—Unenforceable Clauses.”

4031 U.S.C.A. § 1341.

4141 U.S.C.A. §§ 7101–7109.

4231 U.S.C.A. §§ 3901–3907.

4332 U.S.C.A. § 3727.

44See FAR 12.403; FAR 52.212-4, “Contract Terms and

Conditions—Commercial Items,” Contract Terms and

Conditions—Commercial Items (l) (“Termination for the

Government’s convenience”), (m) (“Termination for

cause”).

45DFARS 252.227-7017(d).

46FAR 15.403-1, (b)(3), (c)(3); 10 U.S.C.A.

§ 2306a(b)(1)(B); 41 U.S.C.A. § 3503(a)(2) “(Truthful Cost

or Pricing Data” statute).

47FAR 15.403-3(c)(1).

48FAR 15.404-1(b)(1) (emphasis added).

49DFARS 227.7203-4(b) (“Source of funds determina-
tion”).

50See FAR 27.403 (“Data rights clauses do not specify
the type, quantity or quality of data that is to be delivered,
but only the respective rights of the Government and the
contractor regarding the use, disclosure, or reproduction of
the such data.”); DFARS 227.7103-4, “License rights”
(technical data), 227.7203-4, “License rights” (computer
software and computer software documentation).

BRIEFING PAPERSJULY 2018 | 18-8

10 K 2018 Thomson Reuters



BRIEFING PAPERS



ASBCA's Landmark Holdings in CiyaSoft: Government Bound by Commercial Computer Software License It Never Saw and Has An Im…

http://govcon.mofo.com/intellectual-property/asbcas-landmark-holdings-in-ciyasoft-government-bound-by-commercial-computer-software-license-it-ne… 1/7

ASBCA’S LANDMARK HOLDINGS IN CIYASOFT: 
GOVERNMENT BOUND BY COMMERCIAL COMPUTER 
SOFTWARE LICENSE IT NEVER SAW AND HAS AN IMPLIED 
OBLIGATION TO PROTECT LICENSED SOFTWARE
By: Locke Bell

In a decision published last week, Appeals of CiyaSoft Corp., ASBCA

Nos. 59519, 59913, the Armed Services Board of Contract Appeals

(ASBCA) held for the first time that the Government may be bound by

the terms of a commercial software license it has neither seen nor

expressly agreed to, so long as those terms are provided with the

software, are consistent with those customarily provided to the public,

and do not otherwise violate federal law.  At least for commercial item acquisitions (and possibly beyond), this is

big news for commercial software suppliers, particularly those at lower tiers in the supply chain who often are

left only to hope their prime contractors have procured affirmative government approval of their end-user license

terms and conditions.  But that’s not all:  CiyaSoft also expands the implied duty of good faith and fair dealing to

obligate the Government to take reasonable measures to protect licensed software from unauthorized copy or

release.  And, in between these landmark holdings, the ASBCA managed to touch on whether modified

commercial software is still commercial, how close a license agreement must be to a standard form commercial

license to be deemed one “customarily provided to the public,” and the Government’s duty to maintain a reliable

point of contact during contract performance.  Let’s dive in!

Buying Commercial Computer Software Under the FAR and DFARS

Although the FAR and DFARS provisions governing commercial computer software licensing differ slightly in

text, their thrust is the same.  Both direct the Department of Defense (DoD) and other executive agencies to

acquire commercial computer software “under licenses customarily provided to the public to the extent such

licenses are consistent with Federal law and otherwise satisfy the Government’s needs.”  FAR

12.212(a); see DFARS 227.7202-1(a) (stating the same policy, but with the qualifier in the negative:  “unless such

licenses are inconsistent with Federal procurement law or do not otherwise satisfy user needs”).[1]  Both the FAR

and DFARS allow the Government and a supplier to negotiate additional or lesser rights – civilian agencies

under FAR 27.405-3 and DoD under DFARS 227.7202 – but the DFARS differs somewhat from 12.212,

specifying this negotiation is necessary where “the Government has a need for rights not conveyed under the

license customarily provided to the public.”  DFARS 227.7202-3(b).   This may be a crucial distinction in

noncommercial item acquisitions, as we will see.

The more pertinent question in CiyaSoft is how, once negotiated, these commercial terms and conditions

become a part of the contract and bind the Government.  The FAR is relatively clear:  the Government receives

“only those rights specified in the license contained in any addendum to the contract.”  FAR 12.212(b); see
also FAR 27.405-3(a) (“If greater rights than the minimum rights identified at [FAR] 52.227-19 are needed, or
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lesser rights are to be acquired, they shall be negotiated and set forth in the contract.”).  The DFARS, on the other

hand, states that the Government “shall have only the rights specified in the license under which the commercial

computer software . . . was obtained,” DFARS 227.7202-3(a), and mentions incorporation only with regard to

specifically negotiated license rights, requiring the “specific rights granted to the Government [to] be enumerated

in the contract license agreement or an addendum thereto.”  DFARS 227.7202-3(b).  Although not giving a

definitive answer on the matter, the United States District Court for the North District of Texas found

in GlobeRanger Corp. v. Software AG, 27 F. Supp. 3d 723, 753 (N.D. Tex. 2014), that “[a]t the very least, it

would seem that the [DoD] needs to receive some notice of the EULA before it can be bound by its terms.”[2]

Off this platform, the ASBCA in CiyaSoft jumps headfirst.

The Dispute in CiyaSoft

The dispute in CiyaSoft arose out of the Army’s purchase of 20 licenses of CiyaSoft’s “bidirectional” translation

software capable of translating language from English to Dari or Pashto and vice versa.  More specifically, for

$98,000, the 2  Brigade Combat Team bought 20 “Single User Bi-Directional English/Dari Software Licenses”

with one year of support and maintenance.  All parties agreed that in the course of negotiations, the contracting

officer did not attempt to negotiate license terms.  The contract itself – which consisted of little more than a

Standard Form 1449 referencing FAR 52.212-4, Contract Terms and Conditions – Commercial Items (Jun 2010),

and FAR 52.212-5, Contract Terms and Conditions Required to Implement Statutes or Executive Orders –

Commercial Items (Jul 2010) – was silent as to incorporation of CiyaSoft’s license.[3]  But, the ASBCA noted, the

contract referred to the purchase of “Software Licenses” as a contract line item.

This software license was delivered to a base in Afghanistan, in a box with 20 compact discs (each of which

contained a short-form of the license agreement physically in its shrinkwrap and digitally in its installation

wizard, i.e., clickwrap), installation instructions, and a letter to the contracting officer.  At the agency’s direction,

the package was addressed to a point of contact other than the contracting officer; although this contact testified

he had no recollection of receiving the box, he supposed he likely would have opened it, counted the number of

copies, and disregarded the license agreement.  The contracting officer never saw the package or its contents, and

never discussed or saw the licensing agreement.

Within a few days of delivery, CiyaSoft noticed multiple registrations on the same product ID number for one of

the delivered copies, causing some concern that the license agreement was being violated.  CiyaSoft ignored these

concerns, assuming the Government simply made a mistake in the installation process.  A few months later,

though, CiySoft asked the contracting officer to provide a list of registered users, as required by the software

license agreement.  The contracting officer, away on leave for the Christmas holiday, never responded.  In the

meantime, CiyaSoft began receiving technical support inquiries from nonregistered users, including one

contractor employee who said he was just one of many who received a copy while working at a

translating/interpreting services company he previously worked for in Afghanistan.  CiyaSoft also became aware

of secondary purchases in Kabul, Afghanistan, and Mashad, Iran, of some of the 20 copies it had delivered to the

Army.

CiyaSoft filed a claim alleging five breaches of the contract and its license agreement:  (1) the Government’s

installing the same copy on more than one computer; (2) its failing to provide a list of activations or registered
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users; (3) its letting personnel outside the 2  Brigade Combat Team use the software; (4) its failing to protect

the software from copy and distribution by others, particularly the Army’s translator/interpreter services

contractors; and (5) its failing to provide a point of contact throughout the contract.[4]

Incorporation of the License Agreement Into the Contract

The Government first argued that it could not have breached the license agreement because it had never signed

up to the license agreement as part of the contract in the first place.  The Board agreed with the Government that

the contracting officer never saw the license agreement, that the contract makes no mention of the license

agreement, and that the only person who might have seen the full license agreement was not authorized to accept

its terms; but the Board disagreed that these facts protected the Government from being bound.  After all, the

Board noted, citing FAR 12.212, the Government’s policy when licensing commercial software is to accept the

licensing terms customarily provided by the vendor to other purchasers, so long as the license is consistent with

federal law and otherwise satisfies the government’s needs.

But can that policy effect a binding agreement without actual acceptance of the commercial terms?  The Board

decided it can, adopting a rule of commercial law to find that the contracting officer, even without reading the

agreement, had been placed on “inquiry” notice of its terms.  The Board chided the Army for never requesting the

opportunity to review the license prior to awarding the contract, and noted that the Army never objected to the

license upon its receipt.  Given these circumstances, the Board held, the contracting officer had failed his duty to

inquire about the license terms and, as such, should have imputed knowledge of those terms.  Thus, in the face of

seemingly clear language in the FAR requiring incorporation through attachment, the Board found that the

contract included the license agreement shipped with the software.  The Board even went a step further and

generalized its holding:

[T]he government can be bound by the terms of a commercial software license it has neither negotiated
nor seen prior to the receipt of the software, so long as the terms are consistent with those customarily
provided by the vendor to other purchasers and do not otherwise violate federal law.

The Board then asked whether the license agreement was (1) for commercial software and (2) customarily

provided to other purchasers.  It is unclear how the outcome of the case would have changed had the license

agreement failed either one of these.  Given the Board’s conclusion that the license agreement was incorporated

into the contract through its delivery with the software, the only remaining question should be whether the terms

are consistent with Federal law.[5]  The FAR requires a contracting officer to ensure that a license agreement is

one customarily provided to the public and satisfies the Government’s needs, but there is no reason to think that,

where the contracting officer does not do so, the agreed-to license is constructively bound somehow. 

Nevertheless, even though this analysis arguably is unnecessary, the Board offers some interesting comments.

Defining Commercial Software

The Board supposed that one could argue CiyaSoft’s software does not meet the definition of a “commercial

item” in FAR 2.101 because it has not been sold to the general public (despite being sold internationally to

government agencies and corporate customers).  In addition to the fact the software was procured under a FAR

Part 12 commercial item contract, the Board looked to the software’s function, which it defined as “translating
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one language into another,” and noted this function is not “inherently government or non-commercial.”  The

Board also noted evidence in the record of sales to the public, albeit unauthorized sales, presumably referring to

the unauthorized sales in Kabul and Mashad.[6]

The Board then addressed whether certain modifications to the software – removal of an online registration

requirement to facilitated secure government use and insertion of a unique version number and product

identification numbers – changed the software’s commercial status.  The Board concluded they did not,

reasoning “the change does not affect the core purpose of the software, which is translation,” and “the

change merely substituted one form of registration for another” without “add[ing] any requirement that was

not previously required.”  These are helpful goalposts for commercial software suppliers to consider when

determining whether modifications to tailor a product to Government needs ruins a claim to commerciality.

Deviations From Customary Commercial Licenses

The Board reasoned that an argument also could be made that the license agreement at issue was not the

standard license agreement CiyaSoft offers to other customers.  Indeed, the license expressly stated “CiyaSoft

Corporation standard software license agreement does not apply to this agreement:  Activation is not online and

registration is not required,” referencing the software modifications noted above.  This was the only change to

the license – instead of registering online to activate the software, the Army was required to provide a list of

activations to CiyaSoft directly.  The Board found that this additional requirement did not cause the license to

“differ materially” from that customarily provided because the “core function or purpose” of the license

agreement – in this regard, to grant permission for use on only one computer system per copy of the software –

did not change.

Government Duties and Breach

Having concluded that the Government was bound by CiyaSoft’s license agreement, the Board then turned to

whether the license agreement imposed the duties CiyaSoft claimed, and if so, whether the Government breached

those duties, resulting in damages to CiyaSoft.

With regard to allowing government personnel outside the 2  Brigade Combat Team to use the software, the

Board concluded that the license agreement, which identified the licensee as the “US Government,” did not limit

the software’s use to that specific unit.  The Board interpreted the designation of the US Government as the

licensee to mean “any government employee, or employee of a contractor acting on behalf of the government or

other agent of the government, may use the software” – of course, so long as the software is not installed on more

than the number of allotted computers, in this case 20.

By contrast, CiyaSoft succeeded in showing breach where the Government installed the same copy of the

software on more than one computer and failed to provide CiyaSoft a list of activations.  The Board found these

obligations to be expressly set forth in the license agreement, and concluded that the Agency breached them,

resulting in damages to CiyaSoft by “depriving it of the license fee the government would have had to otherwise

pay to obtain a valid copy of the software,” and by “undermining its ability to have proven that more copies of the

software than were licensed were used by the government.”
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The two remaining alleged breaches – the Government’s failure to maintain a point of contact throughout the

contract, and its failure to protect the software from copy and distribution by others – find no footing in the text

of the license agreement, and instead are rooted in the implied duty of good faith and fair dealing.

With regard to the first, the Board found it “self-evident that a party’s performance of a contract could require

communication with the other party,” and held that a failure to facilitate such communication through

maintaining a point of contact could breach the Government’s implied duty of good faith and fair dealing

through a lack of cooperation.  The Board ultimately found that the Government did not breach this duty in its

dealings with CiyaSoft, but contractors nevertheless might consider keeping this section of CiyaSoft in their hip

pocket to show to particularly hard-to-reach government personnel.

The second of these implied obligations – requiring a licensee to protect licensed software from harm – is

significant.  The Board held that “an implied duty exists that the licensee will take reasonable measures
to protect the software, to keep it from being copied indiscriminately, which obviously could have a

deleterious effect on the ultimate value of the software to the licensor.”  Finding no support for such a duty in

intellectual property law, the Board looked to the common law doctrine of waste, which provides an owner of real

property relief for damage by a current tenant.  The Board quoted the Supreme Court’s 1876 decision in United
States v. Bostwick, 94 U.S. 53 (1876), holding the United States liable for the destruction of ornamental trees and

other damage to the Kalorama estate in Washington, D.C., while it was occupied and operated by Union soldiers

as a smallpox hospital during the Civil War.[7]  The same obligation “to use the property in a manner so as to not

unnecessarily damage [its] value” applies, the Board reasoned with little explanation, to software the

Government has been authorized to use in a form embodied on a compact disc.[8]

The Board did not elaborate on what “reasonable measures” must be taken, but found CiyaSoft failed to present

sufficient evidence of the Government’s failure to meet them.  In Bostwick, the Supreme Court applied a

negligence standard, distinguishing certain damages that were the result of the Government’s breach of its duty

“not to commit waste, or suffer it to be committed,” from a fire supposedly caused by a defective stovepipe during

the hospital staff’s Christmas Eve ball, for which the Government was not liable because it happened “by

accident” and not “through the neglect of the United States.”  It is not clear what such a standard would mean

when applied to the protection of software.  Must the Government, for example, prohibit employees from using

thumb drives on computers with access to the software?  Or keep the software in a protected format that

prevents copy?  In the absence of clarity, commercial software suppliers wishing to impose any such affirmative

measures should write them explicitly in their licensing agreements.

Takeaways

The result in CiyaSoft is, in many regards, a victory for computer software suppliers, but it should not be

overread.  At times, the decision’s legal reasoning is less than rigorous, even if the Board arguably reaches the

right results.  Moreover, it is unclear whether the Board would reach the same result in a noncommercial item

acquisition if it were construing the DFARS provisions at 227.7202-3(b), rather than FAR 12.212. 

Although CiyaSoft provides a nice backstop in case things go wrong, contractors should continue diligently

pursuing express Government acceptance of their software licensing agreements.
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[1] Even though a Department of the Army contract is at issue, the ASBCA does not once refer to the DFARS in

its decision.  Instead, because the Army procured the software in accordance with FAR Part 12, the Board refers

only to the FAR commercial software licensing provisions at FAR 12.212 and FAR 27.405-3.  The first makes

sense – all purely commercial item procurements are subject to FAR Part 12, and where a conflict arises with

other parts of the FAR or DFARS, FAR Part 12 takes precedence.  See FAR 12.102(c).  However, the Board’s

reliance on FAR 27.405-3 is less sure.  FAR 27.400 specifically exempts the Department of Defense from all

provisions in that subpart (with the exception of the general policy statement in FAR 27.402), but FAR 12.212

itself directs agencies to proceed in accordance with FAR 27.405-3.  It is unclear whether, when procuring

commercial software alone under FAR Part 12 (as opposed to non-Part 12 procurements that merely involve

commercial software), the DoD is meant to follow FAR 27.405-3 (and all it entails, including the possible

incorporation of certain contract clauses) or its own regulations at DFARS 227.7202.  In all events, the provisions

at DFARS 227.7202 warrant consideration here.

[2] In this particular analysis in GlobeRanger, the court relied heavily on the direction in DFARS 227.7202-3(b),

“If the Government has a need for rights not conveyed under the license customarily provided to the public, the

Government must negotiate with the contractor to determine if there are acceptable terms for transferring such

rights.”  The court reasoned that this language would be rendered superfluous if the Government could be bound

by a commercial license it never had the opportunity to review.  27 F. Supp. 3d at 753.  As mentioned, DFARS

227.7202-3 is absent from the ASBCA’s decision, and the Board similarly does not cite to GlobeRanger.  One

wonders whether the Board’s result would be the same if confronted with a commercial license supplied under a

noncommercial procurement, therefore analyzing DFARS 227.7202-3 instead of FAR 12.212.  The Board’s

reliance on inquiry notice, though, as described in more detail later on, does not conflict directly with any

language in the DFARS and would appear to apply equally to DoD.  Indeed, DFARS 227.7202-3’s grant of rights

based on the “license under which the commercial computer software  . . . was obtained” seems more open to a

theory of inquiry notice and acceptance sight unseen than FAR 12.212’s analogous grant of “only those rights

specified in the license contained in any addendum to the contract.”

[3] The contract also omitted FAR 52.227-19, an optional clause that establishes restricted rights in commercial

computer software and is to be used when “there is any confusion as to whether the Government’s needs are

satisfied or whether a customary commercial license is consistent with Federal law.”  FAR 27.405-3(a).

[4] To be precise, CiyaSoft actually claimed seven breaches, but the ASBCA determined that two were equivalent

and one was not presented clearly enough in CiyaSoft’s claim to establish jurisdiction at the Board.

[5] A contracting officer does not have authority, through inquiry notice or otherwise, to accept on behalf of the

Government an agreement that violates statute.

[6] To this list of valid justifications of commerciality, the Board added that the software was developed without

any government funding.  This perpetuates a common misunderstanding.  The commercial item definition refers

to development at private expense only in the limited case of establishing commerciality through sales to State

and local governments; there is norequirement that an item be developed at private expense to be commercial if

it meets any of the other prongs in the FAR 2.101 definition, such as sale to commercial entities like CiyaSoft’s

corporate customers.
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[7] The Board also cites A&B Ltd. Partnership v. Gen. Servs. Admin., GSBCA No. 15208, 04-1 ¶ 32439, for its

citation of Bostwick as one of the earliest enunciations of the common law principle of waste by a United States

court.

[8] Stating, “We see no reason why a similar duty should not be applicable to software licenses, which resemble

leases to some degree in that only a limited use of the property, rather than its entirety is being conveyed.”  Of

course, the Board is not the first authority to borrow from real property when analyzing intellectual property

law.  See, e.g., Westinghouse Elec. & Mfg. Co. v. Formica Insulation Co., 266 U.S. 342 (1924) (“It was manifestly

intended by Congress to surround the conveyance of patent property with safeguards resembling those usually

attaching to that of land.”).
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BAYH-DOLE REGULATORY UPDATE OFFERS 
CLARIFICATIONS TO FEDERAL GRANTEES AND 
CONTRACTORS BUT ALSO RAISES SPECTER OF 
GOVERNMENT INTERFERENCE WITH PATENT RIGHTS
By: Tina Reynolds

Effective May 1, 2018, newly issued federal government contracts,

grants, and cooperative agreements will be subject to revised

regulations implementing the Bayh-Dole Act, the federal statute

governing title and license rights for inventions developed with federal

funding.  The new regulations were issued on April 13, 2018 by the

Department of Commerce, National Institute of Standards and

Technology (NIST) as a final rule amending 37 C.F.R. part 401.  See 83 Fed. Reg. 15954 et seq.  Included in the

regulations are changes to the standard intellectual property-related contract clauses that must be included in

most federal contracts, grants, and cooperative agreements.

Of particular note, under the revised regulations the federal government now has essentially an unlimited

amount of time to demand title to grantee and contractor “subject inventions” – those inventions conceived or

first actually reduced to practice in the performance of work under a funding agreement – in instances where the

contractor did not precisely follow the notice and election procedures.  This change reinforces the importance of

meeting the deadlines imposed under Bayh-Dole for invention disclosure and election of title.  A graphic

describing the applicable deadlines is available here.

Below we summarize this change and other significant considerations under the new regulations.  While the new

rules apply to all federal funding agreements (i.e., grants, contracts, cooperative agreements) executed after May

14, 2018, agencies may, in their discretion, amend current funding agreements to make the new rules applicable

prospectively.

1. Expanded Government Opportunities to Demand Title to Inventions

Historically, if a contractor[1] failed to disclose a subject invention or to elect title to that invention within

the timeframes specified under the Bayh-Dole regulations, the government had sixty days, upon discovery of

the error, to object to the procedural error and seek title for itself.  In practice, this meant that even where a

contractor had mistakenly failed to disclose an invention or to elect title it could rectify the mistake by filing a

notice and/or election of title and then waiting sixty days for the government’s objection period to expire.

This now happens routinely when subsequent licensees of an invention discover that government funding

was involved in the development of the product, but that Bayh-Dole procedures were not followed.

The most significant revision to the implementing regulations eliminates the government’s limited sixty day

objection period and instead makes the objection period indefinite.  37 C.F.R. § 401.14(d)(1).  This means
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that a contractor’s failure to timely notify the funding agency of a subject invention, or to elect title to that

invention, could allow the government to request title at any point in the future.  This new scheme injects

uncertainty into the process and will have significant ramifications for companies, universities, and other

organizations that develop inventions with government funding assistance.  Contractors may find themselves

without valid title to a product or process they have patented or facing legal action from subsequent licensees

whose licenses could be of little to no value if the government elects title.

Now that the risk profile has changed, recipients of federal funding must prioritize strict adherence to the

invention disclosure rules from this point forward.  (This has historically been a challenge for researchers,

particularly those in life sciences fields.)  Further, potential licensees of inventions must be very careful to

ascertain whether federal funding was involved and, if so, to verify through due diligence that all required

deadlines were met.  In the event of error or delay, funding recipients must now seek and receive explicit

confirmation from the funding agency that it will not seek to obtain title in the future.  It remains to be seen

whether federal agencies will be willing to provide such confirmation.

2. Regulatory Confirmation of Bayh-Dole’s Application to Large Businesses

As originally crafted, the Bayh-Dole Act applied only to small businesses and non-profit institutions,

including research universities.  The Patent and Trademark Law Act of 1980, Pub. L. 96-517 (as amended),

was codified in 35 U.S.C. §§ 200-212 (the “Bayh-Dole Act”).  Executive Order 12591, issued April 10, 1987,

expanded the reach of the Bayh-Dole Act’s requirements and protections to large businesses, thereby

bringing all recipients of federal grants, contracts, and cooperative agreements under the same set of rules

with respect to the treatment of subject inventions.  Notwithstanding the Executive Order, however, the

implementing regulations in 37 C.F.R. were never amended to include large businesses until now.  Revised

37 C.F.R. § 401.1(b) now states that the regulations apply “to all funding agreements with firms regardless of

size.”

3. Circumvention of Supreme Court’s Ruling in Stanford v. Roche

In its 2011 decision, the Supreme Court held that title in a patented invention vests first in the inventor, even

where the Bayh-Dole Act applies.  NIST has attempted to temper the impact of this holding by mandating

that contractors require their employees to sign agreements requiring prompt disclosure of subject

inventions and assigning all rights in the inventions to the contractor.  37 C.F.R. § 401.14(f)(2).

4. Continued Preference for U.S. Companies and Requirement for U.S. Manufacture

Several commenters on the draft proposed rule had requested that the regulations be revised to permit

foreign collaborators to receive standard Bayh-Dole rights.  NIST rejected this request as contrary to the

statutory mandate.  83 Fed. Reg. 15,955.  Similarly, NIST maintained the requirement for substantial U.S.

manufacture of subject inventions, and rejected the suggestions of commenters to permit automatic waivers

in certain instances.  In doing so, NIST noted that the Bayh-Dole statute allows waivers from the

requirement only “in individual cases.”  83 Fed. Reg. 15,956.

5. No Deviation from Required Patent Language
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Some commenters had asked NIST to give contractors flexibility in terms of the language used to reference

government support in patent applications.  83 Fed. Reg. 15,956.  NIST declined, reiterating that the “two

clear, concise sentences”[2] prescribed by 37 C.F.R. § 401.14(f)(4) must be used to “notify readers of the

Federal government’s rights in a subject invention.”  Id.

6. Recognition of Contractors’ Strategic Use of Provisional Patent Filings

NIST acknowledged several commenters who pointed out the increasing use by contractors of provisional

patent applications.  83 Fed. Reg. 15,956.  In turn, NIST amended the provision permitting the government

to obtain title when a patent application had been abandoned to now apply only to non-provisional patent

applications.  37 C.F.R. § 401.14(d)(3).  NIST also altered the requirement for contractor notice of a decision

not to continue patent prosecution to require notice only where a non-provisional patent application has

been abandoned.  37 C.F.R. § 401.14(f)(3).  (This notice period also was extended from thirty days prior to

the expiration of the response period to sixty days (although sixty days was a compromise from the original

120-day change proposed by NIST).)  83 Fed. Reg. 15,956.  Finally, where a contractor requests an extension

of time for filing a non-provisional application after a provisional application has been filed, a one year

extension will now be granted automatically upon request, unless the funding agency notifies the contractor

otherwise within sixty days of the request.  37 C.F.R. § 401.14(c)(5).

7. Affirmation of Small Business Licensing Preference Requirement for Nonprofit Organizations

Nonprofit organizations have historically been required to give preference to small businesses when licensing

subject inventions for commercial exploitation.  37 C.F.R. § 401.14(k).  The new regulations provide an

avenue for small business appeals to the funding agency if they believe a nonprofit organization is not

following this small business preference requirement.  37 C.F.R. § 401.7(b).

8. Revised Procedures in Situations Involving Government Employee Co-Inventors

Under the revised regulations, the government agency that employs a government employee co-inventor now

has patenting priority over the funding agency in instances where the contractor has declined to elect title.

37 C.F.R. § 401.10(a).

9. Recognition of iEdison Challenges

While NIST expressed its support for the online electronic database operated by the National Institutes of

Health (NIH), it noted that it cannot compel agencies to use the database and implicitly acknowledged some

challenges with the system in touting a new collaboration between NIH and NIST to develop enhanced

iEdison training modules and to identify “opportunities for updates and improvements” to the iEdison

messaging system.  83 Fed. Reg. 15,957.

[1] The term “contractor” in 37 C.F.R. part 401 encompasses grant recipients and cooperative agreement holders

as well as those with procurement contracts and is therefore used throughout this article to pertain to all federal

funding recipients.
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[2] The required language is:  “This invention was made with government support under (identify the contract)

awarded by (identify the Federal agency).  The government has certain rights in the invention.”
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DON’T SET YOUR HAIR ON FIRE YET OVER DATA RIGHTS 
CHALLENGES UNDER THE FY 2019 NDAA
By: W. Jay DeVecchio and Locke Bell

Congress recently authorized the Department of Defense’s spending for

Fiscal Year 2019 and, unsurprisingly, attached some strings in the guise

of acquisition reform.  One of these is a modest change to the burden of

proof in a rarely used exception to a data rights challenge.  This

exception now allows the DOD to override the challenge process and to

release a contractor’s data when there are “compelling mission

readiness requirements” rather than “urgent and compelling circumstances,” which was the existing standard. 

Although this has caused consternation in some quarters, we think that, as a practical matter, the effects of this

change are not likely to be significant.  Contractors should not be alarmed.  Here is how this change came about

and why not to worry too much.

This year, we watched with considerable concern the progress of a draft Senate provision in the FY 2019 National

Defense Authorization Act (“NDAA”) that would have allowed the Government to treat contractor proprietary

and trade secret materials however DOD pleased if the Government so much as challenged the validity of a

contractor’s restrictive markings.  That is one heck of a damper on industry innovation and participation, as well

as on due process.  Fortunately, this remarkably bad provision did not make its way out of Conference.  The final

FY 2019 NDAA, insofar as it addresses rights in technical data and software, is light on substantive effects.  The

change to the override’s burden of proof is one of them – a remnant from the Senate’s ill-conceived draft.

By way of background, when a DOD contractor delivers proprietary technical data or computer software under a

contract, it must apply very specific restrictive markings contained in the Department of Defense Federal

Acquisition Regulation Supplement (“DFARS”) and its “data rights” clauses.  Failing to mark, or marking

incorrectly, jeopardizes a contractor’s ability to enforce any limitations on the Government’s use of those data or

software and may provoke a data rights challenge by the contracting activity.  See DFARS 252.227-7013(f);

DFARS 252.227-7014(f).  There is, however, a healthy measure of due process in this “validation” process.

For example, if the Government thinks any restrictive markings are unjustified – say the Government contends it

paid for the development of something the contractor is claiming to have developed at private expense – then the

Government may challenge the contractor’s markings.  The DFARS sets out a comprehensive and iterative

procedure for these challenges; they allow the contractor to submit various written justifications (often

consisting of extensive development and timekeeping records) on which the contracting officer must issue a final

decision.  See DFARS 252.227-7019; DFARS 252.227-7037.  As with a contracting officer’s final decision on a

monetary claim, the contractor may appeal an adverse data rights final decision to either the Armed Services

Board of Contract Appeals (“ASBCA”) or to the U.S. Court of Federal Claims.  All the while, the Government is

bound by the contractor’s restrictive markings until the dispute is finally resolved – that is, at least in most

cases.  Under the current regulations, if the head of an agency makes a written determination that the agency
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cannot wait due to “urgent or compelling circumstances,” the agency may release or disclose the data, with the

understanding that the contractor retains its right to seek damages or any other lawful relief if the restrictions

are upheld.  This type of preemptive action by an agency head is very, very rare.

DOD personnel occasionally complain that contractors abuse this appeals process to drag out invalid restrictions,

overlooking (or not appreciating) the fact that contractors think long and hard before pursuing an appeal,

especially in light of the significant resources and legal fees involved, and typically do not do so unless there is

good reason and the stakes high.  Regardless, someone within DOD wanted to limit this longstanding disputes

process.  And someone on the Senate staff listened, giving us the draft Senate provision that would have allowed

DOD to treat challenged technical data or software as if they were not marked at all while the challenge litigation

plays out.  Of course, allowing DOD to release these data or software like this, and even temporarily, could utterly

destroy the value of the contractor’s trade secrets.  Worse yet, under this proposed scheme, if restrictive

markings ultimately were found to be justified, DOD would be liable to the contractor only if the agency had

acted unlawfully or in bad faith.  It is unsurprising this ill-conceived provision did not last.

In Conference, the House receded with a provision, now in law at Section 866 (and codified in 10 U.S.C. §

2321(i)), that more or less mirrors the current framework in the DFARS, with one small exception:  instead of

“urgent and compelling circumstances,” the head of the agency must find “compelling mission readiness

requirements.”  Alarm notwithstanding, it is difficult to imagine a situation where an agency faced with

“compelling mission readiness requirements” could not equally classify its predicament as “urgent and

compelling circumstances.”  It should, however, be about equally difficult for the agency to succeed in proving

the “circumstances” under either definition.  No doubt, one can debate perceived differences between the new

standard and the old – much like attorneys can debate the perceived differences between “negligence” and “gross

negligence,” but the question is whether they make much of a difference.  Probably not.

Given the edit deleting “urgent,” it might be that Congress wanted to move away from the “urgent and

compelling” standard to avoid case law in the Court of Federal Claims interpreting the phrase, as it pertains to

sole-source awards or overrides of statutory stays of performance during a protest, to require a threat of

“immediate harm to health, welfare, or safety.”  This is language originally found in a Senate Report when the

authority to award sole‑source contracts was promulgated.  See PMTech, Inc. v. United States, 95 Fed. Cl. 330,

345‑46 (2010) (quoting S.Rep. No. 98-50, at 21 (1983)).  There is, however, no similar case law related to

restrictive markings – indeed, no case law at all to suggest the requirement to show “immediate harm” would be

adopted.  And under either standard, the facts confronting the agency must compel it to misappropriate what is,

at least for the time being, considered to be a valid trade secret.  When should mission readiness requirements

compel an agency to act immediately if those requirements were not also urgent?

In all events, DOD historically is patient during data rights litigation; and, although often aggressive, it almost

always respects contractor markings pending the court’s or board’s decision.  This respect for the disputes

process reflects the facts that compelling circumstances are infrequent and often difficult to prove.  Moreover, it

is as likely attributable to reputational and monetary risks as it is to the regulatory standard.  The potential

damages for misappropriating trade secrets can be astronomical, and doing so cavalierly could jeopardize

important industry relationships.  With these circumstances still present, and the burden of proof so similar,
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there is no reason to think the slightly relaxed standard of the NDAA will result in a wave of restrictive marking

overrides.  We can probably silence the alarms for now.
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FINAL GSA RULE ON COMMERCIAL LICENSE TERMS 
THAT CONFLICT WITH FEDERAL LAW
By: Locke Bell

Anyone who has endeavored to sell commercial software to the Federal

government well knows there are devils hiding in the details of most

commercial license agreements.  The trick is knowing how to spot them

– or, more precisely, agreeing which present legitimate conflict.  To

assist industry and contracting officials alike, the General Services

Administration has penned a field guide for identifying common terms

and conditions the Government cannot agree to as a matter of Federal law.

For suppliers selling through GSA, this rule – effective as final on February 22, 2018, but a version of which has

been in use since GSA issued a memorandumon point in July 2015 – cuts out the negotiation altogether,

providing a GSA-specific addendum to FAR 52.212-4, at GSAR 552.212-4, that rewrites 12 commonly

problematic clauses to be consistent with Federal law.  These rewritten clauses will supersede any conflicting

language in the supplier’s commercial license agreement.  For companies selling directly to other agencies, GSA’s

list serves as a handy reference when trading redlines with the contracting agency.

Before diving into some provisions commonly of interest, we note many practitioners will be relieved by GSA’s

decision to ditch that part of its proposed clause that would have placed the commercial license agreement

behind all provisions of the FAR 52.212-4 clause in the order of precedence.  Public comments pointed out this

would result in terms such as a standard commercial warranty being superseded by the warranty provision in

FAR 52.212-4 paragraph (o), although there is no conflicting Federal law demanding that the FAR warranty

provision prevail.  Persuaded, GSA moved the commercial license agreement up in the order, subject only to

select provisions of FAR 52.212-4 implementing mandatory Federal law.

Now, to some specific provisions of interest:

No Automatic Renewals.  With the move from desktop solutions to cloud computing, commercial software

providers increasingly offer subscription rather than perpetual licenses.  Often, a subscription will be set up to

renew automatically at the end of a subscription term unless the user takes an affirmative action to terminate the

license.  But the Government’s unique duties to the taxpayer and the public fisc restrict its ability to obligate

funds in future years; as it’s often put, the Government “can’t spend what it ain’t got.”  Congress has

implemented this tenet of appropriations law through the Anti-Deficiency Act, see 31 U.S.C. § 1341, which

prohibits a government official from entering into a contract or obligation to pay money before an appropriation

is made unless otherwise authorized by law.  Because Congress at least is supposed to appropriate funds

annually, the Act prevents an ordering activity from agreeing to an automatically renewing license.  GSA’s

provisions reflect this as follows:  “If any license or service tied to periodic payment is provided under this
agreement (e.g., annual software maintenance or annual lease term), such license or service shall not renew
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automatically upon expiration of its current term without prior express consent by an authorized Government
representative.”

Unauthorized Indemnification.  Another set of provisions that commonly run afoul of the Anti-Deficiency

Act are those requiring an end user to indemnify the licensor for certain liabilities that might occur well into the

future.  Courts (see, e.g., Hercules v. United States, 516 U.S. 417, 427 (1996)) and the Comptroller General (see,
e.g., Assumption by Gov’t of Contractor Liability To Third Person–Reconsideration, B-201072, May 12, 1983,

83-1 CPD ¶ 501 (62 Comp. Gen. 361)) long have recognized a strict prohibition on Federal agencies entering into

open-ended indemnifications absent clear statutory authority to the contrary.  GSA takes this concern seriously,

addressing it in no uncertain terms in a clause titled Unauthorized Obligations, which states that with the

exception of “indemnification or any other payment by the Government that is expressly authorized by statute
and specifically authorized under applicable agency regulations and procedures,” any “language, provision, or
clause requiring the Government to pay any future fees, penalties, interest, legal costs or to indemnify the
Contractor or any person or entity for damages, costs, fees, or any other loss or liability that would create an
Anti-Deficiency Act violation” will be “unenforceable against the Government” and “stricken from the
commercial supplier agreement.”  GSA adds that no such clause will be deemed to have been agreed to by virtue

of appearing in a commercial supplier agreement or by being invoked through an “I agree” click box or other

click-wrap or browse-wrap agreements.

Often, the Government will reject any indemnification language it can find in a commercial license agreement,

and may be particularly inflexible in its position.  It is flatly incorrect that the Anti-Deficiency Act
prohibits all indemnifications.  The GSA provisions recognize this, and when dealing with other agencies

that are not so enlightened, you should consider pointing them to these provisions.

Continued Performance.  Commercial licenses often allow a supplier to revoke the license upon a user’s

failure to pay, a failure to cure a breach of the terms, or in any number of other scenarios.  The Government will

not countenance a contractor’s unilateral termination, and instead requires in nearly all instances that an

aggrieved contractor continue performance while raising its claim through the Contracts Disputes Act, 41 U.S.C.

§§ 7101 et seq.  GSA captures this as follows:  “The supplier or licensor shall not unilaterally revoke, terminate
or suspend any rights granted to the Government except as allowed by this contract.  If the supplier or licensor
believes the ordering activity to be in breach of the agreement, it shall pursue its rights under the Contract
Disputes Act or other applicable Federal statute while continuing performance as set forth” in the Disputes

clause of the contract.

Updating Terms.  Many commercial suppliers maintain standard terms and conditions that are available

online, often updated, and incorporated into commercial supplier agreements by reference.  These referenced

terms trouble the Government, as it wants to understand the terms it is agreeing to during contract formation,

and it will not allow a contractor to make material modifications unilaterally.  GSA initially proposed to require

commercial suppliers to provide the full text of the applicable terms, but when industry pushed back, noting

these terms may be voluminous and are subject to change at any time, GSA removed the requirement.  As final,

GSA’s provisions require that “For revisions that will materially change the terms of the contract, the revised
commercial supplier agreement must be incorporated into the contract using a bilateral modification,” and

they define a material change as “(1) Terms that change Government rights or obligations; (2) Terms that

https://supreme.justia.com/cases/federal/us/516/417/case.pdf
https://www.gao.gov/assets/450/447287.pdf
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increase Government Prices; (3) Terms that decrease the overall level of service; or (4) Terms that limit any
other Government right addressed elsewhere in this contract.”

This is another place where Federal agencies often take a hardline stance that is unwarranted.  Drawing the

distinction GSA provides for material changes in your government‑facing license agreements may head off

disagreements with other contracting agencies.

Law and Disputes.  Most companies carefully select the law governing their commercial licenses and name

exact fora and venues in which the company or end user can be sued.  Of course, the Federal government will not

consent to, for example, being sued in the Superior Court of California, County of Santa Clara, under the laws of

the State of California.  But the Government may be subject to state law torts claims under the Federal Torts

Claims Act, 28 U.S.C. §§ 2671 et seq.  To address this, GSA specifies, “This agreement is governed by Federal
law,” it deletes “Any language requiring dispute resolution in a specific forum or venue that is different from
that prescribed by applicable Federal law,” and it deletes any language specifying state, territory, district, or

foreign law “except where Federal law expressly provides for the application of such laws.”

End User.  Many commercial agreements are directed to the End User of the software, hence the common title

End User License Agreement or EULA.  But only very specific persons are authorized to make obligations and

enter into agreements on the Government’s behalf, and many government end users do not have this authority. 

Accordingly, the GSA provisions specify, “This agreement shall bind the ordering activity as end user but shall
not operate to bind a Government employee or person acting on behalf of the Government in his or her
personal capacity.”  It is important to remember that the entity you are contracting with is the ordering activity

within the Agency, not the individual end user.
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SIKORSKY: WHAT THE GAO SAID AND DID NOT 
SAY ABOUT SOLICITING DATA RIGHTS
By: W. Jay DeVecchio and Locke Bell

The GAO’s decision last week, denying in part and dismissing in part

Sikorsky Aircraft Corporation’s much-watched protest of the Air Force’s

solicitation to replace the UH-1N helicopter, deals an early (if light)

blow to contractors in their fight against the Air Force’s recent data

rights grab.[1]  Followers of this blog and readers of the Government

Contractor will recall we raised concerns in January about overbroad

data rights provisions in recent Air Force solicitations.[2]  The GAO, in Sikorsky Aircraft Corp., B-416027; B-

416027.2, May 22, 2018, ultimately endorsed one such provision requiring broad delivery of both technical data

and software necessary for operations, maintenance, installation, and training activities (defined in the

solicitation as “OMIT Data”), but Sikorsky’s protest did not go down without first getting an important

concession from the Air Force.  This concession, and the GAO’s discussion of whether OMIT Data includes

source code, are the key takeaways from Sikorsky, and we will discuss them in some length here.  Before we do,

some stage-setting is appropriate, in particular because the clauses at issue are confusing.

For more than 20 years, contractors and government personnel have used “OMIT data” as a familiar shorthand

for the data called out in DFARS 252.227-7013(b)(1)(v) as “Necessary for installation, operation, maintenance, or

training purposes (other than detailed manufacturing or process data),” and, importantly, in which the

Government is entitled to unlimited rights. In this parlance, OMIT data by definition include neither “detailed

manufacturing or process data” (DMPD) nor computer software.  Unsurprisingly, the Air Force caused some

consternation recently when it bucked this convention and began including in its solicitations for major weapons

systems a provision defining “OMIT Data” to include all types of computer software and, in some cases, DMPD. 

(We distinguish this OMIT Data, specially defined by the Air Force, and the colloquial OMIT data.)  Sikorsky was

the first to file a formal challenge.

As reflected in the GAO’s decision, the Air Force gets away with its definition by relying on a distinction between

the Government’s right to order delivery of technical data and software – which is not covered by the data rights

clauses, but rather is determined by the unique and independent delivery requirements of each solicitation or

contract, unbound by regulation – and the Government’s right to use technical data and software, which is

addressed at length in the DFARS data rights clauses.  In other words, the data rights clauses articulate license

rights of use, but not delivery requirements.  Delivery requirements are covered elsewhere in contracts.  Thus, if

the Air Force defines OMIT Data broadly but requires only its delivery, there is no formal conflict with the data

rights regulations; a conflict would occur if the Air Force demanded unlimited rights in DMPD or in computer

software, as distinguished from demanding their delivery subject to the correct rights provided in the data rights

clauses.  Such a demand would violate DFARS 227.7103-1(c) and 10 U.S.C. § 2320(a)(2)(H).[3]  That said, one

hardly can blame a seasoned contractor for assuming that an H clause requiring delivery of DMPD or software as
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OMIT data also correspondingly requires unlimited rights in them, particularly given the fact that “OMIT data” is

synonymous with a subset of Unlimited Rights Data.

Indeed, the Air Force’s clauses as originally drafted did not address only the scope of delivery, but also required

broad rights in OMIT Data – bringing us to the Air Force’s key concession.  Before Sikorsky filed its protest, the

OMIT Data clause in the UH-1N replacement contract (and similar clauses in other Air Force procurements)

were at best ambiguous (and questionably legal) regarding whether they required offerors to relinquish

government purpose rights or even unlimited rights in OMIT Data that were DMPD or noncommercial computer

software developed at private expense – two categories in which contractors by regulation may assert limited or

restricted rights.  But after Sikorsky correctly challenged this aspect of the solicitation, the Air Force sent a letter

to all offerors clarifying that its provision did notrequire contractors to give up more than limited or restricted

rights in these specific types of OMIT Data, leaving Sikorsky’s protest on this ground academic.

Nonetheless, this concession is, as a practical matter, a significant victory for contractors. One should fairly

assume the Air Force will not in the future be promulgating these H clauses in a way that suggests relinquishing

limited or restricted rights if they are properly asserted.

With this key portion of Sikorsky’s protest knocked out, the GAO marched through the remaining grounds,

dismissing one as an untimely challenge to the terms of the solicitation and dismissing another two as premature

challenges to the agency’s evaluation, leaving only two grounds surviving to a decision on their merits. One,

examining whether the solicitation distinguished OMIT Data at the CDRL or data item level (the GAO found the

latter), is of little interest outside the UH-1N replacement solicitation.  The other, however, warrants discussion.

As noted above, industry long has used “OMIT data” to refer to a subset of Unlimited Rights Data that

necessarily excludes DMPD. Sikorsky argued that it reasonably read this exclusion into the Air Force’s definition

of OMIT Data, in particular given the solicitation’s qualification that OMIT Data “includes technical data and

software used in the installation and deinstallation, and disassembly and reassembly, at the lowest practicable

segregable level that does not require detailed manufacturing or process data.”  Sikorsky also argued

this exclusion extended by analogy to source code.  The GAO disagreed with Sikorsky on both.

The GAO first pointed to the distinction between the delivery requirements and use rights and reasoned that,

because the regulations address only use rights (e.g., unlimited rights),  excluding DMPD from the grant of

unlimited rights in DFARS 252.227-7013(b)(1)(v) does not affect the Government’s right to order delivery of

DMPD.  Thus, when the Air Force defines OMIT Data as a category for delivery, it is not required by the data

rights clauses to exclude DMPD.  And even though the Air Force in fact did exclude DMPD related to installation

and deinstallation, and disassembly and reassembly, the GAO noted it did not also do so for other OMIT

activities, e.g., other maintenance or training and operations.  Accordingly, the GAO found DMPD was not

categorically excluded from delivery as OMIT Data.

The GAO also found that source code was not excluded, through a rather straightforward syllogism, although one

with unexpected consequences: the solicitation requires delivery of OMIT Data, which it defines to include

“computer software.”  In turn, computer software is defined by regulation to include source code.  Ergo, the

solicitation’s OMIT Data includes source code.  Once again, the GAO depends on the point that the delimitation

of OMIT data in DFARS 252.227-7013(b)(1)(v) is irrelevant for the purposes of delivery.  And the GAO noted that
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even if it were not so, this DFARS provision would not apply to computer software, as it applies exclusively to

noncommercial technical data.[4] According to the GAO, just because the Air Force decided to lump computer

software into its definition of OMIT Data, it did not “treat computer software as though it were technical data.” 

Thus, even where the solicitation excluded delivery of DMPD for installation or assembly activities, that

exclusion did not extend to source code because DMPD, as defined in regulation, is limited to technical data.

A careful reader might point out that it seems at least somewhat disingenuous for the GAO to discard so quickly

the language of DFARS 252.227-7013(b)(1)(v) as applicable only to use rights, but then to rely on the definition

of DMPD in that same regulation to dismiss Sikorsky’s understanding that the solicitation did not require

delivery of source code. One may criticize the GAO’s method as unfairly formalistic:  the result hinges on the

solicitation’s expressly incorporating definitions from DFARS 252.227-7013, which defines “detailed

manufacturing or process data” but not “OMIT data.”  To be sure, this formal interpretation is reasonable, but is

Sikorsky’s interpretation not also reasonable, at least enough to expose an ambiguity in the solicitation as to

whether delivery of source code is required?  According to the GAO, it is not.

We expect to see a surge in bid protests involving data rights issues, as the Department of Defense (and other

agencies), at the direction of Congress, seeks greater rights in data to effect Open Systems Architecture or

Approach and pushes the fight over the scope of delivery of and rights in technical data and software to the left in

the timeline of the procurement process. The GAO, therefore, likely will become an increasingly important voice

interpreting data rights regulations and clauses, a role it has played in past decades but from which it has been

relatively absent for some time. Sikorsky indicates the GAO’s willingness to step into this role with strong, if

unforgiving, respect for the formalism of the long-standing DFARS provisions.

[1] The GAO’s decision also provides an interesting examination of the Office’s pre-award protest timeliness

rules, which in cases like Sikorsky can put an offeror in the tricky situation of guessing whether the Agency, in

the course of discussions, has espoused a disagreeable interpretation of the solicitation (in which case a protest

clock starts ticking) or simply has presented its interim evaluation of the offeror’s proposal (in which case a

protest is premature).  We will analyze this aspect of GAO’s decision in more depth in our forthcoming Bid

Protest Roundup for May 2018.

[2] W. Jay DeVecchio, Data Rights Assault; What In The H (clause) Is Going On Here?  Air Force Overreaching

On OMIT Data.  60 The Government Contractor 8 (January 17, 2018).

[3] These provisions preclude the government from requiring a prospective contractor to relinquish its limited or

restricted rights as a condition of being responsive to a solicitation or for award of a contract.  It is worth noting

here that the GAO, in a footnote in its decision, questioned whether, given the structure of 10 U.S.C. § 2320 as a

direction to the Secretary of Defense to promulgate certain regulations, the statute’s provisions themselves create

any additional rights for contractors or obligations on the Government beyond those in the promulgated

regulations.  This question, although academically somewhat interesting, is not relevant to our discussion, as a

demand for unlimited rights in DMPD or computer software most certainly would violate DFARS 227.7103-1(c).

[4] Rights in noncommercial computer software are covered in DFARS 252.227-7014.
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Consulting Group’s “Client Service All-Stars 2015” list, a registry of 354 of the 

legal profession’s client service elite. 

Mr. Mullen received his J.D. from the University of Virginia School of Law in 

1988 and his B.A. from the University of Virginia in 1984.  

EDUCATION 

University of Virginia (B.A., 

1984) 

University of Virginia School 

of Law (J.D., 1988) 

RANKINGS 

Chambers USA 2018 
Kevin Mullen is lauded by 
sources as a "very skilled 
litigator." He advises clients on a 
range of transactional, regulatory 
and bid protest matters. Clients 
praise his ability to act as both a 
"zealous advocate and realistic 
counselor." 

Legal 500 US 2018 
Government Contracts 

BTI Client Services All-Star 
2016 
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JAMES A. 
TUCKER 
Associate, Washington D.C., +1 (202) 8871583, JTucker@mofo.com  
 

James Tucker maintains an active practice in bid protests before the Government 
Accountability Office and contracting agencies and counsels clients in contract 
disputes and compliance obligations. He has represented contractors in contract 
terminations, prepared requests for equitable adjustment and contract claims, and has 
represented clients before the Boards of Contract Appeals. 

Jim graduated from the University of Kentucky in 1996, receiving a B.A. in 

classics and from the Pontifical Gregorian University in Rome in 2000, where 

he received an S.T.B in theology. In 2012, James earned a J.D. with high honors 

from the George Washington University Law School, where he was a member of 

The George Washington University Law Review. 

While in law school, Jim focused his studies on public procurement law and was 

an extern at the General Services Administration’s Suspension, Debarment, and 

Contract Remedies Division, where he drafted recommendations to the agency’s 

Suspension and Debarment Official in cases of government contractors being 

considered for suspension or debarment. 

Jim maintains an active pro bono practice, which includes representing victims 

of human trafficking in civil litigation, administrative actions, and related 

immigration matters. 

RECENT SPEAKING ENGAGEMENTS 

 "Bid Protests -- From Soup to Nuts," Federal Publications Webinar, May 30, 2017 

 “Tips For Drafting Enforceable Teaming Agreements,” Federal Publications Seminars, June 16, 2015 

RECENT PUBLICATIONS 

 “If You’re Not Early, You’re Late: Meeting Deadlines in Federal Procurements,” Government Contracts 

Insights, October 1, 2018 

EDUCATION 

University of Kentucky (B.A., 

1996) 

Pontifical Gregorian 

University (OTH, 2001) 

The George Washington 

University Law School (J.D., 

2012) 
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 “August 2018 Bid Protest Roundup,” Government Contracts Insights, September 5, 2018 

 “’Workin’ Nine to Five’ – But Not in a Government Office: Requesting a Debriefing,” Government Contracts 

Insights, August 9, 2018 

 “Corporate Transactions as a Basis for Protest (Post-Award Protest Primer #18), Government Contracts 

Insights, July 24, 2018 

 “Unreasonableness and Lack of Documentation (Post-Award Protest Primer #17), Government Contracts 

Insights, June 6, 2018 

 “A New Bid Protest Timeliness Trap: Pre-Award Laches,” Government Contracts Insights, May 23, 2018 

 “Bad Faith and Biased Procurement Officials (Post-Award Protest Primer #16),” Government Contracts 

Insights, May 16, 2018 

 “Procurement Integrity Act Violations (Post-Award Protest Primer #15),” Government Contracts Insights, 

April 12, 2018 

 “GAO to Implement Bid Protest E-Filing on May 1, 2018 (Along With Some Other Changes),” Government 

Contracts Insights, April 5, 2018 

 “Bait-and-Switch and Unavailable Key Personnel (Post-Award Protest Primer #14),” Government Contracts 

Insights, March 23, 2018 

 "February 2018 Bid Protest Roundup," Government Contracts Insights, March 5, 2018 

 "New Debriefing Rules in Effect for DoD Contractors," Government Contracts Insights, February 15, 2018 

 "Pilot Testing of GAO’s New Filing System Currently Underway," Government Contracts Insights, February 

14, 2018 

 "Snowmen in August: Strict Compliance and Government Waiver of Contract Requirements," Government 

Contracts Insights, January 17, 2018 

 "DOD Protest Reform: Initial Thoughts on the Congressionally-Mandated RAND Report," Government 

Contracts Insights, January 11, 2018 

 "Organizational Conflicts of Interest (Post-Award Protest Primer #13)," Government Contracts Insights, 

January 4, 2018 

 "Discussions vs. Clarifications vs. Communications, and Agency Discretion (Post-Award Protest Primer #12)," 

Government Contracts Insights, December 5, 2017 

 "Non-Meaningful, Misleading, and Unequal Discussions (Post-Award Protest Primer #11)," Government 

Contracts Insights, November 13, 2017 
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DAVID A. 
CHURCHILL 
Partner, Washington D.C., +1 (202) 887-1525, DChurchill@mofo.com  
 

David A. Churchill is a former Co-Chair of Morrison & Foerster’s Government Contracts 
and Public Procurement practice. His practice includes litigation of disputes involving 
the award, performance and termination of federal contract disputes, including the 
Court of Federal Claims, the agency boards of contract appeals, and the Government 
Accountability Office. He has an active counseling practice in contract award-related 
matters and on issues arising during performance of government contracts and 
subcontracts. He also is frequently called upon to conduct internal company 
investigations in connection with government inquiries and/or mandatory disclosures 
of potential fraud. 

Every year since 2005, Chambers & Partners USA has named Mr. Churchill one 

of the country’s leading lawyers in Government Contracts Law. In 2009, he was 

recognized by Ethisphere magazine on its list of “Attorneys Who Matter” in the 

Government Contracting category. He was also named one of “Washington’s 

Top Lawyers” by Washingtonian magazine. Mr. Churchill is AV Peer Review 

Rated, Martindale-Hubbell’s highest peer recognition for ethical standards and 

legal ability. 

Mr. Churchill has served as chair of the Public Contract Law Section of the 

American Bar Association and president of the U.S. Court of Federal Claims Bar 

Association. In addition to his legal service, Mr. Churchill serves as chair of the 

Governing Council of The Wilderness Society. 

Representative matters across the spectrum of government contract law 

include: 

 McDonnell Douglas et al. vs. United States (Court of Federal 

Claims/Federal Circuit/US Supreme Court): Mr. Churchill represented 

General Dynamics Corporation in a termination dispute involving a 

EDUCATION 

Cornell Law School (J.D., 

1979) 

University of Colorado, 

Boulder (B.A., 1974) 

Cornell Law School (J.D., 

1979) 

RANKINGS 

Chambers USA 2005-2018 
"Government contracts guru" 
David Churchill "is a seasoned 
hand who provides an excellent 
balance of black letter law 
guidance blended with practical 
solutions," according to clients. 
He is regularly called upon to 
handle complex disputes on 
behalf of high-profile government 
contractors. 

Who’s Who Legal 2013-2017 
Public Procurement 
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classified contract for development and early production of an advanced attack aircraft for the U.S. Navy. 

 Protest of Honeywell International, Inc. (Government Accountability Office): Mr. Churchill was lead counsel 

to Honeywell in a major bid protest proceeding involving the award of a large NASA contract for space 

operations management. 

 Protest of United Defense, LP (General Accounting Office): Mr. Churchill was lead counsel to General 

Dynamics Corporation in a large bid protest proceeding involving the award of a U.S. Army contract for 

development and production of the Stryker armored vehicle. 

 Thomson CSF vs. Lockheed Martin Corporation (ICC): Mr. Churchill was lead counsel in an ICC international 

arbitration brought by a French company against Lockheed Martin involving the development and testing of a 

short range antiaircraft missile. 

 Norden Systems, Inc. vs. General Dynamics Corporation (Conn. State court): Mr. Churchill represented 

General Dynamics Corporation in a suit brought by a subcontractor involving termination of a large, classified 

avionics subcontract. 
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RICK 
VACURA 
Partner, Northern Virginia, +1 (703) 760-7764, RVacura@mofo.com  
 

Richard Vacura is a partner in the firm's Government Contracts & Public Procurement 
practice. Mr. Vacura is an experienced trial lawyer who has litigated cases involving 
major weapons and space systems, software development, 
communications systems, prime/subcontract disputes, bid 
protests, injunctive suits, procurement fraud, FOIA actions, 
and the Federal Tort Claims Act. He has in-depth experience 
conducting internal investigations involving false claims and 
Foreign Corrupt Practices Act violations, and defending 
suspension and debarment actions. 

Mr. Vacura regularly serves as the primary government contracts counsel and 

transactional attorney to clients that range from start-ups to major public 

companies, providing due diligence reviews for domestic and foreign 

acquisitions, drafting and negotiating teaming and joint venture agreements, 

counseling on novation and assignment issues, technical data and nondisclosure 

agreements, export control, small business, international anti-corruption, 

national security, and standard domestic and international solicitations and 

contract/subcontract terms and conditions. 

Mr. Vacura has lectured and conducted seminars on a variety of federal 

procurement topics for eGov, Federal Publications, the Contract Services 

Association of America, the Council of Defense & Space Industry Associations, 

the National Contract Management Association and various Department of 

Defense organizations. 

Mr. Vacura has held leadership positions in the American Bar Association's 

Public Contract Law Section, including the Contract Claims and Disputes 

Resolution Committee and the International Procurement Committee. He was 

named a Top Government Contracts Lawyer by the Washington Business 

EDUCATION 

The George Washington 

University Law School (LL.M., 

1991) 

William Mitchell College of 

Law (J.D., 1983) 

University of Texas (B.A., 

1974) 

RANKINGS 

Chambers USA 2018 
Richard Vacura is a longstanding 
figure in the government 
contracts market. He has a 
wealth of experience 
representing clients in the 
aerospace, defense and 
government services sectors. 
Sources describe him as 
"dignified, studious and very 
articulate." 

Chambers USA 2017 
Richard Vacura is regarded by 
sources as ‘a very strong lawyer’ 
and a ‘knowledgeable resource.’ 
Clients further describe him as ‘a 
levelheaded, calm and sound 
thinker.’ He is sought out by 
contractors in the defense, 
aerospace and IT industries to 
handle high-stakes litigation and 
internal investigations. 
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Journal and is recommended as a leading lawyer by Chambers USA, Legal 500 US, and Best Lawyers in 

America. 

Mr. Vacura entered private practice after serving as a major in the U.S. Air Force Judge Advocate General's 

Department. 

REPRESENTATIVE MATTERS 

 Honeywell Technology Solutions, Inc. (USDC, District of Columbia). Representing Honeywell 

International Inc. in a "reverse" Freedom of Information Act case, seeking to enjoin the Air Force's release of 

confidential commercial information related to the satellite and space systems control network submitted in a 

proposal and incorporated into an Air Force contract. (Ongoing, 2009) 

 PlanetSpace v. United States. Successfully represented Space Exploration Technologies Corporation 

(SpaceX) in defending its award by NASA of a $3.1 billion contract for launch supply services to Resupply the 

International Space Station. A disappointed bidder first filed a protest of the contract award at the 

Government Accountability Office, and then filed an action at the Court of Federal Claims challenging NASA's 

decision to override the automatic stay of performance imposed by the Competition in Contracting Act. Both 

actions by the protester were unsuccessful. (2009) 

 Navy v. Northrop Grumman Corp. (Federal Circuit Court of Appeals). Successfully represented Northrop 

Grumman Corporation in the Navy's appeal of a favorable decision by the Armed Services Board of Contract 

Appeals, involving $30 million in breach of warranty claims related to the Navy's SQQ-89 antisubmarine 

warfare system. The case below included extensive motion practice, discovery on numerous technical issues, 

and a three-week trial involving multiple experts and numerous fact witnesses. (2007) 

 Fortune 500 Company. We represent a large multinational Fortune 500 company in an extensive internal 

investigation and in the DoD/DoJ Voluntary Disclosure Program related to contract noncompliance 

allegations and potentially involving False Claims Act violations and procurement fraud. (ongoing) 

 Japanese Equipment Manufacturer. (U.S. Department of State/METI) Successfully represented a 

Japanese manufacturer of precision equipment in an internal investigation into allegations of violation of 

company rules and applicable U.S. export rules and regulations by the company's Singapore subsidiary. We 

were able to obtain a favorable result for the client with respect to sanctions imposed by a U.S. government 

agency. (2008) 

 SI International, Inc. Acquisition by Serco. Along with the Corporate Practice Group, represented SI 

International, Inc., in its acquisition by Serco Inc., a U.S.-based subsidiary of leading international service 

company Serco Group plc. for an aggregate purchase price of approximately $520-million. The acquisition 

involved regulatory approval by the Committee on Foreign Investments in the United States (CFIUS), as well 

as national security issues. (2008) 
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RECENT SPEAKING ENGAGEMENTS 

 "Contractor M&A -- Assessing Transactions Involving Companies with Sensitive Customers," Federal 

Publications Webinar, June 6, 2017 

 “Government Contracts Enforcement: Are you properly managing your risk?” Morrison & Foerster Seminar, 

October/November 2012 

 “Federal Contractors Beware: The IP Rules Are Changing,” Morrison & Foerster Seminar, McLean, VA, 

(October 6, 2011), Palo Alto, CA (October 11, 2011) and San Diego, CA (October 13, 2011) 

 “Best Practices for Protecting Your Intellectual Property Under the Freedom of Information Act,” Morrison & 

Foerster Seminar, McLean, VA (January 13, 2011), Palo Alto, CA (January 25, 2011), and San Diego (January 

27, 2011) 

 “Government Contracts Compliance and Enforcement Update,” Morrison & Foerster Seminar, McLean, VA, 

(January 14, 2010), San Diego (November 17, 2010) and Palo Alto (November 19, 2010) 

PUBLICATIONS 

 “Paid Sick Leave – Proposed Regulations May Carry Significant Burdens for Federal Contractors,” 

Government Contracts Insights, March 5, 2016 

 “GAO Further Clarifies Its Rule on Differing Technical Reevaluations,” Government Contracts Insights, 

February 29, 2016 

 “An Ace in the Hole for Small Businesses? Proposed Legislation to Increase Small Business Contracting 

Goals,” Government Contracts Insights, August 21, 2015 

 “Revolving Door Risk: Failure to Follow Best Practices Can Have Severe Consequences,” Morrison & Foerster 

Client Alert, April 15, 2013 
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JOHN E. 
SMITH 
Partner, Washington D.C., +1 (202) 887-1514, JohnSmith@mofo.com  
 

John E. Smith, former Director of the U.S. Treasury Department’s Office of Foreign 
Assets Control (OFAC), is co-head of Morrison & Foerster’s National Security practice, 
and a partner of the Global Risk + Crisis Management group and Investigations + White 
Collar group. After serving 11 years as a top official at OFAC and three years as its 
Director, Mr. Smith brings to the firm unmatched experience in economic sanctions, 
enforcement, and national security. 

Both in the United States and globally, clients turn to Mr. Smith for his deep 

experience and unique perspective on the complexities and escalating risk of 

U.S. and multilateral sanctions. He is a trusted advisor for clients navigating 

significant civil and criminal enforcement actions by U.S. and other government 

prosecutors and regulators. 

While serving as a top official at OFAC, Mr. Smith was centrally involved in all 

aspects of developing, implementing, and enforcing U.S. government sanctions 

requirements.  As OFAC Director, he oversaw every OFAC enforcement case 

against financial institutions and global operating companies.  Mr. Smith played 

a pivotal role as OFAC moved to the center of our nation’s response to the 

world’s most complex and challenging national security and foreign policy 

crises, working closely with other governments and multilateral agencies and the private sector. 

Mr. Smith has leading expertise on U.S. sanctions, anti-money laundering (AML), and export controls cases and 

policies. While serving at OFAC, he worked closely with the U.S. Department of Justice (DOJ) to pursue major 

sanctions and export controls enforcement matters, including significant civil and criminal penalties against 

major global actors and noteworthy cases against malicious cyber actors. He has overseen the U.S. government’s 

economic sanctions efforts, imposing sanctions on heads of state, countries, and illicit actors, conducting 

enforcement actions against dozens of major financial institutions and companies around the world, and 

developing innovative sanctions enforcement policies to address evolving U.S. national security priorities.  

Under his leadership as a top official at OFAC, Mr Smith: 

EDUCATION 

University of Missouri (B.A., 

1986) 

University of Missouri 

(BACHJ, 1986) 

Columbia Law School (J.D., 

1993) 
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 Supervised the investigation, preparation, strategy, and settlement of dozens of major enforcement cases for 

hundreds of millions of dollars involving apparent sanctions and export control violations by global financial 

institutions and corporations; 

 Led the development and imposition of some of the most significant sanctions ever involving Iran, Russia, 

North Korea, Syria, supporters of terrorism, weapons of mass destruction proliferators, malicious cyber 

actors, transnational criminal organizations, and narcotics traffickers; and 

 Acted for a period as the Treasury Under Secretary for Terrorism and Financial Intelligence (TFI), overseeing 

economic sanctions, illicit finance, and AML efforts by OFAC and other TFI components, including the 

Financial Crimes Enforcement Network (FinCEN).  

Prior to Mr. Smith’s 11-year tenure at OFAC, he served as the only American on a Security Council panel of experts 

charged with monitoring the implementation of UN-mandated sanctions on Al-Qaida and the Taliban. In this role, 

he led assessment visits to more than 20 countries in Africa, Asia, Europe, and the Gulf, meeting with top-ranking 

government officials, central banks, customs and export control offices, and intelligence agencies, as well as many 

of their financial institutions. 

Mr. Smith also served as a trial attorney in the Civil Division of the DOJ for five years. During his tenure, he 

defended U.S. agencies including OFAC in challenges to significant government programs and statutes, including 

the USA Patriot Act, the 2000 Census, and other matters involving highly sensitive and classified information. Mr. 

Smith acted as the lead trial counsel in defending the first legal challenges to the terrorist asset freezing program 

implemented by OFAC following September 11, 2001. 

Mr. Smith has received numerous noteworthy accolades throughout his career, including the Alexander Hamilton 

Award, the top award given by the U.S. Department of the Treasury (2018); and the Special Commendation for 

Outstanding Service (Anti-Terrorism), awarded by the DOJ (2002). 

Before joining the DOJ, Mr. Smith was a litigation attorney at a major international law firm. He also served as a 

law clerk for The Honorable Anthony J. Scirica on the U.S. Court of Appeals for the Third Circuit. 

Mr. Smith received his J.D. from Columbia University School of Law as a Harlan Fiske Stone scholar, where he 

served as Editor-in-Chief of the Columbia Journal of Law and Social Problems. He graduated cum laude from the 

University of Missouri-Columbia, with dual degrees of a Bachelor of Arts in political science and a Bachelor of 

Journalism. 

RECENT SPEECHES/PRESENTATIONS 

 Center for a New American Security roundtable featuring John Smith on his experience as OFAC Director, 

how sanctions have evolved as a foreign policy tool over the past decade, and some of the greatest challenges 

and opportunities facing OFAC today (Washington) (June 2018) 
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 Atlantic Council event “Economic Sanctions After Brexit” co-presentation with Deputy Head of the UK 

Treasury Office of Financial Sanctions Implementation (OFSI) (Washington) (October 2017) 

 Law Enforcement Coordination Group with representatives from Interpol, Europol, and more than 20 

governments (Washington) (opening remarks) (May 2017) 

 American Bar Association Section of International Law Export Controls and Economic Sanctions 

Committee/DC Bar International Law Section International Trade Committee (Washington) (keynote 

address) (February 2017) 

 Roundtable on Illicit Finance and Financial Inclusion with U.S. Treasury Secretary Jacob Lew and Mexico 

Secretary of Finance José Antonio Meade (Mexico City) (September 2016) 

 Asociación de Bancos de México A.C. (ABM)/Mexico Banking Association Conference (Mexico City) (keynote 

addresses) (September 2016 and September 2015) 

 Press conference with Attorney General Loretta Lynch on joint Treasury-Justice Department action against 

Transnational Criminal Organization (Washington) (September 2016) 

 Briefing on Kingpin Act sanctions to the Panama Banking Association (Panama City) (July 2016) 

 Asobancaria/Colombian Banking Association Anti-Money Laundering/Countering the Financing of Terrorism 

Conference (Cartagena) (keynote addresses) (July 2016 and July 2015) 

 Atlantic Council/Iran Project-hosted event “Can the US Work with Iran? Challenges and Opportunities” 

(Washington) (keynote address) (June 2016) 

 Briefing on Implementation of the Joint Comprehensive Plan of Action with Iran to the 28 European Union 

Member State Economic and Finance Ministers during a meeting of the Economic and Foreign Affairs Council 

(ECOFIN) of the Council of the European Union (Brussels) (May 2016) 

 Presentation on Iran sanctions and sanctions relief with U.S. Secretary of State John Kerry and UK Foreign 

Secretary Phillip Hammond to major bank chief executive officers (London) (May 2016) 

 Multiple briefings on Iran sanctions to the British Bankers Association (BBA) (Spring-Summer 2016), as well 

as Iran-related briefings on financial services to TheCityUK and on insurance to Lloyd’s and the International 

Underwriting Association of London (the IUA) (London) (May 2016) 

 Briefings on Iran and Cuba sanctions to the Dutch Banking Association (NVB) and Confederation of 

Netherlands Industry and Employers (VNO-NCW) (The Hague) (May 2016) 

 Multiple briefings on Iran sanctions to the Association of German Banks and other industry groups (Frankfurt 

and Berlin) (March 2016) 

 Briefing on Iran sanctions to major Swiss banks and other financial institutions (Bern) (March 2016) 
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 Roundtable discussion sponsored by the Embassies of Denmark and Norway on the “Future of Sanctions in 

Transatlantic Cooperation” (Washington) (keynote address) (January 2016) 

 District Attorney of New York County Financial Crimes and Cybersecurity Symposium (New York) (honorary 

guest speaker) (November 2015) 

 On-stage interview to open the EY-sponsored MENA (Middle East and North Africa) Sanctions and Financial 

Crime Symposium 2015 (Dubai) (October 2015) 

SELECTED PUBLICATIONS 

 New Zealand’s Anti-Terrorism Campaign: Balancing Civil Liberties, National Security, and International 

Responsibilities, Ian Axford (New Zealand) Fellowship in Public Policy, see 

www.fulbright.org.nz/news/2003-smith/ (2003) 

 Media Access to War in the Persian Gulf and Beyond, 26 Columbia Journal of Law & Social Problems 291 

(1993) 

PRESS 

 Director John Smith Departing the Office of Foreign Assets Control, U.S. Department of the Treasury, 

4/12/2018 

 Treasury expands sanctions linked to Russian moves in Ukraine, Politico, 12/22/2016 

 Trigger-happy leaders can’t find sanctions off-switch, Politico, 7/3/2016 

 U.S. sanctions agency beefs up staff to help implement Iran deal, Reuters, 6/16/2016 
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CHARLES E. 
DUROSS 
Partner, Washington D.C., +1 (202) 887-1576, CDuross@mofo.com  
 

Charles (Chuck) Duross serves as co-chair of the firm’s investigations and White Collar 
Defense Practice Group and is a co-leader of the FCPA and Global Anti-Corruption 
practice. With more than twenty-two years of experience principally focused on white-
collar cases, Mr. Duross’s practice has an emphasis on complex white-collar criminal 
matters, including internal corporate investigations, representing special committees, 
compliance counseling, due diligence regarding third parties and business 
transactions, and defense of clients before government enforcement agencies and 
multilateral investment banks. Mr. Duross has handled cases and overseen 
investigations in dozens of countries. As a veteran trial attorney, Mr. Duross has a 
proven track record in the courtroom in high-profile, high-
stakes trials. 

SELECTED SIGNIFICANT REPRESENTATIONS 

 Serving as the DOJ-appointed independent corporate compliance monitor 

for a large South American company in the wake of a multi-jurisdictional 

resolution 

 Representing a leading U.S. company in a high-profile multi-jurisdictional 

government-facing bribery investigation in Africa 

 Representing multinational European company in a high-profile bribery 

investigation involving multiple jurisdictions 

 Leading an internal investigation for a leading South American company 

concerning bribery allegations in Asia 

 Representing former telecom executive before DOJ and SEC regarding 

conduct in China 

EDUCATION 

University of Michigan (B.A., 

1993) 

University of Michigan Law 

School (J.D., 1996) 

RANKINGS 

Ethisphere Institute 
Repeatedly included in the 
“Attorneys Who Matter” list 

Chambers USA, Law360, the 
Legal 500 US, the Washington 
Post and the Washington 
Business Journal 
Recognized for his work on FCPA 
and anti-corruption matters 
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 Representing Chinese company before the Sanctions Board of the World Bank 

 Representing a leading U.S. company before DOJ regarding allegations of improper hiring in the Middle East 

 Conducting an internal investigation for a U.S. company concerning export control issues 

 Secured declinations on behalf of multiple corporate clients and individuals 

 Secured a declination for a senior bank executive who was the subject of an FCPA investigation in Latin 

America 

 Conducted pre-investment and pre-acquisition enhanced FCPA/anti-corruption due diligence in numerous 

multi-billion dollar deals in Africa, Asia, and Latin America 

 Assisting numerous companies, from start-ups to Fortune 50 corporations, with drafting codes of conduct and 

compliance procedures, conducting risk assessments, gap analysis and compliance benchmarking, and 

enhancing existing compliance programs 

 Go-to outside FCPA and anti-corruption legal and compliance counsel to leading Global 500 multinational 

corporations across industries and regions 

Mr. Duross previously served as a Deputy Chief in the Fraud Section of the Criminal Division of the U.S. 

Department of Justice (DOJ), where he led the Foreign Corrupt Practices Act (FCPA) Unit and was in charge of all 

of the DOJ’s FCPA investigations, prosecutions and resolutions in the United States. Once dubbed “Mr. FCPA,” 

Mr. Duross is internationally recognized for his leading role in developing and implementing the government’s 

FCPA enforcement strategy, and he is widely credited with developing the current enforcement regime and 

leading a talented team of prosecutors who brought some of the most important FCPA cases in the statute’s 

history. Under his leadership, the FCPA Unit resolved more than 40 corporate cases resulting in approximately 

$1.9 billion in monetary penalties and prosecuted dozens of business executives and money launderers. As the 

head of the FCPA Unit, Mr. Duross oversaw countless voluntary disclosures, decided which matters would be 

declined, administered DOJ’s FCPA Opinion Release Procedure and was responsible for interviewing, selecting 

and reviewing the work of nearly 20 independent corporate monitors. 

In investigating and prosecuting transnational bribery cases, Mr. Duross worked with every major U.S. Attorney’s 

Office and law enforcement agency in the United States, the Securities and Exchange Commission (SEC) law 

enforcement counterparts around the world and numerous multi-lateral development banks, including the World 

Bank. For example, Mr. Duross worked with the Australian Federal Police, Royal Canadian Mounted Police, the 

Tribunal de Grande Instance de Paris, Indonesia’s Anti-Corruption Commission, the Tokyo Public Prosecutor’s 

Office, Mexico’s Procuraduría General de la República, Norway’s Økokrim, the Swiss Attorney General’s Office, 

Thailand’s National Anti-Corruption Commission, the United Kingdom’s City of London Police, Crown 

Prosecution Service, Metropolitan Police and Serious Fraud Office. Mr. Duross also led training sessions of foreign 

prosecutors and investigators both in the United States and abroad. 
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While in the Fraud Section, Mr. Duross led the development of a deferred prosecution agreement (DPA) template 

for FCPA cases, which formed the basis for a DPA template later adopted for use by the entire Criminal Division, 

and he also led the effort to update and restructure the enhanced compliance components used in resolving FCPA 

cases. As a recognized expert, Mr. Duross was consulted by UK officials prior to the adoption of legislation 

permitting deferred prosecution agreements. 

Mr. Duross’s tenure was also marked by his efforts to make FCPA enforcement more transparent and compliance 

with the statute more understandable to the business community. Working closely with his counterparts at the 

SEC, Mr. Duross was one of the principal authors of the DOJ and SEC’s joint publication A Resource Guide to the 

U.S. Foreign Corrupt Practices Act, which followed a series of consultations with business and compliance leaders. 

The Guide has received wide praise from the business community, compliance and ethics professionals and 

private practitioners, and has been described as a “landmark document,” an “FCPA hornbook,” and a “must-read 

for compliance officers.” 

Mr. Duross also served as DOJ’s principal representative to the Organisation for Economic Co-operation and 

Development’s Working Group on Bribery for many years and helped develop the OECD’s acclaimed Good 

Practice Guidance on Internal Controls, Ethics and Compliance. Besides his involvement in the OECD Phase 1 of 

Russia and Phase 2 of South Africa, Mr. Duross’s leadership during the OECD Phase 3 of the United States earned 

him the Assistant Attorney General’s Exceptional Service Award, the Criminal Division’s highest award for 

employee performance. 

Prior to being appointed Deputy Chief, Mr. Duross served as Assistant Chief of the FCPA Unit from October 2008 

to April 2010, and as a line prosecutor with the Fraud Section from December 2006 to October 2008. Beyond 

FCPA enforcement, Mr. Duross has supervised and tried all manner of white-collar cases, including healthcare 

fraud, mail and wire fraud, money laundering, public corruption, securities fraud and tax evasion. A veteran trial 

attorney, Mr. Duross is a recipient of the prestigious Attorney General’s Distinguished Service Award, the second-

highest award for employee performance, as one of the lead prosecutors who secured the conviction of 

Congressman William Jefferson following a nearly nine-week trial. 

Mr. Duross has been repeatedly recognized by the Ethisphere Institute’s “Attorneys Who Matter” list, including 

most recently as a “Top Gun” based upon his experience and expertise. He has been recognized by Chambers 

USA, Law360, the Legal 500 US, the Washington Post and the Washington Business Journal for his work on 

FCPA matters, as well as by Who’s Who Legal for his investigations work. In recognition of his contributions to 

the firm’s “Top Ten International Anti-Corruption Developments” monthly newsletter, Mr. Duross has also been 

repeatedly honored with JD Supra’s “Reader’s Choice Top Author” award. 

Mr. Duross earned his J.D., cum laude, from the University of Michigan Law School in 1996 and his B.A., magna 

cum laude, from the University of Michigan in 1993. After beginning his career as a litigation associate at an 

international firm in 1996, he joined the U.S. Attorney’s Office for the Southern District of Florida in 2001, where 

he prosecuted a variety of white-collar cases, including bank fraud, embezzlement, mail and wire fraud, money 

laundering, securities fraud and trademark violations. Mr. Duross rose to the position of Deputy Chief in the 
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Major Crimes Section in Miami before moving to Washington, D.C., in 2006 to join the Fraud Section. Mr. 

Duross has been an adjunct professor for six years at Georgetown University Law Center, where he teaches trial 

advocacy, has been a guest lecturer at Harvard Law School’s Program on the Legal Profession and the University 

of Michigan’s Ross School of Business and has served as an instructor of forensic examiner candidates at the FBI 

Laboratory in Quantico, Virginia. As an internationally recognized expert on transnational bribery, white-collar 

crimes, and compliance issues, Mr. Duross is a sought-after speaker, and he routinely speaks at conferences across 

the United States and around the world. He is admitted to practice in Michigan and the District of Columbia. 
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LISA M. 
PHELAN 
Partner, Washington D.C., +1 (202) 887-1509, LPhelan@mofo.com  
 

Lisa M. Phelan, former Chief of the National Criminal Enforcement and Washington 
Criminal I Sections of the Antitrust Division of the U.S. Department of Justice (DOJ), is a 
partner in Morrison & Foerster’s Global Antitrust Law Practice and Investigations + 
White Collar Group. With more than 25 years of service at the DOJ as one of the leading 
authorities in criminal antitrust matters, Ms. Phelan draws upon her unmatched 
criminal investigations, litigation, and enforcement experience, to guide clients through 
sensitive matters pertaining to international cartel actions and white collar 
investigations, and to rapidly assess and address their total exposure to potential 
claims of unlawful collusion. 

As Chief of the National Criminal Enforcement and Washington Criminal I 

Sections of the Antitrust Division, Ms. Phelan supervised and coordinated all 

investigative and litigation work on international and national criminal cartel 

cases. Ms. Phelan regularly coordinated investigations and prosecutions with 

cartel enforcement agencies throughout the world, including in the European 

Union, Japan, Mexico, Korea, the United Kingdom, Australia, New Zealand, 

Chile, and Brazil, among others. She also regularly interfaced with other law 

enforcement units when investigations raised non-antitrust issues. 

Prior to Ms. Phelan’s appointment as Chief of National Criminal Enforcement, 

she served as a senior criminal litigator at the Antitrust Division, leading 

investigations and trials of multinational corporations and their executives for price fixing and related crimes. Ms. 

Phelan has prosecuted more than 300 federal criminal cases, and oversaw dozens of jury trials throughout her 

tenure at the DOJ. 

Clients turn to Ms. Phelan for her deep knowledge and experience in moments of crisis. She is a trusted advisor 

when companies and executives are subpoenaed, or when enforcement agencies execute a search warrant or stage 

a dawn raid. Few in the world have the breadth of her experience to counsel and represent clients through each 

step of a cartel investigation, leniency application, plea negotiation, or criminal jury trial. She is also an expert in 

the necessary components of effective compliance programs, and as an asset to clients in preventing antitrust 

EDUCATION 
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American University 

Washington College of Law 
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problems before they arise. She has worked on complex antitrust matters across numerous major industries, 

including financial services, technology, aviation, automotive, shipping, paper, petroleum, chemicals, and 

pharmaceuticals, among others. 

Ms. Phelan has received numerous noteworthy accolades throughout her career, including the Presidential Rank 

Award, awarded by President Obama in 2015; the Attorney General’s Distinguished Service Award, awarded by 

Attorney General Eric Holder in 2014; and the Assistant Attorney General’s Outstanding Service Award, bestowed 

on multiple occasions, in her capacity as a lead trial attorney and senior official at the DOJ. 

Ms. Phelan is consulted by law enforcement agencies and competition partners around the globe on best practices 

and policies in cartel enforcement and leniency programs. Ms. Phelan speaks frequently at American Bar 

Association (ABA), International Competition Network, International Bar Association, and various prominent 

white collar crime conferences. 

As an active participant in ABA programs and activities for close to three decades, she has served as the Vice Chair 

of the Criminal Practices and Procedures Committee of the Antitrust Section, and on the Section’s International 

Cartel Task Force, which regularly meets with competition agency heads from around the globe to provide thought 

leadership, and to advise on competition law changes and practices, including leniency program criteria. Ms. 

Phelan was a co-developer of the ABA’s inaugural Global Private Litigation Conference, held in Amsterdam in 

2017, offering expert insights into the continuing path of multi-jurisdictional and collective antitrust redress in a 

rapidly changing landscape in antitrust enforcement and follow-on cartel litigation, and for 2018 and 2019, she 

has been elected to a top leadership post for the ABA Antitrust Section. 

Ms. Phelan has long championed the advancement of women within the legal profession and in the Antitrust Bar 

in particular. Recognized by MLex as a ‘trailblazer’ for women in antitrust, in recent years she founded the 

“Women in Cartel” group that has expanded its membership nationally and internationally. In 2013, she was 

named one of Global Competition Review’s Top “Women in Antitrust.” Ms. Phelan serves on the firm’s Women’s 

Strategy Committee, working closely with firm leaders to ensure that the advancement of women is a constant 

strategic priority. 

Ms. Phelan received her J.D. magna cum laude from American University, Washington College of Law, where she 

served on the International Law Journal. She received her B.A. summa cum laude, also from American 

University. 

BAR ADMISSIONS 

 Practice limited to Federal matters; admitted in Pennsylvania only. 

 Pennsylvania 
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TINA D. 
REYNOLDS 
Partner, Northern Virginia, +1 (703) 760-7701, TReynolds@mofo.com  
 

Tina Reynolds is a partner in Morrison & Foerster’s Government Contracts practice. She 
represents a wide variety of government contractors including information technology, 
defense, biotechnology and pharmaceutical companies, with a focus on general 
contract counseling, compliance, and litigation. 

Tina counsels contractors on compliance with federal acquisition and ethics 

regulations. She has been involved with numerous internal investigations and 

compliance reviews, and with voluntary disclosures to agency Inspectors 

General. Tina routinely advises clients concerning prime-subcontractor 

relationships, sources of supply, price reductions and price reporting issues, 

organizational conflicts of interest, the safeguarding of intellectual property and 

other proprietary interests, the handling of classified materials, and agency 

suspension and debarment proceedings. She also assists clients with due 

diligence and other activities related to the acquisition of government 

contracting concerns, and with the drafting and negotiation of teaming agreements, subcontracts, licensing 

agreements, and cooperative research and development agreements. Tina has also been at the forefront of 

understanding ever-expanding federal cyber and data security requirements and advising clients concerning 

applicable IT and data security controls and systems. 

Tina’s litigation experience includes government contracts claims litigation in federal courts and before boards of 

contract appeals, bid protests before the Government Accountability Office and the Court of Federal Claims, and 

complex disputes in federal courts, including civil fraud and False Claims Act litigation. She has extensive 

experience with class action defense and multidistrict litigation. 

Tina joined Morrison & Foerster in 2012 after serving as counsel at Dickstein Shapiro, where she practiced since 

1997. Previously she worked as a trial attorney in the Office of the General Counsel of the Navy, Navy Litigation 

Office. 

Tina is admitted to practice in Virginia, North Carolina, the District of Columbia, and before the U.S. Court of 

Federal Claims, the U.S. Court of Appeals for the Federal Circuit and the U.S. District Court for the District of 

Columbia. She is a member of the North Carolina, District of Columbia, Virginia and American Bar Associations. 

EDUCATION 

American University (B.A., 
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University of North Carolina 

(J.D., 1995) 
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REPRESENTATIVE MATTERS 

 Led several government contracts compliance reviews for Fortune 50 and smaller companies recommending 

process improvements and policy changes. 

 Negotiated prime contract and major subcontracts related to the Department of Energy’s next generation 

supercomputer program, including extensive IP rights negotiations and negotiation of associated patent rights 

waivers. 

 Assisted multiple clients with voluntary disclosures to various agency Inspectors General of pricing 

irregularities and regulatory violations. 

 Negotiated series of other transaction authority agreements with DARPA and associated subcontracts with 

more than a dozen research universities on behalf of a firm biotech client, including complex IP rights 

allocations and material transfer agreements. 

 Developed license agreements for software products sold to various government agencies on behalf of 

multiple clients, including some of the largest federal government contractors. 

 Assists clients with data breach reporting and cybersecurity compliance matters. 

 Advises clients on Bayh-Dole reporting of inventions. 

 Conducts due diligence for major government contract mergers and acquisitions. 

RECENT SPEAKING ENGAGEMENTS 

 “Patents, Invention Reporting, and IP Considerations for Grants and Other Types of Agreements,” FedPubs 

Seminars Intellectual Property Series, October 2018 

 “New Cybersecurity Requirements for DoD and Non-DoD Government Contractors: NIST SP 800-171 

Compliance,” Strafford Publications Webinar, May 2018 

 "Government Contracts Forum Boot Camp: Intellectual Property and Data Rights in Government 

Contracting," ACC National Capital Region, June 2017 

 "What Every Government Contractor Needs to Know About Cybersecurity," PLI Webcast Briefing, December 

2016 

 "Government Contract Management Best Practices and Dangers," Lorman Webinar, November 2016 

 "2016 AIA/NDIA Technical Data Rights Forum," Intellectual Property Strategies and Impact on the Defense 

Industrial Base, October 2016 
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 “Government Contracts Compliance panel,” Technology Council of Maryland’s Bio + Tech Conference, May 

2016 

 “The OmniCircular – 2 CFR 200,” PSC – Council of International Development Companies Teleconference, 

Speaker, September 2014 

 “Federal Grants & Cooperative Agreements – Understanding the New Rules,” Morrison & Foerster Webinar, 

Speaker, February 2014 

 “Protecting Your IP From Uncle Sam,” WMACCA Government Contractors and Technology & IP Forums, 

Speaker, November 2013 

 “Navigating Grant and Contracting Opportunities with the U.S.: A Primer on Strategies for Success and 

Compliance,” MoFo BioMed Luncheon Series, Speaker, San Diego and Palo Alto, March 2013 

RECENT PUBLICATIONS 

 “Soothsaying Oracle: What GAO’s Decision Concerning DoD Prototype OTAs Means for DoD and Beyond,” 

Government Contracts Insights, June 22, 2018 

 “Bayh-Dole Regulatory Update Offers Clarifications to Federal Grantees and Contractors But Also Raises 

Specter of Government Interference with Patent Rights,” Government Contracts Insights, May 10, 2018 

(republished in PubKLaw, May 21, 2018) 

 Acquisition Disruption – Innovative Concepts in Government Contracting, Government Contracts Insights, 

February 21, 2018 (republished in PubKLaw, March 5, 2018) 

 Top Five Government Contractor Cybersecurity Considerations for 2018, Government Contracts Insights, 

January 25, 2018 

 So You’re Finally Compliant with the DFARS and NIST Requirements, But Are Your Subcontractors?, 

PubKLaw, November 3, 2017 

 FY 2018 Forecasts: Winds Shifting on Data Security, Industry Consolidation, and DOJ Enforcement Efforts, 

Government Contracts Insights, October 11, 2017 

 OMB Gives Grant and Cooperative Agreement Recipients Additional Time to Comply with New Procurement 

Requirements Mandated by “Super Circular,” Government Contracts Insights, May 17, 2017 

 Important Takeaways From DHS’s Proposed Rule on Controlled Unclassified Information, Government 

Contracts Insights, January 23, 2017 

 NARA Issues Final Rule on Controlled Unclassified Information, Government Contracts Insights, September 

20, 2016 
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 Why Congress Should Act Quickly to Reauthorize SBIR, STTR, Law360, August 31, 2016 

 GSA Releases New Cybersecurity SINs on Schedule 70, Government Contracts Insights, August 25, 2016 

 The Import of Federal SBIR and STTR Programs and Why Congress Should Act Quickly to Reauthorize These 

Programs and Make Them Permanent, Government Contracts Insights, August 22, 2016 

 Top Takeaways Concerning GSA’s Final Rule on Transactional Data Reporting, Government Contracts 

Insights, June 29, 2016 

 Latest Requirements for Safeguarding IT Systems, Government Contracts Insights, May 18, 2016 

 A New Hope for an Expedited FedRAMP Process, Government Contracts Insights, April 12, 2016 

 Even Popular Charities Must Follow Federal Grant Regulations, Government Contracts Insights, January 25, 

2016 

 Defense Contractors Get Extension of Time for Compliance with New Cybersecurity Security and Reporting 

Requirements, Government Contracts Insights, January 4, 2016 

 OMB Encourages Agency Collaboration in Shared Services and Earned Value Management System 

Certification Processes, Government Contracts Insights, November 5, 2015 

 Cybersecurity Information Sharing Legislation, Government Contracts Insights, November 4, 2015 

 OMB Circular A-130 Revised To Reflect IT Policy Changes and Cybersecurity Needs, Government Contracts 

Insights, October 27, 2015 

 U.S. Federal Government Cybersecurity and Data Protection Policies And The Desperate Need For Direction 

And Consistency, Government Contracts Insights, October 14, 2015 

 KBR And Maintaining Privilege Throughout Investigations Law360, Co-author, September 28, 2015 

 Changed Requirements for Department Of Energy Grant Recipients, Government Contracts Insights, 

September 15, 2015 

 DOD Requires Government Contractors to Report Cybersecurity Breaches, Government Contracts Insights, 

August 27, 2015 

 GSA's Proposed Transactional Data Reporting Rule Has Significant Implications for Contractors with GSA 

Contract Vehicles, Morrison Foerster Client Alert, April 30, 2015 

 “Federal Contractor Minimum Wage Provisions Finalized,” Morrison & Foerster Client Alert, Co-author, 

October 2014 
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CATHERINE L. 
CHAPPLE 
Associate, Northern Virginia, +1 (703) 760-7729, CChapple@mofo.com  
 

Catherine Chapple advises government contractors and other industry-leading 
companies in high-stakes matters and complex civil litigation, including False Claims 
Act litigation. Her representation of clients in the aerospace, health care, defense, 
security, and information technology industries ranges from counseling, to conducting 
internal investigations with minimal business disruption, to vigorous representation in 
court. Catherine has successfully represented clients before the U.S. Court of Federal 
Claims, the U.S. Government Accountability Office, and the U.S. District Court for the 
Eastern District of Virginia, as well as in federal and state 
courts around the country. 

In addition to dispute resolution, Catherine counsels clients on a wide range of 

issues, including the False Claims Act, the Procurement Integrity Act, the Anti-

Kickback Statute, organizational conflicts of interest, defective pricing, GSA 

contracting, teaming agreements and subcontractor relationships, small 

business regulations, and mergers and acquisitions involving government 

contractors. She has been involved with numerous internal investigations and 

compliance reviews, and has advised clients with respect to voluntary 

disclosures to agency inspectors general. 

Prior to joining Morrison & Foerster, Catherine clerked for the Honorable George W. Miller at the United States 

Court of Federal Claims in Washington, D.C. 

Catherine received her J.D. cum laude from the Wake Forest University School of Law, where she served as 

executive editor of the Wake Forest Law Review. Also during law school, Catherine worked in the legal 

department of a Fortune 100 media corporation, the Office of the Chairman of the Federal Communications 

Commission, and for the Honorable Eric T. Washington at the District of Columbia Court of Appeals. 

Catherine is admitted to practice in California, Virginia, the District of Columbia, and before the Eastern District 

of Virginia and the U.S. Court of Federal Claims. 
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SPEAKING ENGAGEMENTS 

 Federal Grants & Cooperative Agreements -- Understanding the New Rules, Morrison & Foerster Webinar, 

February 4, 2014 

RECENT PUBLICATIONS 

 "What Contractors Need to Know About the Proposed FY 2018 NDAA," Government Contracts Insights, 

November 16, 2017 

 "The Latest on Statistical Sampling in FCA Cases," Law360, March 22, 2017 

 "February 2017 Protest Roundup," Government Contracts Insights, March 8, 2017 

 "DC Circuit Enforces Escobar's Materiality Requirement," Government Contracts Insights, March 23, 2017 

 "October 2016 Protest Roundup," Government Contracts Insights, November 8, 2016 

 "Universal Health: The Supreme Court Approves Implied Certification; Focus on Materiality Provides a 

Mixed Blessing to Defendants in False Claims Act," Morrison & Foerster Client Alert, June 17, 2016 

 "Paid Sick Leave -- Proposed Regulations May Carry Significant Burdens for Federal Contractors," 

Government Contracts Insights, March 15, 2016 

 "New FAR Rule Requires Offerors to Certify Regarding Owners, Predecessors, or Subsidiaries," Government 

Contracts Insights, March 11, 2016 

 "Department of Health and Human Services OIG Publishes Work Plan for Fiscal Year 2016," Government 

Contracts Insights, November 12, 2015 

 "Agencies Need Not Recertify Small Business Status at Task Order Level," Government Contracts Insights, 

October 29, 2015 

 "GAO: Protest Filed Within 10 Days of Debrief Still Untimely," Government Contracts Insights, October 28, 

2015 

 "The Difficulty of Challenging FCA Fine as Excessive," Law360, August 18, 2015 

 "D.C. Circuit Grants Second Writ of Mandamus to Protect the Attorney-Client Privilege and Work-Product 

Doctrine as Applied to an Internal Investigation," Government Contracts Insights, August 14, 2015 

 "White House Draft Order Would Force Federal Contractors to Issue Paid Sick Leave," Government Contracts 

Insights, August 5, 2015 

 "OMB Seeks Public Comment on NAICS Update Proposal," Government Contracts Insights, August 4, 2015 
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DANIEL E. 
CHUDD 
Partner, Northern Virginia, +1 (703) 760-7305, DChudd@mofo.com  
 

Daniel Chudd is a government contracts attorney with significant experience in 
government contracts litigation and dispute resolution and avoidance. Dan’s interest in 
government contracts was sparked during his clerkship with Judge Mary Ellen Coster 
Williams of the U.S. Court of Federal Claims. That experience, combined with his in-
depth industry knowledge, has made Dan an effective advocate for his clients. In 
addition, a secondment with a major defense contractor gave Dan valuable insight into 
the everyday challenges facing government contractors. He draws upon these 
experiences to develop creative and strategically sound approaches to the myriad 
issues that his clients face. 

Litigation Experience 

One of Dan’s favorite aspects of government contracts litigation is the variety of 

different disputes and forums in which he has been able to practice. Dan 

routinely represents clients in bid protests before the Government 

Accountability Office (GAO) and the U.S. Court of Federal Claims. He also 

represents clients in qui tam False Claims Act matters at the district court and 

appellate levels. Dan has also appeared before federal and state courts, 

administrative bodies, and the Civilian and Armed Services Boards of Contract 

Appeals. The subjects of these disputes have ranged from contract claims and 

termination disputes with a government customer to contractor and 

subcontractor disputes. 

Dan is admitted to practice in the District of Columbia and the state of Virginia 

and before the United States Courts of Appeals for the Federal Circuit and the 

Fourth Circuit, the United States District Court for the Eastern District of 

Virginia, and the United States Court of Federal Claims. Dan also holds an 

active security clearance and has experience with Special Access Programs. 

Counseling and Investigations 
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In addition to representing clients in litigation, Dan regularly counsels clients on pre-litigation and dispute 

avoidance matters, contract changes, and requests for equitable adjustment. He advises clients on matters related 

to the Federal Acquisition Regulation (FAR) and Defense Federal Acquisition Regulation Supplement (DFARS), as 

well as the Truth in Negotiations Act (TINA), Procurement Integrity Act (PIA), and other legal and ethical 

obligations. Dan also counsels clients on a number of cybersecurity and data security issues that impact 

government contractors. In addition, Dan represents clients in internal investigations related to government 

contracts matters. 

More about Dan 

Dan is active in the American Bar Association’s Public Contract Law Section, serving as the co-chair of its 

Membership Committee and as a vice-chair of its Bid Protest and Cybersecurity, Privacy, and Data Protection 

Committees. Dan also serves as a member of the firm’s Litigation Associate Evaluation Committee and as 

Secretary of the Board of Directors of Homestretch, a non-profit organization focused on assisting homeless 

families in the Northern Virginia area. 

When he is not practicing law, Dan enjoys spending time with his family, coaching Little League, and playing golf. 

REPRESENTATIVE MATTERS 

 Protest of New Mexico State University, B-409566 (GAO 2014) 

Represented Orbital Sciences Corporation as intervenor in a pre-award protest brought by New Mexico State 

University concerning the terms of a NASA Solicitation. The GAO sided with the government and Orbital and 

denied the protest. 

 Protest of Navistar Defense LLC and AM General, LLC, B-407975.2, et al (GAO and Court of 

Federal Claims 2013) 

Represented General Dynamics Ordnance and Tactical Systems in a GAO protest brought by Navistar and AM 

General, and continued by AM General in the Court of Federal Claims, concerning the award by the Air Force 

of a contract to GD-OTS for Ground Mobility Vehicles. The GAO and the Court of Federal Claims sided with 

the government and GD-OTS and denied the protests. 

 MorphoTrust USA, Inc. v. Contract Appeals Bd. 115 A.3d 571 (2015) 

Represented MorphoTrust USA in protesting the terms of a solicitation for the production of drivers’ licenses 

in Washington D.C. After the District of Columbia’s Contract Appeals Board denied the Protest, the decision 

was appealed to the District of Columbia Superior Court and the District of Columbia Court of Appeals. The 

Court of Appeals found in favor of MorphoTrust and vacated the Contract Appeals Board’s initial decision. 

 IAP World Services, Inc., B-407917.2, et al (GAO 2013) 

Represented IAP World Services in its successful protest of the Navy’s award of the base operating services 

contract for Patuxent River Naval Air Station. Following the protest and re-evaluation of proposals, the Navy 

awarded the contract to IAP. 
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 Fortune 100 Company 

Represented a Fortune 100 company in a complex, multi-million dollar False Claims Act matter. Following 

extensive discovery and summary judgment motions, the parties settled the matter favorably for the client. 

 Termination for Cause Dispute (GAO) 

Represented a government contractor in its appeal at the Civilian Board of Contract Appeals of a Contracting 

Officer’s Final Decision terminating the contract for cause. Following a mediation and additional negotiations 

prior to trial, the Agency reversed its decision and re-instated the contract. 

RECENT SPEAKING ENGAGEMENTS 

 “Nuts & Bolts of False Claims Act Practice,” ABA Public Contract Law Section 2018 Fall Meeting, November 2, 

2018 

 "Bid Protests -- From Soup to Nuts," Federal Publications Webinar, May 30, 2017 

 "Consequences of Cyber Non-compliance: Protests, Claims, and False Claims," ABA Public Contract Law 

Section Cybersecurity, Privacy, and Data Protection Committee, April 26, 2017 

 “E-Discovery in Government Contracts Cases: What You Need to Know Now," ABA Public Contract Law 

Section Federal Procurement Institute, March 12, 2015 

 “Small Business Issues In Government Contracts Mergers & Acquisitions,” West LegalEdcenter, February 3, 

2015 

 Co-Chair, ABA Section of Public Contract Law Annual Meeting, August 7, 2014 to August 9, 2014 

 “Scared Straight: Why Legal Practitioners Should Care About Cybersecurity,” BCA Bar Association Annual 

Program, December 18, 2013 

RECENT PUBLICATIONS 

 “Corporate Transactions as a Basis for Protest (Post-Award Protest Primer #18),” Government Contracts 

Insights, July 24, 2018 

 “Unreasonableness and Lack of Documentation (Post-Award Protest Primer #17),” Government Contracts 

Insights, June 6, 2018 

 “A New Bid Protest Timeliness Trap: Pre-Award Laches,” Government Contracts Insights, May 23, 2018 

 “Bad Faith and Biased Procurement Officials (Post-Award Protest Primer #16),” Government Contracts 

Insights, May 16, 2018 
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 “Warning: Possible Delays Ahead New SAM Requirement for Notarized Letter,” Government Contracts 

Insights, April 23, 2018 

 “Procurement Integrity Act Violations (Post-Award Protest Primer #15),” Government Contracts Insights, 

April 12, 2018 

 “GAO to Implement Bid Protest E-Filing on May 1, 2018 (Along With Some Other Changes),” Government 

Contracts Insights, April 5, 2018 

 "Bait-and-Switch and Unavailable Key Personnel (Post-Award Protest Primer #14)," Government Contracts 

Insights, March 23, 2018 

 "The Silent No: Initial Adverse Agency Action Can Simply Be No Action At All," Government Contracts 

Insights, March 19, 2018 

 "FCA Materiality May Return to High Court," Law360, March 13, 2018 

 "GAO Presents a Study in Timeliness Traps," Government Contracts Insights, February 26, 2018 

 "New Debriefing Rules in Effect for DoD Contractors," Government Contracts Insights, February 15, 2018 

 "Pilot Testing of GAO's New Filing System Currently Underway," Government Contracts Insights, February 

14, 2018 

 "The Government Is Shut Down: What About My Protest?," Government Contracts Insights, January 22, 

2018 

 "Contractors Should Prepare for Potential Shutdown," Government Contracts Insights, January 18, 2018 

 "Snowmen in August: Strict Compliance and Government Waiver of Contract Requirements," Government 

Contracts Insights, January 17, 2018 

 "DOD Protest Reform: Initial Thoughts on the Congressionally-Mandated RAND Report," Government 

Contracts Insights, January 11, 2018 

 "Organizational Conflicts of Interest (Post-Award Protest Primer #13), Government Contracts Insights, 

January 4, 2018 

 "Discussions vs. Clarifications vs. Communications, and Agency Discretion (Post-Award Protest Primer #12), 

Government Contracts Insights, December 5, 2017 

 "What Contractors Need to Know About the Proposed FY 2018 NDAA," Government Contracts Insights, 

November 16, 2017 

 "Non-Meaningful, Misleading, and Unequal Discussions (Post-Award Protest Primer #11), Government 

Contracts Insights, November 13, 2017 
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RACHAEL K. 
PLYMALE 
Associate, Washington D.C., +1 (202) 887-1582, RPlymale@mofo.com  
 

Rachael Plymale represents both large and small government contractors in a wide 
variety of litigation including bid protests, contracts claims and disputes, size 
determinations, and False Claims Act cases. 

Rachael has assisted clients in a variety of litigation and compliance matters. 

She has represented clients in both pre- and post-award bid protests before the 

Government Accountability Office and the Court of Federal Claims as well 

contract terminations and requests for equitable adjustment at the Boards of 

Contract Appeals. Her practice also includes counseling clients on compliance 

issues, particularly in small business matters such as size determinations and 

appeals and small business subcontracting. 

Rachael graduated summa cum laude from the University of Kentucky in 2010, 

receiving a B.A. in History. In 2014, she earned her J.D. with honors from the 

George Washington University Law School, where she focused her studies on 

public procurement and interned in the General Counsel’s Office at General Dynamics Advanced Information 

Systems. 

Rachael maintains an active pro bono practice representing victims of human trafficking in immigration matters. 

RECENT PUBLICATIONS 

 “Increased Security Risks May Be a Cardinal Change,” Government Contracts Insights, September 24, 2018 

 "Millennial Outraged Over GAO Decision Upholding DoD Determination that Millennial Won't Keep a Job," 

Government Contracts Insights, February 1, 2018 

 "Protecting Privilege in FCA Cases From Start To Finish," Law360, May 24, 2017 

 "New Opportunities For All: SBA Expands The Small Business Mentor-Protégé Programs," Westlaw Journal 

Government Contract, September 12, 2016 

 "Department of Energy Rescinds $5 Billion Award Due to Contractor Sale After Bid Submission," 

Government Contracts Insights, September 9, 2016 

EDUCATION 

University of Kentucky (B.A., 

2010) 

The George Washington 

University Law School (J.D., 

2014) 
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J. ALEX 
WARD 
Partner, Washington D.C., +1 (202) 887-1574, alexward@mofo.com  
 

J. Alex Ward is co-chair of Morrison & Foerster’s Government Contracts and Public 
Procurement practice. His practice covers a full range of government contracts 
matters, including bid protests, claims, investigations, corporate transactions, and 
counseling. In addition, he regularly handles federal and state court litigation and 
alternative dispute resolution involving government contractors. In all matters, Mr. 
Ward’s constant goal is to provide his clients the highest level of efficient, ethical, and 
effective representation. 

Mr. Ward has served as lead counsel in dozens of bid protests involving military 

and civilian agency procurements of a wide range of products and services, 

including all manner of pre- and post-award protests in the GAO, the U.S. Court 

of Federal Claims, and state tribunals, as well as appeals to the U.S. Court of 

Appeals for the Federal Circuit and size protests before the SBA’s Office of 

Hearings and Appeals. He has handled all aspects of the claims process, from 

the initial assessment and drafting of requests for equitable adjustment through 

litigation in the Boards of Contract Appeals and the Court of Federal Claims. He 

has represented contractors in internal and external investigations, disclosures to the government, and qui tam 

litigation, with a great deal of success in reducing or eliminating his clients’ exposure through active engagement 

with the relevant government bodies. His work on transactions involving the purchase, sale, and restructuring of 

government contractors has ranged from overseeing diligence on the target company’s government contracts 

portfolio to advising on issues such as FOCI and CFIUS review. 

Mr. Ward’s litigation and ADR practice covers the gamut of controversies confronting government contractors, 

including prime-sub, teaming partner, employer-employee, competitor, and indemnification disputes. His 

litigation work also includes a variety of pro bono engagements, in which he has represented both individual and 

institutional clients in matters ranging from criminal defense to protection of the environment. 

Prior to joining the firm, Mr. Ward served in the U.S. Army as a commissioned officer and an Assistant to the 

General Counsel of the Army. His work for the Army included civil works and international matters. 

EDUCATION 

Duke University (A.B., 1989) 

Harvard Law School (J.D., 

1992) 
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REPRESENTATIVE CASES & DECISIONS 

 A-T Solutions, Inc., B-410167 (successfully protested scope of work for Army’s Asymmetric Integration 

Training Program and Mission Command Training Program contract, resulting in voluntary corrective 

action). 

 American Institutes for Research v. State of New Mexico, No. D-101-CV-2014-00138, slip op. (Sante Fe 

County, NM, District Court May 31, 2014) (sustaining challenge to state agency’s dismissal of protest of 

Common Core operational assessment testing platform). 

 CACI-WGI, Inc., B-408520.2, 2013 CPD ¶ 293, 2013 WL 6729720 (Comp. Gen. Dec. 16, 2013) (intervened to 

successfully oppose protest of Army’s award to client of Asymmetrical Warfare Group support contract). 

 Fluor Intercontinental, Inc. v. IAP Worldwide Servs., Inc., 533 Fed. App’x 912 (11th Cir. 2013) (denying 

appeal of summary judgment in favor of client in indemnification dispute and sustaining client’s cross-appeal 

seeking increased damages award). 

 IAP World Servs., Inc., B-407917.2 et seq., 2013 CPD ¶ 171, 2013 WL 3817472 (Comp. Gen. July 10, 2013) 

(successfully protested Navy’s award of Patuxent Naval Air Station base operating services contract, with cost 

recovery and contract award to client after re-evaluation of proposals). 

 Size Appeal of IAP World Servs., Inc., SBA No. SIZ-5480 (SBA OHA June 24, 2013) (granting client’s size 

appeal in contract for base operating services). 

 Al-Ghanim v. IAP Worldwide Servs., Inc., No. 6:11-cv-467-Orl-19DAB, slip op. (M.D. Fla. Jan. 17, 2012) 

(successfully opposed suit seeking international discovery from client in connection with Kuwait joint venture 

dispute). 

 IAP Worldwide Servs., Inc., B-407315.1, 2. &.3 (successfully protested Army’s award of contract for power 

services at Camp Leatherneck in Afghanistan, resulting in two rounds of voluntary corrective action and 

ultimate award of contract to client). 

 Threat Mgm’t Group, B-407766.1 (successfully protested Air Force’s award of contract for explosive ordnance 

disposal support services, resulting in voluntary corrective action and cost recovery for client). 

 IAP World Servs., Inc., B-406339.1 (successfully protested Army’s award of contract for base operating 

services at Fort Irwin, resulting in voluntary corrective action). 

 General Dynamics – American Overseas Marine, B-401874.2 & .5 (successfully protested Navy’s award of 

ship operation and maintenance contract, resulting in voluntary corrective action). 

 O’Gara Training & Servs., LLC, B-404901.2, 2011 CPD ¶ 171, 2011 WL 3856322 (Comp. Gen. July 28, 2011) 

(intervened to successfully oppose protest of Navy’s award of contract for explosive ordnance disposal 

training). 



J. ALEX WARD

Morrison & Foerster LLP 

 IAP Worldwide Servs., Inc. v. Johnson Controls, Inc., No. 5:09cv331, slip op., 2011 WL 2181849 (N.D. Fla. 

June 3, 2011) (granting summary judgment to client for indemnification under stock purchase agreement for 

acquisition of subsidiary). 

 AAR Mobility Sys., B-403888.2 (intervened to successfully oppose protest of Army’s award of contract for 

production of tactical shelters). 

 A-T Solutions, Inc., B-404901.1 (successfully protested Navy’s award of contract for explosive ordnance 

disposal training, resulting in voluntary corrective action and award of contract to client). 

 Matt Martin Real Estate Mgm’t, LLC v. United States, 96 Fed. Cl. 106 (2010) (intervened to successfully 

oppose protest of HUD’s award of contracts for marketing of portfolio of foreclosed homes). 

 Pyramid Real Estate Servs., LLC v. United States, 95 Fed. Cl. 125 (2010) (intervened to successfully oppose 

protest of HUD’s award of contracts for marketing of portfolio of foreclosed homes). 

 Fluor Intercontinental, Inc. v. IAP Worldwide Servs., Inc., No. 509cv331, slip op., 2010 WL 3610449 (N.D. 

Fla., Sept. 13, 2010) (granting in part client’s motion for summary judgment in subcontract dispute). 

 Harrington, Moran, Barksdale, Inc., B-401934.2, B-401934.3, 2010 CPD ¶ 231, 2010 WL 3994253 (Comp. 

Gen. Sept. 10, 2010) (intervened to successfully oppose protest of HUD’s award of contracts for marketing of 

portfolio of foreclosed homes). 

 Homesource Real Estate Asset Servs., Inc. v. United States, 94 Fed. Cl. 466 (2010) (intervened to successfully 

oppose protest of HUD’s award of contracts for marketing of portfolio of foreclosed homes). 

 Ocean Ships, Inc., B-401526.4, 2010 CPD ¶ 106, 2010 WL 1766756 (Comp. Gen. Apr. 21, 2010) (intervened to 

successfully oppose protest of Navy’s award of contract for operation and maintenance of roll-on/roll-off 

ships). 

 Keystone Sealift Servs., Inc., B-401526.3, 2010 CPD ¶ 95, 2010 WL 1514157 (Comp. Gen. Apr. 13, 2010) 

(intervened to successfully oppose protest of Navy’s award of contract for operation and maintenance of roll-

on/rolloff ships). 

 ITT Corp., Sys. Div., B-310102.6 et al., 2010 CPD ¶ 12, 2009 WL 5447710 (Comp. Gen. Dec. 4, 2009) 

(intervened to successfully oppose protest of Navy’s award of contract for air traffic control services in 

Southwest Asia). 

 IAP Worldwide Servs., Inc. v. Fluor Intercontinental, Inc., No. 509cv331, slip op., 2009 WL 4730509 (N.D. 

Fla., Dec. 4, 2009) (successfully opposed motion to dismiss client’s suit in favor of arbitration). 

 FedSys, Inc., B-401453, 2009 CPD ¶ 181, 2009 WL 3018114 (Comp. Gen. Sept. 8, 2009) (intervened to 

successfully oppose protest of Army’s award of counter-improvised explosive device training contract). 
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 Academy Facilities Mgm’t v. United States, 87 Fed. Cl. 441 (2009) (intervened to successfully oppose protest 

of Navy’s award of U.S. Naval Academy facilities service contract). 

 Academy Facilities Management -- Advisory Opinion, B-401094.3, 2009 CPD ¶ 139, 2009 WL 2217662 

(Comp. Gen. May 21, 2009) (intervened to successfully obtain opinion recommending denial of protest award 

of facilities service contract). 

 Evans Security Solutions, Inc., B-311035, 2008 CPD ¶ 58, 2008 WL 746861 (Comp. Gen. Mar. 19, 2008) 

(intervened to successfully oppose protest of Government Printing Office’s award of contract for smart card 

identification system). 

 Contingency Mgm’t Group, LLC and IAP Worldwide Servs., Inc., B-309752 et seq., 2008 CPD ¶ 83, 2007 WL 

5178258 (Comp. Gen. Oct. 5, 2007) (successfully protested Army’s award of $150 billion Logistics Civil 

Augmentation Program (“LOGCAP”) contracts). 

 Kellogg Brown & Root Services, Inc., B-298694.7, 2007 CPD ¶ 124, 2007 WL 1932070 (Comp. Gen. June 22, 

2007) (intervened to successfully oppose protest of Navy’s award of $1 billion global contingency construction 

contract). 

 Liberty Power Corp., No. B-295502, 2005 WL 696284 (Comp. Gen. Mar. 14, 2005) (successfully protested 

General Services Administration’s award of contract for electric power supply to federal facilities). 

RECENT PUBLICATIONS 

 “Increased Security Risks May Be a Cardinal Change,” Government Contracts Insights, September 24, 2018 

 “Impending Tariffs Could Increase Cost of Performance, but Remedy-Granting Clauses May Allow for Price 

Adjustments,” Government Contracts Insights, April 17, 2018 

 “FCA Materiality May Return to High Court,” Law360, March 13, 2018 

 "Rare Federal Circuit Protest Decision Affirms Agency Discretion in Sole Source Context," Government 

Contracts Insights, January 31, 2018 

 "DOJ Takes on Meritless Qui Tam Actions," Government Contracts Insights, January 29, 2018 

 "FY 2018 Forecasts: Cloudy Skies for False Claims and Storms on the Protest Horizon?," Government 

Contracts Insights, October 3, 2017 

 "Winning the Corrective Action, and Using Clarifications Instead of Discussions," Government Contracts 

Insights, September 6, 2017 

 "Uncharted Territory: Protestor Files Suit Challenging GAO’s Redaction Policy," Government Contracts 

Insights, May 16, 2017 



  

Morrison & Foerster LLP 
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Sandeep Nandivada is an associate in the Litigation Department of Morrison & 
Foerster’s Washington, D.C. office. Mr. Nandivada’s practice focuses on complex 
internal investigations and civil litigation, as well as 
government contracts compliance. 

Mr. Nandivada has extensive experience conducting investigations with False 

Claims Act, Foreign Corrupt Practices Act, Anti-Kickback Statute, Procurement 

Integrity Act, and suspension and debarment implications. He has advised 

clients regarding procurement fraud, anti-corruption, procurement integrity, 

defective pricing, and export control issues, and has assisted clients with 

mandatory disclosures required under the Federal Acquisition Regulation 

(FAR). Mr. Nandivada’s civil litigation practice focuses on bid protests before 

the Government Accountability Office and U.S. Court of Federal Claims, as well 

as contract claims. 

In addition to his investigations and litigation practices, Mr. Nandivada regularly advises clients on FAR and 

Defense FAR Supplement (DFARS) compliance issues, including commercial item contracting, Buy American Act 

and Trade Agreements Act compliance, and organizational conflicts of interest. He also works with clients to 

evaluate and develop ethics and compliance programs. 

Mr. Nandivada graduated With Honors from the George Washington University Law School, where he was 

Editor-In-Chief of The George Washington Journal of Energy and Environmental Law, Vice President of Internal 

Competitions for the Moot Court Board, a legal writing fellow, and a member of the Alternative Disputes 

Resolution Board. He received his undergraduate degree from Cornell University with Distinction in all Subjects 

in History. 

Mr. Nandivada is admitted to practice in Virginia, the District of Columbia, and before the U.S. Court of Federal 

Claims and the U.S. District Court for the Eastern District of Virginia. 

EDUCATION 

Cornell University (B.A., 2010) 

The George Washington 

University Law School (J.D., 

2013) 
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REPRESENTATIVE MATTERS (INCLUDES PRIOR LAW FIRM EXPERIENCE): 

INVESTIGATIONS 

 Conducted internal investigation regarding major defense contractor’s accounting and business systems 

practices, including representing client’s interests with the Defense Contract Audit Agency and advising client 

executives regarding proposed changes and remedial actions. 

 Conducted internal investigation concerning allegations of fraudulent billing, including submission of 

mandatory and supplemental disclosures to agency inspectors general. 

 Conducted internal investigation for major defense contractor responding to subpoena from federal agency 

seeking commercial cost data, including successfully negotiating the scope of the subpoena. 

 Conducted internal investigation regarding major defense contractor’s compliance with export control laws 

and regulations. 

 Conducted internal investigation for major defense contractor regarding contract performance issues. 

 Conducted internal investigation for major defense contractor concerning Procurement Integrity Act 

compliance. 

 Conducted Foreign Corrupt Practices Act investigation for multinational corporation. 

LITIGATION 

 Successfully protested $87.4 million contract award based on agency’s failure to identify organizational 

conflicts of interest for the awardee. 

 Successfully defended award of IDIQ contract for Transformation Twenty-One Total Technology Next 

Generation procurement. 

 Obtained corrective action on behalf of major defense contractor in $1 billion procurement. 

 Obtained corrective action on behalf of major defense contractor in $100 million procurement. 

 Successfully resolved False Claims Act and Procurement Integrity Act allegations, without litigation, on behalf 

of government contractor. 

 Represented large defense contractor in response to agency show cause letter and in certified claim against 

agency, and successfully negotiated favorable settlement. 
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COMPLIANCE 

 Conducted multi-national government contracts compliance review and associated risk assessment for a 

Global Fortune 500 company, including recommending process improvements and policy changes. 

 Conducted multinational compliance review regarding conflicts of interest and anti-kickback policies. 

 Counseled major government contractor regarding cybersecurity disclosure obligations. 

 Counseled clients regarding compliance with applicable Pay-to-Play, Lobbying, and Revolving Door 

restrictions. 

RECENT PUBLICATIONS 

 "January 2018 Protest Roundup," Government Contracts Insights, February 8, 2018 

 "DOJ Takes on Meritless Qui Tam Actions," Government Contracts Insights, January 29, 2018 

 "February 2017 Protest Roundup," Government Contracts Insights, March 8, 2017 

 "So You Want To Supplement The Record At Claims Court," Law360, February 9, 2017 

 "Tenet Case Signals Shift In Health Care Fraud Enforcement," Law360, November 23, 2016 

 "DoD Issues Proposed Rule Regarding Withholding and Dissemination of Unclassified Technical Data and 

Technology," Government Contracts Insights, November 9, 2016 

 "October 2016 Protest Roundup," Government Contracts Insights, November 8, 2016 

 "Elevating Form Over Substance: OCI Waiver Challenges at GAO," Westlaw Journal Government Contract, 

Vol. 30, Issue 7, August 1, 2016 

 "COFC Finds Agency Went Too Far With Corrective Action," Pratt's Government Contracting Law Report, 

June 2016 

 "GAO's Timeliness Rules: A Hobson's Choice for Government Contractors," Government Contracts Insights, 

April 1, 2016 

 "White House Addresses Privacy and Data Security," Government Contracts Insights, February 16, 2016 

 GAO Requires Precision For Proposed Labor Categories," Government Contracts Insights, February 9, 2016 

 "Year In Review: Bid Protests," Government Contracts Insights, December 18, 2015 

 "GSA Issues Semiannual Report to the Congress," Government Contracts Insights, December 9, 2015 
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ANDREW R. 
TURNBULL 
Of Counsel, Northern Virginia, +1 (703) 760-7717, ATurnbull@mofo.com  
 

Andrew Turnbull represents companies on a broad range of labor and employment 
litigation and counseling matters. He has successfully defended clients in complex 
employment litigation before federal and state courts and administrative agencies. A 
primary focus of his practice involves helping companies navigate the unique 
employment issues that arise when doing business with the federal government, 
including advising on all aspects of OFCCP compliance, creating and implementing 
affirmative action plans, defending OFCCP audits and onsite investigations, conducting 
mock pay equity audits, drafting and developing business ethics policies and 
programs, and complying with the Service Contract Act, E-Verify, and the Drug Free 
Workplace Act. 

Andrew routinely develops practical and proactive strategies for employers to 

minimize risk on various human resource matters.  He regularly advises clients 

on EEO and diversity, wage and hour, high-stakes employee terminations, 

executive disputes, reductions in force, leaves of absence, accommodations, pay 

equity, employee selection processes, employment testing, contingent workers, 

and policy development and application.  Andrew also advises companies on a 

wide range of employment transactional matters, such as drafting and 

negotiating executive employment agreements and separations, overseeing 

internal investigations and audits of employment issues, and conducting 

employment diligence on mergers and acquisitions and other corporate transactions. 

An experienced litigator, Andrew defends companies in litigation, including claims alleging trade secret 

misappropriation, breach of post-employment restrictions, wage and hour violations, discrimination, and 

retaliation.  Andrew also has significant experience advising technology and other companies on protecting 

against the loss of trade secrets, proprietary information, and current and prospective clients.  In addition, he 

represents employers in matters involving union avoidance, negotiating and drafting collective bargaining 

agreements, handling union grievances, and avoiding and defending unfair labor practice charges.  

EDUCATION 

Hendrix College (B.A., 2000) 

The George Washington 

University Law School (J.D., 

2009) 

 



ANDREW R. TURNBULL

Morrison & Foerster LLP 

Prior to joining private practice, Andrew worked as a human resources manager for a company recognized on the 

Inc. 500, an annual list of the fastest-growing private companies in the United States.  Andrew received his J.D. 

with honors from The George Washington University Law School, where he served as a notes editor for The 

George Washington Law Review.  While in law school, Andrew interned in the Commercial Litigation Branch at 

the United States Department of Justice. 

Andrew is a member of the steering committee and actively involved in the Washington Metro Industry Liaison 

Group. 

REPRESENTATIVE MATTERS 

 Defended numerous OFCCP audits, including closing audits with a finding of no violations against a major 

accounting firm, language learning software provider, and a technology consulting company. 

 Obtained complete dismissal of a significant OFCCP complaint against a large aerospace and space transport 

company. 

 Led labor and employment diligence for $1 billion acquisition of international security firm. 

 Developed and overhauled numerous affirmative action plans and EEO training programs. 

 Analyzed subcontractor status for numerous companies to determine OFCCP coverage, including for a large 

semiconductor manufacturer. 

 Conducted E-Verify and I-9 audit for national dispute consulting contractor. 

 Performed “single entity” analysis for one of the largest mutual life insurance companies. 

 Conducted pay equity audits for contractors, including for a software and consulting company. 

 Obtained DOL approval under the SCA for self-funded fringe benefit program of aviation and space 

contractor. 

 Advised multinational package delivery company on establishing program to conduct denied party screening 

under lists maintained by OFAC and BIS while minimizing risk of discrimination claims and compliance with 

background check laws. 

 Advised global coffee and coffeehouse chain on establishing hiring processes to avoid discrimination claims 

while complying with ITAR/EAR. 

 Developed business ethics policies and programs for large pharmaceutical manufacturer. 
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OTHER REPRESENTATIVE MATTERS 

 Defended education association against claims by former employers of two executives alleging breach of 

restrictive covenants and theft of trade secrets and confidential information. 

 Obtained preliminary injunction enforcing a noncompetition agreement and other restrictive covenants 

against a former senior sales executive of a technology firm. 

 Advised global food manufacturer in avoiding litigation while terminating employee threatening 

whistleblower claims based on employer’s confidential information. 

 Defended former senior executives of global manufacturer of performance fabrics against allegations of 

misappropriation of trade secrets and breach of noncompetition agreements. 

 Advised entrepreneur in creating startup while minimizing risk of his former employer pursuing enforcement 

of restrictive covenants. 

 Assisted property management firm in navigating internal investigation of whistleblower claims related to 

alleged fraud, ethics violations, and sexual harassment by senior executive. 

 Won motion for reconsideration convincing court to grant summary judgment in gender discrimination and 

retaliation case against a large DC employer. 

 Obtained terminating sanctions and attorneys' fees and costs for discovery violations in a discrimination suit 

against a large utility provider. 

 Obtain favorable arbitration decision for software company in claims by former executive alleging breach of 

his employment agreement. 

 Advised company board in navigating termination of CEO and successfully defended CEO’s breach of contract 

and wage claims. 

 Defended numerous EEOC charges, including against a national event planner, a multinational professional 

services company, and an operator of research and development centers for the government. 

 Defended and settled over thirty unfair labor practice charges against national call center operator. 

 Negotiated new collective bargaining agreements with four separate unions in bankruptcy of international 

maritime shipping company. 

 Awarded pro bono achievement award for defending a non-profit in litigation and several administrative 

audits before the EEOC and state agencies related to a former employee’s whistleblower and discrimination 

claims, including defending multiple onsite investigations. 

 Oversaw validation of pre-employment tests for national food service distributor. 
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Associate, Northern Virginia, Washington D.C., +1 (202) 887-8790, 
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Cynthia Akatugba focuses her practice on representing and advising clients in diverse 
government contracts-related issues, including disputes and bid protests, compliance, 
and investigations. 

Ms. Akatugba regularly represents clients in disputes and bid protests in the 

United States Court of Federal Claims, the U.S. Government Accountability 

Office, and other various agencies. Additionally, she has experience with 

internal investigations of allegations of noncompliance with government 

contracts requirements, including potential False Claims Act liability as well as 

with government inspections and audits, including U.S. Department of Defense 

Inspector General audits; the Freedom of Information Act and state public 

records act requests; and compliance with new federal procurement regulations. 

Ms. Akatugba is also a frequent contributor to Morrison & 

Foerster's Government Contracts Insights Blog, which provides an in-depth analysis of news, developments, and 

trends impacting government contracting and procurement. 

In addition to her government contracts practice, Ms. Akatugba maintains an active pro bono practice.  She has 

successfully obtained asylum and withholding of removal for clients, helped unaccompanied minors secure 

Special Immigrant Juvenile Status, and advised and counseled nonprofit organizations with government grants. 

Ms. Akatugba received her undergraduate degree from Princeton University with a Bachelor of Arts in 

Anthropology and a Certificate in African Studies. From 2006-2010, she taught middle school at a nationally 

acclaimed charter school in Houston, Texas. She went on to receive her J.D. from The University of Texas School 

of Law, where she was a teaching assistant in the legal research and writing program; a member of the Executive 

Board of Assault and Flattery, the law school's musical theatre group; and an exchange student in the program in 

International and Comparitive Business Law at Bucerius Law School in Hamburg, Germany. After law school, Ms. 

Akatugba served as a law clerk to the Honorable Elaine D. Kaplan at the Court of Federal Claims. 

Ms. Akatugba is admitted to practice in the District of Columbia, Texas, and Virginia, and before the U.S. Court of 

Federal Claims. 

EDUCATION 

Princeton University (B.A., 

2006) 

University of Texas, Austin 

(J.D., 2013) 
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CLERKSHIPS 

Hon. Elaine D. Kaplan, U.S. Court of Federal Claims (2013-2015) 

SPEAKING ENGAGEMENTS 

 "Is your company prepared to comply with the new Fair Pay and Safe Workplaces Rule?," Morrison & Foerster 

Webinar, November 17, 2016 

RECENT PUBLICATIONS 

 “June 2018 Bid Protest Roundup,” Government Contracts Insights, July 5, 2018 

 "November 2017 Bid Protest Roundup," Government Contracts Insights, December 13, 2017 

 "August 2017 Bid Protest Roundup," Government Contracts Insights, September 8, 2017 

 "May 2017 Bid Protest Roundup," Government Contracts Insights, June 7, 2017 

 "Uncharted Territory: Protestor Files Suit Challenging GAO's Redaction Policy," Government Contracts 

Insights, May 16, 2017 

 "Fair Pay and Safe Work Places Goes to President Trump," Government Contracts Insights, March 7, 2017 

 "November 2016 Bid Protest Roundup," Government Contracts Insights, December 12, 2016 

 "Final Rule Requires Contractors to Disclose Labor Law Violations for the Past Three Years," Pratt's 

Government Contracting Law Report, Vol. 2, No. 12, December 2016 

 "Texas Court Temporarily Stops Implementation of Fair Pay and Safe Workplaces," Government Contracts 

Insights, October 31, 2016 

 "Final Rule Requires Contractors to Disclose Labor Law Violations for the Past Three Years," Government 

Contracts Insights, September 16, 2016 

 "DoD's New Proposed Guidance on Commercial Item Pricing No Longer Includes 'Market Based Pricing,'" 

Government Contracts Insights, August 15, 2016 

 "Year in Review: Regulatory Developments," Government Contracts Insights, January 22, 2016 

 "Proposed Revisions to Rules Concerning Gifts to Federal Government Employees," Government Contracts 

Insights, December 17, 2015 

 "Interim Rule Prohibits Contracting With Delinquent Taxpayers," Government Contracts Insights, December 

16, 2015 
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DAMIEN C. 
SPECHT 
Partner, Northern Virginia, +1 (703) 760-7325, DSpecht@mofo.com  
 

Damien C. Specht is a partner in the firm’s Government Contracts & Public 
Procurement practice. Damien represents clients in all facets of government contracts 
transactions, as well as regulatory counseling, subcontract and teaming agreement 
negotiations, contract disputes, size protests, and protests. He is a recognized leader 
on small business procurement issues, with the National Law Journal explaining that 
federal lawmakers turn to him when they “need expert advice about small-business 
policy.” 

Damien has served as lead counsel in bid protests involving military and civilian 

agency procurements of a wide range of products and services, including pre- 

and post-award protests at the GAO, the U.S. Court of Federal Claims, and state 

tribunals, as well as in size protests and appeals. 

Damien has also played a significant role in dozens of government contracts 

transactions, representing industry leaders, private-equity firms and 

entrepreneurs. These transactions include representation of: 

 CI Capital Partners LLC in its sale of A-T Solutions to PAE. 

 L3 Technologies in numerous transactions including the sale of its National 

Security Solutions business. 

 Sagewind Capital in numerous transactions including the acquisition of By 

Light Professional IT Services, a provider of IT, cloud, cyber and 

infrastructure solutions. 

 Arlington Capital in its acquisition of Integrity Application Incorporated, a 

leading provider of systems engineering, integrated solutions, technical 

analysis. 

 Arctic Slope Regional Corporation in various transactions including the 

acquisition of Vistronix Intelligence and Technology Solutions. 

EDUCATION 

Grinnell College (B.A., 2002) 

The George Washington 

University Law School (J.D., 

2007) 

RANKINGS 

Chambers USA 2018 
Clients comment that "He is 
great at identifying issues and 
litigating to success in protests at 
both the federal and state 
levels." 

Legal 500 2018 
“Next Generation Lawyer”  

Law360 2016 
Government Contracts “Rising 
Star” 

National Law Journal 2015 
D.C. “Rising Star” 



DAMIEN C. SPECHT

Morrison & Foerster LLP 

Damien holds an active security clearance. He serves as Co-Chair of the ABA Public Contract Law Section Mergers 

and Acquisitions Committee and as Co-Chair of the American Bar Association Small Business & Other 

Socioeconomic Programs Committee. Damien has testified about procurement issues before the United States 

House of Representatives. He is a frequent speaker on government contracts topics including numerous CLE 

presentations on government contracts topics. Damien has been recognized as a leading lawyer by Chambers 

USA, one of the “most accomplished young attorneys in the DC area” by The National Law Journal, a “Next 

Generation Lawyer” by Legal 500, a “Rising Star” in Government Contracts by Law360, and a Washington, DC 

“Rising Star” in Government Contracts by Super Lawyers.  

RECENT SPEAKING ENGAGEMENTS 

 “Beyond Diligence: The Role of Government Contracts Counsel in Mergers and Acquisitions,” ABA Section of 

Public Law Federal Procurement Institute, March 16, 2018 

 “The Bull Ring – Small Business and Disadvantaged Business Opportunities,” ABA Section of Public Contract 

Law Fall Meeting, November 3, 2017 

 "Judges Panel and Discussion of Key Cases," Small Business Committee, December 13, 2016 

 "Government Contract Management Best Practices and Dangers," Lorman Webinar, November 15, 2016 

 "Industry Consolidation and Corporate Restructuring: Issues for Government Contractors," ABA Section of 

Public Contract Law Annual Meeting, August 5, 2016 

 "When Small Business Looms Large," Government Contracting Summit, April 27, 2016 

 Panelist, “Government Contracts Mergers and Acquisitions 101,” ABA CLE Section of Public Contract 

Law, January 12, 2016 

 “Small Business Issues,” ABA Bid Protest and Small Business Committees, December 14, 2015 

 Panelist, “Small Business Size Protests,” American Bar Association Section of Public Contract Law Contract 

Claims and Disputes Resolution Committee, December 9, 2015 

 “Tips For Drafting Enforceable Teaming Agreements,” Federal Publications Seminars, June 16, 2015 

 “Small Business Protest Issues,” ABA PCLS Bid Protest and Small Business Committees, April 20, 2015 

 “Government Contract Issues in Bankruptcy,” West LegalEdcenter, March 2, 2015 

 “Key Issues in Government Contractor Mergers and Acquisitions,” American Bar Association, February 12, 

2015 

 “Small Business Issues In Government Contracts Mergers & Acquisitions,” West LegalEdcenter, February 3, 

2015 
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 “Key Issues in Government Contracts Mergers & Acquisitions,” Federal Publications Seminars, January 20, 

2015 

 “The Benefits of a Captive Insurance Company to a Government Contractor: Alternative Risk Management,” 

Watkins Meegan LLC, November 17, 2014 

 Moderator, Judges Panel, ABA Small Business & Other Socioeconomic Programs Committee, October 9, 2014 

 Moderator, ABA Section of Public Contract Law Annual Meeting, August 7-9, 2014 

 “Selling Companies with Government Contracts,” M&A Source, June 18, 2014 

 “Key Issues in Government Contracts Mergers and Acquisitions,” DC Bar, March 13, 2014 

 “Top 5 Tips for Successfully Selling Your Government Contracting Business,” Public Contracting Institute, 

November 19, 2013 

 19th Annual Federal Procurement Institute, March 14-15, 2013 

RECENT PUBLICATIONS 

 “Soothsaying Oracle: What GAO’s Decision Concerning DoD Prototype OTAs Means for DoD and Beyond, 

“Government Contracts Insights, June 22, 2018 

 “SBA Sneaks in Rule on Recertification,” Government Contracts Insights, May 14, 2018 

 “SBA OHA Affirms Long-Standing Interpretation of Recertification Regulations,” Government Contracts 

Insights, March 7, 2018 

 "Court of Federal Claims Rejects SBA Decision That Future Conditional Restriction on Stock Ownership 

Destroys 'Unconditional Ownership'," Government Contracts Insights, December 11, 2017 

 "FY 2018 Forecasts: Items of Interest in Contracting, Small Business, and M&A," Government Contracts 

Insights, October 30, 2017 

 "NAICS Code Appeals: One Size Does Not Fit All," Government Contracts Insights, September 11, 2017 

 "Recent Trends In Government Contracts M&A,"  Law360, August 29, 2017 

 "New Opportunities For All: SBA Expands The Small Business Mentor-Protégé Programs," Westlaw Journal 

Government Contract, September 12, 2016 

 “Kingodmware: Broader Than SCOTUS Intended?” The Government Contractor, July 13, 2016 

 “SBA Rule Changes Benefit Contractors, But Pitfalls Remain,” Law360, June 23, 2016 
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STEVEN W. 
CAVE 
Associate, Northern Virginia, +1 (703) 760-7308, SCave@mofo.com  
 

Steve Cave is an associate in the Government Contracts Practice, resident in the firm’s 
Northern Virginia office. Mr. Cave advises and counsels clients on a range of issues, 
including disputes and bid protests before the U.S. Government Accountability Office 
and the U.S. Court of Federal Claims. 

Mr. Cave has significant experience related to corporate mergers and 

acquisitions involving government contractors. He also works with clients to 

ensure compliance with applicable laws and regulations and to conduct internal 

investigations into potential violations of such laws and regulations. 

Prior to joining Morrison & Foerster, Mr. Cave was an associate in the 
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B.A. magna cum laude at Virginia Polytechnic Institute and State University and 
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to the International Space Station. 
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General. 
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the Department of Defense for an improper debarment, winning the leading 

case on latent defects in government contracts, and achieving victory in the 

Eleventh Circuit's decision on false claims immunity for Medicare contractors. 

He has been a guest instructor at the University of Virginia and the George 
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 National Government Services, Inc., B-412142 (Comp. Gen.), 2016, CPD ¶ 8, 2015 WL 9690358 
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 AM General LLC, ASBCA No. 53610, 07-1 BCA  ¶ 33,498 

 L-3 Communications Titan Corporation, B-299317, et al., Mar. 29, 2007, 2007 CPD ¶ 66  

 U.S. ex rel. Richard Feingold v. Palmetto Gov’t Benefits Adm’rs, 477 F.Supp.2d 1187 (S.D. Fla. 2007), aff’d, 

278 Fed.Appx. 923 (11th Cir. 2008), cert. denied, 129 S.Ct. 1001 (2009) 

 Laerdal Medical Corp., B-297321; B-297321.2, Dec. 23, 2005, 2006 CPD ¶12 
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 United States of America ex rel. Elizabeth Drescher v. Highmark, Inc., 305 F.Supp.2d 451 (E.D.Pa. 2004) 

 Sundstrand Corporation, ASBCA No. 51572, 01-1 BCA ¶ 31,167 

 Lockheed Martin Tactical Aircraft Systems, ASBCA Nos. 49530 and 50057, 00-1 BCA ¶ 30,852 

 United States ex rel. Body v. Blue Cross and Blue Shield of Alabama, Inc., 156 F.3d 1098 (11th Cir. 1998) 

 United States ex rel. Foust v. Group Hospitalization and Medical Services, 26 F.Supp.2d 60 (D.D.C. 1998) 

 Lockheed Corp., ASBCA Nos. 36420, 37495, and 39195, 95-2 BCA ¶ 27,722 

 United Technologies Corp., Sikorsky Aircraft Division v. United States, 31 Fed.Cl. 698 (1994) 

 Brunswick Defense, B-255764, Mar. 30, 1994, 94-1 CPD ¶ 225 

 United Technologies Corp., Sikorsky Aircraft Division v. United States, 27 Fed.Cl. 393 (1992) 

 Novicki v. Cook, 946 F.2d 938 (D.C. Cir. 1991) 
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