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An early review of litigation trends under the CCPA

Among the most watched pro-
visions in the California 
Consumer Privacy Act (Civil 

Code Sections 1798.100-1798.199) 
is its private right of action for cer-
tain breaches of Californians’ “non-
encrypted and nonredacted personal 
information.” In data breach class 
actions filed before the CCPA’s Jan. 
1, 2020, operative date, the chal-
lenges plaintiffs faced in showing 
actual damages resulted in settle-
ments with low payouts: Depending 
on how you count, recovery can be 
less than $2 per class member, and 
often much lower. The CCPA gives 
California residents who can meet 
the act’s requirements the possibil-
ity of recovering between $100 and 
$750 in statutory damages “per con-
sumer per incident or actual damag-
es, whichever is greater.” So to say 
that the CCPA could dramatically 
increase companies’ exposure is an 
understatement. 

It is no surprise, then, that consum-
ers have already filed many lawsuits 
seeking statutory damages under the 
CCPA — and that almost all of the 
cases seek to drastically expand the 
CCPA’s private right of action provi-
sion. Nearly 50 cases have been filed 
seeking damages under the CCPA, ei-
ther in connection with data breaches 
or based on alleged violations of the 
act’s other consumer rights (with even 
more using the CCPA to add context 
to other privacy-related claims). In 
these cases, plaintiffs are challenging 
the limits of the CCPA’s private right 
of action in every way they can. Given 
the early stages that all of these cases 
are in, no court has yet weighed in on 
plaintiffs’ efforts to expand the scope 
of the private right of action. 

First, plaintiffs are seeking to apply 
the CCPA retroactively. By its plain 
terms, the substantive provisions of 
the CCPA became operative only on 
Jan. 1, 2020. Nevertheless, a number 
of cases purport to state claims based 

on alleged data breaches or other con-
duct that occurred before Jan. 1, 2020. 
Based on the plain text of the CCPA, 
and case law establishing that Califor-
nia follows the “time-honored prin-
ciple that in the absence of an express 
retroactivity provision, a statute will 
not be applied retroactively unless it is 
very clear from extrinsic sources that 
the Legislature must have intended 
a retroactive application” (see, e.g., 
People v. Brown, 54 Cal. 4th 314, 319-
20 (2012)), one would expect courts to 
reject any effort to find the CCPA ret-
roactive. That’s all the more true, since 

the Legislature made clear its intention 
to make the CCPA operative only after 
Jan. 1, 2020, not before that date. 

Second, plaintiffs are seeking to 
apply the CCPA beyond its geograph-
ic limits. The CCPA offers its private 
right of action to “[a]ny consumer 
whose nonencrypted and nonredacted 
personal information … is subject to 
an unauthorized access and exfiltra-
tion, theft, or disclosure as a result of 
the business’s violation of the duty to 
implement and maintain reasonable 
security procedures and practices ap-
propriate to the nature of the informa-
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tion to protect the personal informa-
tion.” The act limits the definition of 
“consumer” to “a natural person who 
is a California resident.” Yet non-
California resident plaintiffs nonethe-
less purport to assert claims under the 
CCPA on behalf of themselves and for 
residents of other states. 

Third, and perhaps most signifi-
cantly, plaintiffs are ignoring that the 
CCPA limits the kinds of violations on 
which the private right of action can 
be based. The CCPA explicitly limits 
the scope of the private right of ac-
tion “only to violations as defined in 

[Section 1798.150(a)]” and prohibits 
claims under the private right of action 
based on “violations of any other sec-
tion of [the act].” The violation defined 
in Section 1798.150(a) is a “business’s 
violation of the duty to implement and 
maintain reasonable security proce-
dures and practices appropriate to the 
nature of the information to protect 
the personal information.” Neverthe-
less, at least nine cases have been filed 
purporting to predicate a CCPA pri-
vate right of action on other violations 
of the act, such as violations around 
consumer rights to know or opt out of 

the sale of their personal information. 
Plaintiffs are bringing these claims 
notwithstanding the textual limitation 
of the private right of action to a vio-
lation of the “duty to implement and 
maintain reasonable security proce-
dures and practices.” 

Finally, plaintiffs are seeking to use 
the CCPA as the standard of care, or 
as establishing protected privacy in-
terests, for other statutory or common 
law claims. In at least 19 cases, plain-
tiffs cite the CCPA as the legal predi-
cate for a claim under California’s 
Unfair Competition Law or as support 
for a common-law invasion of privacy 
claim. Again, the text of the CCPA 
(and its legislative history) seems to 
plainly foreclose such claims: “Noth-
ing in this title shall be interpreted to 
serve as the basis for a private right of 
action under any other law.” 

So what do we know about the 
CCPA’s private right of action, based 
on current litigation trends? Only 
that the answers the CCPA seemingly 
provided to questions about the scope 
of its private right of action are being 
challenged, despite the clear text of the 
statute and its legislative history, which 
is marked by failed attempts to expand 
the private right of action to “any” vio-
lation of the CCPA. And while courts 
presiding over dozens of cases may 
resolve those challenges, so far courts 
have provided no guidance. For now, 
we continue to wait to see how strictly 
courts will construe the CCPA, keep-
ing our eye on a growing list of cases 
testing the limits of the CCPA. 
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