PRATT’S GOVERNMENT
CONTRACTING LAW
REPORT
VOLUME 7

NUMBER 5

May 2021

Editor’s Note: Integrity
Victoria Prussen Spears

137

What Is the Procurement Integrity Act, and How Can
Contractors Avoid Unintentionally Violating It?—Part I
Sandeep N. Nandivada, Michaela E. Thornton, and
Alex Ward

139

Under Biden Administration, Will Federal Drug Pricing
Transparency Efforts Continue to Outpace State Laws?
Merle M. DeLancey Jr.

146

National Defense Authorization Act for Fiscal Year 2021:
Need-to-Know Provisions for Government Contractors
Olivia L. Lynch, Adelicia R. Cliffe, Jonathan M. Baker, and
Kate M. Growley

160

Health Care Fraud Enforcement Trends
Carolyn Fitzhugh McNiven and Jessica Natali

170

QUESTIONS ABOUT THIS PUBLICATION?
For questions about the Editorial Content appearing in these volumes or reprint permission,
please call:
Heidi A. Litman at ........................................................................................ 516-771-2169
Email: ..................................................................................... heidi.a.litman@lexisnexis.com
Outside the United States and Canada, please call . . . . . . . . . . . . . . (973) 820-2000
For assistance with replacement pages, shipments, billing or other customer service matters,
please call:
Customer Services Department at . . . . . . . . . . . . . . . . . . . . . . . . . (800) 833-9844
Outside the United States and Canada, please call . . . . . . . . . . . . . . (518) 487-3385
Fax Number . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . (800) 828-8341
Customer Service Website . . . . . . . . . . . . . . . . . http://www.lexisnexis.com/custserv/
For information on other Matthew Bender publications, please call
Your account manager or . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
Outside the United States and Canada, please call . . . . . . . . . . . . . . .

(800) 223-1940
(937) 247-0293

Library of Congress Card Number:
ISBN: 978-1-6328-2705-0 (print)
ISSN: 2688-7290

Cite this publication as:
[author name], [article title], [vol. no.] PRATT’S GOVERNMENT CONTRACTING LAW
REPORT [page number] (LexisNexis A.S. Pratt).
Michelle E. Litteken, GAO Holds NASA Exceeded Its Discretion in Protest of FSS Task
Order, 1 PRATT’S GOVERNMENT CONTRACTING LAW REPORT 30 (LexisNexis A.S.
Pratt)
Because the section you are citing may be revised in a later release, you may wish to
photocopy or print out the section for convenient future reference.
This publication is designed to provide authoritative information in regard to the subject matter covered.
It is sold with the understanding that the publisher is not engaged in rendering legal, accounting, or other
professional services. If legal advice or other expert assistance is required, the services of a competent
professional should be sought.
LexisNexis and the Knowledge Burst logo are registered trademarks of RELX Inc. Matthew Bender, the
Matthew Bender Flame Design, and A.S. Pratt are registered trademarks of Matthew Bender Properties
Inc.
Copyright © 2021 Matthew Bender & Company, Inc., a member of LexisNexis. All Rights Reserved.
Originally published in: 2015
No copyright is claimed by LexisNexis or Matthew Bender & Company, Inc., in the text of statutes,
regulations, and excerpts from court opinions quoted within this work. Permission to copy material may
be licensed for a fee from the Copyright Clearance Center, 222 Rosewood Drive, Danvers, Mass. 01923,
telephone (978) 750-8400.
Editorial Office
230 Park Ave., 7th Floor, New York, NY 10169 (800) 543-6862
www.lexisnexis.com

(2021–Pub.4938)

Editor-in-Chief, Editor & Board
of Editors
EDITOR-IN-CHIEF
STEVEN A. MEYEROWITZ
President, Meyerowitz Communications Inc.
EDITOR
VICTORIA PRUSSEN SPEARS
Senior Vice President, Meyerowitz Communications Inc.
BOARD OF EDITORS
MARY BETH BOSCO
Partner, Holland & Knight LLP
PABLO J. DAVIS
Of Counsel, Dinsmore & Shohl LLP
MERLE M. DELANCEY JR.
Partner, Blank Rome LLP
J. ANDREW HOWARD
Partner, Alston & Bird LLP
KYLE R. JEFCOAT
Counsel, Latham & Watkins LLP
JOHN E. JENSEN
Partner, Pillsbury Winthrop Shaw Pittman LLP
DISMAS LOCARIA
Partner, Venable LLP
MARCIA G. MADSEN
Partner, Mayer Brown LLP
KEVIN P. MULLEN
Partner, Morrison & Foerster LLP
VINCENT J. NAPOLEON
Partner, Nixon Peabody LLP
STUART W. TURNER
Counsel, Arnold & Porter
ERIC WHYTSELL
Partner, Stinson Leonard Street LLP
WALTER A.I. WILSON
Partner Of Counsel, Dinsmore & Shohl LLP

iii

Pratt’s Government Contracting Law Report is published 12 times a year by Matthew Bender
& Company, Inc. Copyright © 2021 Matthew Bender & Company, Inc., a member of
LexisNexis. All Rights Reserved. No part of this journal may be reproduced in any form—by
microfilm, xerography, or otherwise—or incorporated into any information retrieval system
without the written permission of the copyright owner. For customer support, please contact
LexisNexis Matthew Bender, 9443 Springboro Pike, Miamisburg, OH 45342 or call
Customer Support at 1-800-833-9844. Direct any editorial inquiries and send any material for
publication to Steven A. Meyerowitz, Editor-in-Chief, Meyerowitz Communications Inc.,
26910 Grand Central Parkway Suite 18R, Floral Park, New York 11005,
smeyerowitz@meyerowitzcommunications.com, 646.539.8300. Material for publication is
welcomed—articles, decisions, or other items of interest to lawyers and law firms, in-house
counsel, government lawyers, senior business executives, and anyone interested in privacy
and cybersecurity related issues and legal developments. This publication is designed to be
accurate and authoritative, but neither the publisher nor the authors are rendering legal,
accounting, or other professional services in this publication. If legal or other expert advice
is desired, retain the services of an appropriate professional. The articles and columns reflect
only the present considerations and views of the authors and do not necessarily reflect those
of the firms or organizations with which they are affiliated, any of the former or present clients
of the authors or their firms or organizations, or the editors or publisher.
POSTMASTER: Send address changes to Pratt’s Government Contracting Law Report,
LexisNexis Matthew Bender, 230 Park Ave. 7th Floor, New York NY 10169.

iv

GOVERNMENT CONTRACTING LAW REPORT

What Is the Procurement Integrity Act, and
How Can Contractors Avoid Unintentionally
Violating It?—Part I
By Sandeep N. Nandivada, Michaela E. Thornton, and Alex Ward*
This article provides practical guidance for government contractors navigating potential
Procurement Integrity Act (“PIA”) violations, from understanding the elements of a
PIA violation, to investigating potential violations, to defending against bid protests.
This first part of the article covers the elements of a PIA violation. The second part of
the article, which will appear in an upcoming issue of Pratt’s Government
Contracting Law Report, discusses investigating PIA violations and defending awards
in bid protest litigation.

The Procurement Integrity Act (“PIA”), codified at 41 U.S.C. § 2101–2107,
is intended to prevent unethical and improper competitive practices from
influencing federal procurements. To achieve this end, the PIA prohibits
knowingly disclosing, or knowingly obtaining, source selection information or
contractor bid or proposal information (collectively, “Protected Information”)
before the award of a federal agency procurement contract to which such
information relates.1
In a perfect world, the PIA would rarely cause heartache for government or
contractor employees. Government employees would never disclose Protected
Information prematurely or to unauthorized parties and, as a result, contractor
employees would never obtain such information. But we are not so lucky. In the
real world, potential PIA violations arise frequently, and usually without any
improper intent from either government or contractor personnel. It often starts
with the government’s inadvertent transmission of Protected Information to an
offeror in a procurement, followed by dissemination of the information by the
offeror’s employees, who do not realize they received information they should
not have. At the end of this unfortunate chain of events, the government and
offeror each find themselves in a difficult position: the government has an
*
Sandeep N. Nandivada is a senior Government Contracts associate in Morrison & Foerster
LLP’s Washington, D.C. office, specializing in civil litigation and complex internal investigations.
Michaela E. Thornton is a law student at the George Washington University Law School. She
serves as a Government Contracts law clerk in the firm’s Washington, D.C., office, and is not yet
licensed to practice law. Alex Ward is partner and co-chair of the firm’s Government Contracts
practice.
1

41 U.S.C. § 2102. The PIA also contains certain post-government employment restrictions,
including restrictions regarding discussions related to potential employment and compensation.
41 U.S.C. § 2103–2104. Those prohibitions are outside the scope of this article.
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ongoing competition in which one offeror may have an unfair competitive
advantage, and the offeror faces potential disqualification from a competition
based on an error by the government.
This article provides practical guidance for government contractors navigating potential PIA violations, from understanding the elements of a PIA
violation, to investigating potential violations, to defending against bid protests.
Although the risk of a potential PIA violation can never fully be eliminated,
government contractors can mitigate it significantly through prompt and
reasonable measures.
THE ELEMENTS OF A PIA VIOLATION
Government contractors violate the PIA when they (1) knowingly obtain (2)
source selection information or another contractor’s bid or proposal information (3) before the award of a federal agency procurement contract to which
such information relates.2 Each element of a PIA violation is discussed below.
Element 1: Knowledge
The PIA does not define what it means for a contractor to “knowingly
obtain” source selection or contractor bid or proposal information.3 The
Government Accountability Office (“GAO”), the U.S. Court of Federal Claims
(“COFC”), at least one federal district court, and the Armed Services Board of
Contract Appeals (“ASBCA”), however, have each opined on the requirement,
with the GAO and the COFC in agreement, and the U.S. District Court for
the District of Colorado and the ASBCA offering different interpretations.
At both the GAO and the COFC, PIA violations are “founded on improper
or unlawful conduct” and require “an affirmative act by the offeror to obtain
source selection information [or contractor bid or proposal information];
simply having knowledge is not enough to support a possible PIA violation.”4
Thus, where a contractor employee accidentally discovers or opens Protected
2

41 U.S.C. § 2102(b).

3

See 41 U.S.C. § 2102(b).

4

In this regard, the GAO has also held that the mere fact that an offeror had the opportunity
to obtain protected procurement information cannot satisfy the “knowingly obtained” element
of a PIA violation; there must be actual evidence that the offeror, in fact, obtained the
information at issue. OBRIS Sibro, Inc., B-417406.2, Nov. 19, 2019. See, Jacobs Tech. Inc. v.
United States, 100 Fed. Cl. 198, 214 (2011); see also Harkcon, Inc. v. United States, 133 Fed. Cl.
441, 466 (2017) (finding affirmative act to obtain proprietary information was necessary for PIA
violation); Health Net Fed. Servs., LLC, B-401652.3, Nov. 4, 2009, 2009 CPD ¶ 220 at 25
(noting PIA violations are based on “prohibited actions”); S&K Aerospace, LLC, B-411648, Sep.
19, 2015, 2015 CPD ¶ 336 at 5 (holding contractor employee had not knowingly obtained
protected information where agency negligently disclosed proprietary information and employee
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Information, but reports the information immediately without utilizing it for
an improper purpose, neither the GAO nor the COFC would hold such
conduct constitutes “knowingly obtaining” source selection information or
contractor bid or proposal information.
The U.S. District Court for the District of Colorado recently adopted a
different approach to analyzing the PIA’s “knowingly obtained” requirement, at
least for criminal actions. Recognizing that the criminal penalty in 41 U.S.C.
§ 2105(a) only applies when a person violates 41 U.S.C. § 2102 with the intent
to exchange the acquired information for something of value or to use that
information to obtain or provide a competitive advantage, the court focused on
the offeror’s intent rather than on whether the offeror committed an affirmative
act to obtain Protected Information.5 The district court reasoned that the
“knowingly obtained” requirement must be interpreted in accordance with the
“ ‘longstanding presumption . . . that Congress intends to require a defendant
to possess a culpable mental state regarding each of the statutory elements that
criminalize otherwise innocent conduct.’ ”6 Thus, the court found that a party
satisfies the “knowingly obtained” requirement when the party obtained
Protected Information “with an intent to profit from it or gain a competitive
advantage.”7 Active measures to “obtain” the information may not be necessary,
but an illicit intent is.
But while the GAO, the COFC, and the District Court for the District of
Colorado have interpreted PIA violations to require either an improper act or
a culpable intent, the ASBCA recently suggested a PIA violation may result
solely from the act of receiving—through no fault of the contractor—source
selection or contractor bid or proposal information.
In CLC Constr. Co.,8 the government terminated a contract for default
because the performing contractor allegedly knowingly obtained an internal
“immediately notified her supervisor and closed the file without saving or printing the
information”).
5

United States v. Kuciapinski, 434 F. Supp. 3d 939, 943 (D. Colo. 2020).

6

Id. at 943–944 (citing Rehaif v. United States, 139 S.Ct. 2191, 2195 (2019)).

7

Id. at 944. Notably, the court also implicitly acknowledged that a PIA violation could occur
passively, stating: “the only circumstance in which a jury might need an explicit ‘affirmative act’
instruction . . . [in determining whether 41 U.S.C. § 2102(b) had been violated] is if the
Government were planning to prove that (i) [defendant] passively obtained or absorbed
procurement information yet somehow did so with the required intent, or (ii) [defendant]
obtained the procurement information through no effort of her own (e.g., accidentally) and later
formed the intent to profit from it or to obtain or give a competitive advantage.” Id. at 947.
8

ASBCA No. 59110, Apr. 15, 2020, 20-1 B.C.A. (CCH) ¶ 37584.
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government cost estimate that helped it secure the contract. The contractor
appealed the termination, arguing that the “knowingly obtained” element of a
PIA violation was not satisfied because the estimate was not explicitly marked
as source selection information and the contractor therefore did not “knowingly” receive it.9 The ASBCA disagreed and held the information was
“knowingly” obtained because the contractor “understood the information was
received” and “the information is of a type that is prohibited by the PIA.”10 As
support for this interpretation of the PIA, the ASBCA cited the Supreme
Court’s holding in Bryan v. United States,11 that “ ‘knowingly’ when used in the
criminal context does not require knowledge of the law alleged to have been
violated, only knowledge of the facts constituting the offense.”12 Thus,
according to the ASBCA:
Despite appellant’s contentions that it did not knowingly receive [the
government estimate] because it was not marked, or that appellant did
not know it was impermissible for it to have the information, or that
it was not clear to appellant that the price conveyed was another
offeror’s, there is no dispute in the record before us regarding whether
appellant knowingly received the information at issue. Appellant’s
arguments go to whether it knew, or should have known it was
violating the law, not to whether it had received the information.
Appellant’s contentions do nothing to dispute the allegation that it had
knowledge of the facts constituting the offense.13
The ASBCA’s reasoning in CLC may constitute a dramatic departure from
the decisions of the GAO, the Court of Federal Claims, and the District Court
for the District of Colorado. Given the facts of the case, the ASBCA might be
attempting to preclude a “head in the sand” defense to a PIA violation. But,
taken at face value, the ASBCA’s decision could mean that merely being the
innocent recipient of an inadvertent email is a punishable offense. At least until
there is wider adoption of the ASBCA’s interpretation, however, the ASBCA’s
decision appears to be an outlier with no precedential value.
9

Id.

10

Id.

11

524 U.S. 184, 193 (1998).

12

ASBCA No. 59110.

13

Id.
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Element 2: Source Selection Information or Contractor Bid or Proposal
Information
The second element of a PIA violation is whether the information knowingly
obtained constitutes source selection information or contractor bid or proposal
information. Fortunately, the PIA defines both terms explicitly.
“Contractor bid or proposal information” refers to the following types of
information:
•

Cost or pricing data;

•

Indirect costs and direct labor rates;

•

Proprietary information about manufacturing processes, operations, or
techniques marked by the contractor; or

•

Information marked by the contractor as contractor bid or proposal
information.14

By contrast, “source selection information” refers to:
•

Bid prices submitted in response to a federal agency solicitation for
sealed bids, or lists of those bid prices before public bid opening;

•

Proposed costs or prices submitted in response to a federal agency
solicitation, or lists of those proposed costs or prices;

•

Source selection plans;

•

Technical evaluation plans;

•

Technical evaluations of proposals;

•

Cost or price evaluations of proposals;

•

Competitive range determinations that identify proposals that have a
reasonable chance of being selected for award of a contract;

•

Rankings of bids, proposals, or competitors;

•

Reports and evaluations of source selection panels, boards, or advisory
councils; or

•

Other information marked as “source selection information” based on
a case-by-case determination by the head of the agency, the head’s
designee, or the contracting officer that its disclosure would jeopardize
the integrity or successful completion of the federal agency procurement to which the information relates.15

14

41 U.S.C. § 2101.

15

Id.
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Notably, per FAR 3.104-4(c), where a recipient is unsure of whether or not
the information in question is protected by the PIA, the recipient “should
consult with agency officials as necessary” to determine whether receipt of
particular information might lead to a PIA violation.
Element 3: Timing and Relation
A contractor’s knowing receipt of Protected Information only violates the
PIA if the contractor obtains such information prior to award of the
procurement contract to which that information relates.16 Thus, if a contractor
obtains Protected Information (1) after the award of the procurement contract
to which that information relates, (2) relating to a procurement different from
the procurement in which the contractor is currently competing,17 or (3)
relating to the award of a non-procurement contract (such as an Other
Transaction Authority agreement), then there is no PIA violation, at least for
the present procurement.18
Penalties
A PIA violation may result in serious criminal, civil, and administrative
consequences.
A criminal violation occurs when a contractor violates the PIA “for anything
of value or to obtain or give a person a competitive advantage in the award of
a Federal agency procurement contract.”19 It is punishable by a fine, imprisonment for up to five years, or both.20
For civil violations, penalties are limited to fines.21 For the contractor as an
organization, civil penalties are capped at “$500,000 for each violation plus
twice the amount of compensation that the organization received or offered for
the prohibited conduct.”22 For contractor employees, civil penalties are capped
16

41 U.S.C. § 2102(b).

17

For example, in United States v. Bowling, 108 F. Supp. 3d 343, 348–352 (E.D.N.C. 2015),
the District Court for the Eastern District of North Carolina found there was no PIA violation
because, among other things, the internal government cost estimate at issue was not related to the
ongoing solicitation.
18

See id.

19

41 U.S.C. § 2105(a).

20

Id.

21

Id. § 2105(b).

22

Id. § 2105(b)(2).
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at “$50,000 for each violation plus twice the amount of compensation that the
individual received or offered for the prohibited conduct.”23
Whether a violation is criminal or civil, the contractor may also be subject to
administrative penalties, including cancellation of a yet-to-be-awarded contract,
rescission of an existing contract for which a PIA violation has occurred,
suspension or debarment, or adverse personnel action.24 The government is also
afforded the right to recover, in addition to any monetary penalty, the dollar
amount already expended on the contract at issue.25 Any PIA violation will also
negatively affect the responsibility of the relevant contractor or subcontractor
for purposes of future procurements.26
*

*

*

The second part of this article, which will appear in an upcoming issue of
Pratt’s Government Contracting Law Report, discusses investigating PIA violations and defending awards in bid protest litigation.
23

Id. § 2105(b)(1).

24

Id. § 2105(c)(1).

25

Id. § 2105(c)(2).

26

Id. § 2105(c)(3).
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