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As Hacks Hit A Nerve, Admin. Pushed Reporting Of Breaches 

By Ben Kochman 

Law360 (December 22, 2021, 8:35 PM EST) -- A ransomware attack on a major U.S. gas pipeline sharpened 
people's concerns about cybercrime in 2021, while the Biden administration balanced working with the 
private sector and threatening penalties for keeping breaches secret. 
 
Law enforcement agencies took the unprecedented steps of seizing multimillion-dollar ransomware bounties 
and sanctioning cryptocurrency exchanges used by cybercriminals to launder extortion payments. Regulators, 
choosing not to wait for Congress to pass a federal cyberattack notification law, interpreted their existing 
powers to require banks, health care apps and government contractors to report episodes. 
 
And as some agencies threatened punishments for businesses that did not comply with cybersecurity rules, 
the administration also pushed for partnerships with the private sector, meeting with tech giants and 
incident response firms and urging breach victims to voluntarily flag incidents to law enforcement. 
 
Here, Law360 breaks down three steps the Biden administration took this year to address the cybersecurity 
issues that are increasingly being viewed as among the country's top national security threats. 
 
Justice Department Puts Ransomware Actors in Crosshairs 
 
The sprawling global risks of ransomware — malware designed to render victim computer systems unusable 
until a sum of money is paid — were apparent as far back as 2017, when an attack known as "WannaCry" 
knocked out hundreds of thousands of computers worldwide, including at hospitals across the U.K., causing 
more than $4 billion in total damage. Officials later pinned that attack on a hacking team working at the 
behest of the North Korean government. 
 
But in 2021, it became clear that ransomware attacks carried out by cybercriminals — rather than nation-
state-backed spies — can be just as unsettling to a country's national security. 
 
In May, a cybercriminal group calling itself DarkSide hacked computer systems used by Colonial Pipeline 
Co., which ferries nearly half of the East Coast's supply of diesel, gasoline and jet fuel from Texas to northern 
New Jersey. The attack caused Colonial to temporarily halt all pipeline operations and led to a short-lived but 
sharp spike in gas prices for some East Coast drivers. 
 
The pipeline attack, along with other ransomware episodes that affected consumer-facing businesses like a 
Massachusetts ferry line that services Cape Cod, Martha's Vineyard and Nantucket, caused more everyday 
people to take notice of how cyberattacks could affect their lives. 



 

 

 
"This is the year when ransomware became kitchen-table conversation," said Seth DuCharme, a partner 
in Bracewell LLP's government enforcement and investigations practice and former U.S. attorney for New 
York's Eastern District. "For a lot of people in the U.S., it suddenly became a personal fear, rather than a more 
diffuse national threat." 
 
Ransomware attacks caught government officials' attention as well, particularly incidents involving critical 
infrastructure like the Colonial Pipeline. In May, the U.S. Department of Justice announced that the crush of 
ransomware had led it to form a task force that officials said resembled prior efforts to combat terrorism. 
 
A rare development for victims of ransomware attacks came in June, when the Justice Department said that 
it had recovered most of the ransom that Colonial paid to DarkSide, around $2.3 million. In September, the 
Treasury Department took the unprecedented step of blacklisting a cryptocurrency platform accused of 
helping cybercriminals convert funds into real-world currency. 
 
U.S. authorities also continued their strategy of filing indictments against major ransomware actors, even in 
cases where it was unclear whether the defendants would ever be extradited to a U.S. court. 
 
In November, the DOJ announced that a Ukrainian national had been charged for a July cyberattack on 
software vendor Kaseya that led to breaches at 1,500 companies across the globe. The move was part of a 
set of international enforcement actions targeting a cybercriminal group that was also blamed for a May 
attack that disrupted production at meat processing giant JBS' plants in North America and Australia. 
 
Officials Admit They 'Can't Do It Alone' 
 
In January, FBI Director Christopher Wray urged companies to establish lines of communication with law 
enforcement before a cyberattack happens, even if federal law does not explicitly require them to do so. 
 
"Government can't do it alone," Wray said at a virtual event hosted by the Fordham University School of Law. 
 
Around three-fourths of all cyberattacks hitting U.S. entities are believed to be never reported, federal 
officials told Congress in July. Part of the administration's strategy for closing this gap has been to strengthen 
information-sharing partnerships with the private sector. 
 
In August, President Biden invited the heads of industry giants 
including Google, Microsoft, Apple, IBM and JPMorgan Chase to a meeting at the White House, where the 
companies in total pledged to spend billions of dollars on cybersecurity defenses. 
 
The administration also formed the Joint Cyber Defense Collaborative, a public-private effort to prevent or 
quickly respond to major incidents. The new effort includes private cybersecurity giants Crowdstrike, Palo 
Alto Networks and Mandiant, the company that in December 2020 tipped off U.S. authorities to a Russian 
cyberespionage campaign that ultimately breached at least nine federal networks that had used 
compromised IT software sold by SolarWinds Corp. 
 
"The government has taken focused efforts to prioritize the exchange of information with cybersecurity 
companies that have key information about what is going on in the private sector, while recognizing that it is 
not going to get the same information from everyone," said Alex Iftimie, a co-chair of the Morrison & 
Foerster LLP's global risk and crisis management group and former DOJ national security official. 
 



 

 

Iftimie added that he expects to see more of that sort of "focused, selective information sharing" from the 
U.S. government in 2022 and beyond. 
 
Admin. Expands Authority in Push to Hear About Breaches 
 
Rather than wait for Congress to pass some form of federal data breach reporting law, the administration 
attempted to use its existing authorities this year to compel certain businesses to report incidents and adopt 
heightened cybersecurity standards. 
 
In response to the SolarWinds attacks, the White House in May ordered government contractors in the IT 
sector to follow tighter cybersecurity rules and to report cyberattacks that could pose a danger to federal 
networks. Days after the Colonial Pipeline attack, the Transportation Security Administration placed similar 
requirements on critical pipeline operators. 
 
Banking industry regulators in November finalized a rule requiring U.S. banks to alert authorities about 
confirmed cybersecurity episodes within 36 hours. The reporting deadline is relatively quick compared to 
most similar laws at the state level or in Europe, but regulators used a new narrowed definition of a 
cybersecurity "incident" after lobbyists criticized an initial draft. 
 
In September, the Federal Trade Commission announced that health applications and smart devices that 
collect health data must warn users when their medical data has been breached, or face potential penalties. 
The agency said it was reinterpreting its rarely used 2009 Health Breach Notification Rule to ensure that 
parties not covered by the Health Insurance Portability and Accountability Act — better known as HIPAA — 
remain accountable for securing sensitive health data. 
 
"The FTC has taken a very aggressive position here, and that is consistent with how we've seen agencies 
stretch their existing enforcement powers to address new technologies and potentially close caps in existing 
regulations," said Jena Valdetero, co-chair of the U.S. data privacy and cybersecurity practice at Greenberg 
Traurig LLP. 
 
The DOJ, meanwhile, in October announced that it would crack down on federal contractors' cybersecurity 
shortcomings by using the False Claims Act to go after companies that knowingly provide inadequate 
cybersecurity products or fail to disclose breaches. 
 
It remains to be seen whether the threat of penalties will spur more breach reporting from contractors or 
lead contractors to turn over only the bare minimum of what the law requires, fearing that details about 
their cybersecurity posture could be used against them in enforcement actions, defense attorneys say. 
 
"Companies dealing with cybersecurity issues can be reluctant to call in the FBI," said Paul Murphy, a former 
chief of staff at the bureau who now represents companies in government investigations as a partner at King 
& Spalding LLP.  "It will be worth watching whether this use of the False Claims Act will end up providing the 
government with more information about cybersecurity threats, or whether it will in fact dissuade companies 
from calling on federal law enforcement to help." 
 
-- Additional reporting by Nadia Dreid and Daniel Wilson. Editing by Rich Mills. 
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