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The Copyright Defense Against Web Scraping 
Contributed by  Wendy Ray, David Nathaniel Tan & Jacob Nagy, Morrison & Foerster 

Web scraping software, known as a “bot” or “spider,” can be used to rapidly collect large quantities of public data from the 
internet. Use of web scraping software is on the rise, comprising up to 60% of total website traffic in industries such as 
travel and e-commerce. The scraped data can be used to directly compete with the company whose data was scraped. 

This article addresses how copyright law can be used to combat web scraping in view of recent cases limiting the 
applicability of the Computer Fraud and Abuse Act (CFAA) to web scraping. 

CFAA's Limited Application 

Until recently, companies relied on the CFAA as the first line of defense against web scraping, asserting that web scraping 
constituted using a computer to take electronic data in violation of the act. 18 U.S.C. § 1030(a)(2). The U.S. Supreme Court 
in Van Buren v. United States, however, functionally rejected this application of the CFAA. 141 S. Ct. 1648, 1662 (2021). 
Although Van Buren did not directly address web scraping, the Supreme Court's opinion clarified that the CFAA only 
applies if an individual “obtains information in particular areas of the computer . . . that are off limits to [them].” 

While Van Buren was pending, the U.S. Court of Appeals for the Ninth Circuit affirmed an injunction against LinkedIn's 
efforts to prevent the scraping of LinkedIn webpages. hiQ Labs, Inc. v. LinkedIn Corp., 938 F.3d 985 (9th Cir. 2019) (hiQ I). 
In hiQ I, hiQ scraped user profile data from LinkedIn to use in its “people analytics” service, which, among other things, 
helps “employers identify skill gaps in their work forces.” hiQ's service competes directly with LinkedIn's similar service, 
“Talent Insights.” 

The injunction required LinkedIn to “remove any existing technical barriers to hiQ's access to public profiles,” effectively 
permitting hiQ to continue scraping data from LinkedIn for use in hiQ's competing products. In light of Van Buren, the 
Supreme Court remanded the Ninth Circuit's hiQ I opinion. The Ninth Circuit reaffirmed the injunction, interpreting Van 
Buren as reinforcing the panel's “conclusion that the CFAA does not apply to public websites.” hiQ Labs, Inc. v. LinkedIn 
Corporation, No. 17-16783 (9th Cir. April 18, 2022) (hiQ II). 

Copyright Law Provides Remedy 

In light of Van Buren and hiQ II, what can a company do to protect its data from web scraping? The answer may lie in 
copyright law. Indeed, the Ninth Circuit recognized in hiQ I that “entities that view themselves as victims of data scraping 
are not without resort, even if the CFAA does not apply. . . . [O]ther causes of action, such as copyright infringement,” exist. 

Copyright law may even cover “user data,” the information provided to a company by users of a web platform. Notably, 
two cases from the U.S. District Court for the Northern District of California have specifically addressed copyright claims 
against scraping of user data: Facebook Inc. v. Power Ventures, Inc. and Craigslist Inc., v. 3Taps Inc. 

In Facebook Inc., v. Power Ventures Inc, defendant Power.com provided a service that aggregated and displayed social 
networking and email accounts on a single portal. No. C 08-5780 JF (RS), 91 U.S.P.Q.2d 1430 (N.D. Cal. May 11, 2009). Users 
would provide Power.com with login credentials to various social media websites, and Power.com's software would use 
these credentials to scrape data from websites like Facebook. Facebook alleged that this service violated registered 
copyrights it maintained on its webpages. Power.com moved to dismiss the copyright claims. The district court denied the 
motion, holding that “if Defendants first have to make a copy of a user's entire Facebook profile page in order to collect 
that user content, such action may violate Facebook's proprietary rights.” These proprietary rights were based on 
Facebook's registered copyrights but did not include user data. 

In Craigslist, Inc. v. 3Taps Inc., defendants aggregated and republished ads from Craigslist's website. 942 F. Supp. 2d 
962 at 971 (N.D. Cal. 2013). These ads are user-generated and include user data, but Craigslist's terms of use grant Craigslist 
an “ownership interest to assert” copyrights that encompass the ads and data. For a few months in 2012, Craigslist also 
implemented a clickwrap agreement, granting Craigslist an “exclusive license” to the ads. Craigslist maintained copyrights 
on compilations of these ads, organized by, for example, geographic location and category. 

https://www.mofo.com/people/wendy-ray.html
https://www.mofo.com/people/nate-tan.html
https://www.mofo.com/people/jacob-nagy.html
https://www.bloomberglaw.com/product/blaw/citation/18%20usc%201030
https://www.bloomberglaw.com/product/blaw/citation/141%20supreme%20court%201648
https://www.bloomberglaw.com/product/blaw/citation/938%20f%203d%20985
https://www.bloomberglaw.com/product/blaw/citation/91%20uspq%202d%201430
https://www.bloomberglaw.com/product/blaw/citation/942%20f%20supp%202d%20962
https://www.bloomberglaw.com/product/blaw/citation/942%20f%20supp%202d%20962


Bloomberg Law ©2022 The Bureau of National Affairs, Inc. 3 

Craigslist alleged that defendants’ republications violated Craigslist's copyrights. The district court denied defendants’ 
motion to dismiss the copyright claims in part. The court found that, while Craigslist had a copyright on the organization 
of the ads, Craigslist only had standing to assert copyrights on individual ads during the time it was exclusively licensed. 

Facebook and Craigslist show that website owners can assert copyright claims against web scraping of user data in at least 
two circumstances: where more than just the user data is scraped, and where the website owner has an exclusive license 
to the scraped data. 

Other copyright cases relating to web scraping outside the user data context are also instructive. Below are lessons from 
select web scraping cases: 

• Scraping is unlikely to be fair use. In Associated Press v. Meltwater U.S. Holdings, Inc., the U.S. District Court for 
the Southern District of New York concluded that defendants’ web scraping of copyright-protected news articles 
did not constitute fair use, where the defendants used the scraped data to create a substitute for plaintiff's news 
services. 931 F. Supp. 2d 537, 541 (S.D.N.Y. 2013). The court, holding that a fair use defense is typically reserved for 
commentary, criticism, or non-commercial uses, found that Meltwater's aggregation of plaintiff's copyrighted 
articles for a commercial purpose did not qualify as fair use. 

• Register your copyrights. Several motions to dismiss copyright claims have failed because registered 
copyrights are presumed valid. In DHI Group., Inc. v. Kent, a copyright survived a motion to dismiss in part because 
its webpages containing distinctive organization and design elements were registered with the copyright office. 
No. CV H-16-1670, 124 U.S.P.Q.2d 1635 (S.D. Tex. Oct. 26, 2017). 

In Snap-on Business Solutions Inc. v. O'Neil & Associates, Inc., the U.S. District Court for the Northern District of 
Ohio denied summary judgment because registered copyrights on scraped database information, including 
structural database elements, were presumed to be valid. 708 F. Supp. 2d 669, 686 (N.D. Ohio 2010). 

• A general copyright notice may be insufficient. In Alan Ross Machinery Corp. v. Machinio Corp., the U.S. 
District Court for the Northern District of Illinois dismissed a scraping claim in part because the plaintiff's general 
copyright notice did not indicate which data was protected. No. 17-CV-3569, 129 U.S.P.Q.2d 1729 (N.D. Ill. Mar. 22, 
2019). The plaintiff asserted that the defendant scraped “photographs and verbatim descriptions” of machinery. 
But because the plaintiff's general copyright notice did not identify whether the scraped photos, data, and other 
information were protected by copyright, the court dismissed the case. Outside the scraping context, however, 
other courts have held a general copyright notice on a website sufficient to sustain a copyright action. See, 
e.g., Pierson v. Infinity Music & Ent., Inc., 300 F. Supp. 3d 390 (D. Conn. 2018). 

• Preparing to launch scraping software may itself be copyright infringement. In Compulife Software, Inc. v. 
Newman, plaintiff alleged that, even without a scraping attack, the creation of defendant's scraping program itself 
allegedly relied on copyrighted elements scraped from target online database. The district court disagreed, 
finding plaintiff's scraped code to be, at least in-part, unprotectable. The U.S. Court of Appeals for the Eleventh 
Circuit determined that the lower court's erroneous copyright infringement analysis precluded meaningful 
appellate review, and accordingly vacated and remanded for the lower court to apply a thorough copyright 
infringement analysis against the web scraping program. 959 F.3d 1288, 1303 (11th Cir. 2020). 

• Consider injunctions. The harm that web scraping can inflict on a business may justify preliminary or permanent 
injunctive relief. In Niantic, Inc. v. Global++, Niantic sought to preliminarily enjoin a hacking association from using 
scraped data for game cheats in Niantic's video games. Niantic contended that Global++ used the scraped data 
to create unauthorized derivative versions of its copyrighted video game. 

The Northern District of California agreed and preliminarily enjoined Global++ from “[e]xtracting, scraping, or indexing 
data.” No. 19-CV-03425-JST, 2019 BL 515094 (N.D. Cal. Sept. 26, 2019). Specifically, the court found that defendant's failure 
to respond to Niantic's arguments “amounts to a concession that the alleged violations . . . justify a preliminary injunction.” 
The court also determined that defendant's conduct constituted irreparable harm, as Niantic might lose its ability to control 
its copyrighted work and how consumers first experience Niantic's game. 
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The Supreme Court's ruling in Van Buren and the Ninth Circuit's interpretation of the same in hiQ Labs, Inc. placed web 
scraping out of the CFAA's reach. Yet, as cases like Craigslist demonstrate, careful drafting of user licenses may allow 
webpage owners to instead rely on copyright law to defend against web scraping. While the landscape of copyright law 
as applied to web scraping is still developing, copyright law appears to provide a viable alternative to the CFAA for 
protection from web scraping. 

Conclusion 

In the context of scraping user data, standing to sue may depend on the circumstances of copying or the existence of 
exclusive licenses to the user data. In general, companies who make data available online can and should take note of how 
copyright claims against web scraping have fared across the country to understand, prepare for, and possibly litigate 
scraping claims. 

 


