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U.S. Securities and Exchange 
Commission Adopts 
Cybersecurity Disclosure  
Rules for Public Companies
David M. Lynn, Haimavathi V. Marlier, and Miriam H. Wugmeister*

In this article, the authors explain that the cybersecurity disclosure rules 
updated recently by the U.S. Securities and Exchange Commission (SEC) 
represent a significant step in the SEC’s efforts to promote greater transpar-
ency regarding cybersecurity incidents.

The U.S. Securities and Exchange Commission (SEC) has 
adopted amendments to its rules to require disclosures regarding 
cybersecurity risk management, strategy, governance, and incident 
reporting by public companies.1 

Under the rule and form amendments adopted by the SEC, 
public companies will be required to:

 ■ Disclose, within four business days after determining that 
an incident is material pursuant to new Item 1.05 of Form 
8-K (subject to limited exceptions described below), any 
cybersecurity incident that a company experiences that is 
determined to be material, describing the material aspects 
of its:

 ■ Nature, scope, and timing; and
 ■ The impact or reasonably likely impact of the incident 

on the company, including on the company’s financial 
condition and results of operations.

 ■ Describe, on a periodic basis pursuant to new Item 106 
of Regulation S-K, the company’s processes, if any, for the 
assessment, identification, and management of material 
risks from cybersecurity threats, as well as whether any 
risks from cybersecurity threats have materially affected 
or are reasonably likely to materially affect their business 
strategy, results of operations, or financial condition;
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 ■ Describe, on a periodic basis pursuant to new Item 106 
of Regulation S-K, the board’s oversight of risks from 
cybersecurity threats; and

 ■ Describe, on a periodic basis pursuant to new Item 106 
of Regulation S-K, management’s role in assessing and 
managing material risks from cybersecurity threats.

The SEC adopted similar disclosure requirements that will apply 
to foreign private issuers.

In adopting the final rules, the SEC made the following signifi-
cant changes from the proposing release in response to comments:

 ■ Narrowed the scope of the disclosure required by pursuant 
to Item 1.05 of Form 8-K;

 ■ Added a limited delay for disclosures that would pose a 
substantial risk to national security or public safety;

 ■ Required certain updated incident disclosure in an 
amended Form 8-K, rather than in Forms 10-Q and 10-K; 

 ■ Omitted a proposed requirement that contemplated peri-
odic disclosure of aggregated immaterial cybersecurity 
incidents that were deemed to be material;

 ■ Streamlined the proposed disclosure elements related to 
risk management, strategy, and governance; and

 ■ Did not adopt a proposed requirement to disclose board 
cybersecurity expertise.

The final rules are now in effect. The compliance time frame 
is as follows:

 ■ With respect to the periodic disclosures required by Item 
106 of Regulation S-K, all issuers must provide such dis-
closures beginning with annual reports for fiscal years 
ending on or after December 15, 2023;

 ■ With respect to compliance with the current disclosure 
requirements for material cybersecurity incidents required 
by Item 1.05 of Form 8-K, all issuers (other than smaller 
reporting companies) must begin complying the later of 
90 days after publication of the Adopting Release in the 
Federal Register or December 18, 2023; and

 ■ Smaller reporting companies have an additional 180 days 
from the non-smaller reporting company compliance date, 
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so those issuers must begin complying with Item 1.05 of 
Form 8-K 270 days after publication of the Adopting Release 
in the Federal Register or June 15, 2024, whichever is later.

Key Takeaways for Public Companies

The SEC’s final rules requiring disclosures regarding cybersecu-
rity risk management, strategy, governance, and incident reporting 
should prompt public companies to:

 ■ Ensure that incident response policies and procedures 
provide a clear path to escalate incidents to corporate 
leadership and/or a disclosure committee, and that dis-
closure controls and procedures are in place to discern 
the impact that an incident may have on the company;

 ■ Establish the framework for undertaking a materiality 
assessment without unreasonable delay after discovery of 
the incident so that decisions about whether an incident 
must be disclosed under SEC rules can be completed on 
a timely basis;

 ■ Modify or establish disclosure controls and procedures 
to facilitate the reporting of material cybersecurity inci-
dents, including the nature, scope, and timing of the 
incident and the impact or reasonably likely impact of 
the incident on the company, including on the company’s 
financial condition and results of operations, within the 
four-businessday deadline contemplated by new Item 
1.05 of Form 8-K, as well as any information that was not 
determined or was unavailable at the time of the initial 
Form 8K filing; and

 ■ Prepare new disclosures for the company’s annual report 
regarding the company’s processes for the assessment, 
identification, and management of material risks from 
cybersecurity threats; whether any risks from cyber-
security threats have materially affected or are reason-
ably likely to materially affect their business strategy, 
results of operations, or financial condition; the board’s 
oversight of risks from cybersecurity threats; and man-
agement’s role in assessing and managing material risks 
from cybersecurity threats.
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Background

Since 2011, the SEC and its staff have been focused on disclo-
sures that public companies make about cybersecurity risks.

On October 13, 2011, the SEC’s Division of Corporation 
Finance issued disclosure guidance to assist public companies 
“in assessing what, if any, disclosures should be provided about 
cybersecurity matters in light of each registrant’s specific facts and 
circumstances.”2 CF Disclosure Guidance Topic No. 2 reviewed the 
applicability of existing SEC disclosure requirements to cyberse-
curity concerns, noting that: (1) businesses increasingly focus or 
rely on internet communications and remote data storage; (2) risks 
and potential costs associated with cyber attacks and inadequate 
cybersecurity are increasing; and (3) as with other operational and 
financial risks and events, companies should, on an ongoing basis, 
review the adequacy of disclosure relating to cybersecurity risks 
and other cyber incidents.

On February 20, 2018, the SEC issued interpretive guidance, 
which noted that public companies should take all required actions 
“to inform investors about material cybersecurity risks and inci-
dents in a timely fashion, including those companies that are subject 
to material cybersecurity risks but may not yet have been the target 
of a cyber-attack.”3 The SEC noted in this guidance the importance 
of disclosure controls and procedures “that provide an appropriate 
method of discerning the impact that such matters may have on the 
issuer and its business, financial condition, and results of opera-
tions, as well as a protocol to determine the potential materiality 
of such risks and incidents.” In addition, the 2018 Interpretive 
Release noted that “directors, officers, and other corporate insiders 
must not trade a public company’s securities while in possession 
of material nonpublic information, which may include knowledge 
regarding a significant cybersecurity incident experienced by the 
company.” The SEC indicated that companies should have policies 
and procedures in place to: (1) guard against directors, officers, and 
other corporate insiders taking advantage of the period between the 
issuer’s discovery of a cybersecurity incident and public disclosure 
of the incident to trade based on material nonpublic information 
about the incident, and (2) help ensure that the issuer makes timely 
disclosure of any related material nonpublic information.

In recent years, the SEC has also brought numerous enforce-
ment actions against public companies that experienced material 
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cybersecurity incidents, alleging that the companies failed to 
adequately disclose such incidents and/or failed to have appropriate 
disclosure controls and procedures in place to facilitate the timely 
disclosure of material cybersecurity incidents. The SEC has also 
brought insider trading actions against individuals who traded in 
a company’s securities while in possession of material nonpublic 
information regarding a material cybersecurity incident.

On March 9, 2022, the SEC proposed amendments to its rules 
to require real-time disclosure of material cybersecurity incidents, 
as well as disclosures regarding cybersecurity risk management, 
strategy, and governance.4 The proposed amendments contemplated 
current reporting on Form 8K of material cybersecurity incidents, 
as well as periodic disclosures about a company’s policies and pro-
cedures to identify and manage cybersecurity risks, management’s 
role in implementing cybersecurity policies and procedures, and 
oversight of cybersecurity risk by the board of directors.

The SEC received over 150 comment letters in response to the 
Proposing Release. The SEC noted in the Adopting Release that 
“[the] majority of comments focused on the proposed incident 
disclosure requirement, although we also received substantial 
comment on the proposed risk management, strategy, governance, 
and board expertise requirements.” The SEC’s Investor Advisory 
Committee provided recommendations to the SEC, stating that the 
Committee supported the proposed incident disclosure require-
ment and proposed risk management, strategy, and governance 
disclosure requirements, but recommending that the SEC recon-
sider the proposed requirement to disclose the board of directors’ 
cybersecurity expertise. The Committee also suggested that the SEC 
require companies to disclose the key factors they used to determine 
the materiality of a reported cybersecurity incident and suggested 
that the disclosures proposed for periodic reports be required in 
registration statements.

Current Reporting of Cybersecurity Incidents on 
Form 8-K

The SEC adopted new Item 1.05 of Form 8-K, titled “Material 
Cybersecurity Incidents.” Item 1.05(a) of Form 8-K specifies that if 
a company experiences a cybersecurity incident that is determined 
by the company to be material, the company must describe the 
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material aspects of the nature, scope, and timing of the incident, 
and the material impact or reasonably likely material impact on 
the issuer, including its financial condition and results of opera-
tions. The Item 1.05 Form 8-K must be filed within four business 
days of determining that an incident is material, subject to limited 
exceptions described below. The information must be “filed,” not 
“furnished,” with the Item 1.05 Form 8-K. The required informa-
tion must be tagged using Inline XBRL.

Scope of the Disclosure

In the Adopting Release, the SEC notes that the formulation in 
the final rule “more precisely focuses the disclosure on what the 
company determines is the material impact of the incident, which 
may vary from incident to incident,” as compared to the more 
expansive disclosure about the incident that was contemplated 
by the proposed amendments. The SEC notes that the inclusion 
of the phrase “financial condition and results of operations” in 
Item 1.05(a) is not intended to be exclusive, and that companies 
should consider qualitative factors alongside quantitative factors in 
assessing the material impact of an incident. The SEC notes that, 
for example, harm to a company’s reputation, customer or vendor 
relationships, or competitiveness may have a material impact on 
the company. Further, the possibility of litigation or regulatory 
investigations or actions, including regulatory actions by state and 
federal governmental authorities and non-U.S. authorities, could 
constitute a reasonably likely material impact on the company.

In adopting the amendments, the SEC did not adopt, as 
proposed, a requirement for disclosure regarding the incident’s 
remediation status, whether it is ongoing, and whether data were 
compromised. Further, the SEC did adopt Instruction 4 to Item 
1.05, which provides that a “registrant need not disclose specific 
or technical information about its planned response to the inci-
dent or its cybersecurity systems, related networks and devices, or 
potential system vulnerabilities in such detail as would impede the 
registrant’s response or remediation of the incident.”

Some commenters raised questions concerning the applica-
tion of proposed Item 1.05 of Form 8K to incidents occurring on 
third-party systems. In the Adopting Release, the SEC notes that 
it did not exempt companies from providing disclosures regarding 
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cybersecurity incidents on third-party systems they use, and it 
did not provide any safe harbor for information disclosed about 
third-party systems. The SEC notes that “depending on the cir-
cumstances of an incident that occurs on a third-party system, 
disclosure may be required by both the service provider and the 
customer, or by one but not the other, or by neither.” The SEC indi-
cates that the final rules “generally do not require that registrants 
conduct additional inquiries outside of their regular channels of 
communication with third-party service providers pursuant to 
those contracts and in accordance with registrants’ disclosure 
controls and procedures,” indicating that approach is consistent 
with the SEC’s rules regarding the disclosure of information that 
is difficult to obtain.

Timing of the Disclosure

Consistent with the time line for reporting contemplated for 
most other disclosure items required to be reported on Form 8-K, 
a Form 8-K that is required by new Item 1.05 must be filed within 
four business days of determining that an incident is material, 
subject to limited exceptions described below.

As noted in the Adopting Release, the SEC considered com-
ments regarding the timing of filing the Form 8-K, but determined 
to not establish a longer deadline, require the disclosure in periodic 
reports rather than in a Form 8-K, or establish a specific financial 
threshold as a trigger for filing Form 8-K. In a change from the pro-
posed amendments in response to commenters’ concerns, Instruc-
tion 1 to Item 1.05 of Form 8-K as adopted states: “[a] registrant’s 
materiality determination regarding a cybersecurity incident must 
be made without unreasonable delay after discovery of the incident,” 
rather than indicating that the materiality determination must be 
made “as soon as reasonably practicable.” In light of this change 
to the instruction, the SEC encourages companies to continue 
sharing information with other companies or government actors 
about emerging threats, noting that sharing such information may 
not necessarily result in an Item 1.05 disclosure obligation because 
a decision to share the information “does not in itself necessarily 
constitute a determination of materiality.”

The SEC adopted two exceptions to the four-business-day 
deadline applicable to Item 1.05 of Form 8-K.
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First, paragraph (d) of Item 1.05 indicates that if a company is 
subject to the Federal Communications Commission’s notification 
rule for breaches of customer proprietary network information 
(CPNI),5 the company may delay providing the disclosure required 
by Item 1.05 for such period that is applicable under the notifica-
tion rule6 and in no event for more than seven business days after 
notification required under that provision has been made, so long as 
the company notifies the SEC in correspondence submitted via the 
EDGAR system no later than the date when the disclosure required 
by Item 1.05 was otherwise required to be provided.

Second, paragraph (c) of Item 1.05 provides a framework for 
delaying the filing of an Item 1.05 Form 8-K if the U.S. attorney 
general determines that immediate disclosure would pose a sub-
stantial risk to national security or public safety and notifies the 
SEC of such determination in writing. Paragraph (c) specifies that 
if the attorney general determines that disclosure required by para-
graph (a) of Item 1.05 poses a substantial risk to national security 
or public safety, and notifies the SEC of such determination in 
writing, the company may delay providing the disclosure required 
by Item 1.05 for a time period specified by the attorney general, 
up to 30 days following the date when the disclosure required by 
Item 1.05 was otherwise required to be provided. Disclosure may 
be delayed for an additional period of up to 30 days if the attorney 
general determines that disclosure continues to pose a substantial 
risk to national security or public safety and notifies the SEC of 
such determination in writing. In extraordinary circumstances, 
disclosure may be delayed for a final additional period of up to 60 
days if the attorney general determines that disclosure continues 
to pose a substantial risk to national security and notifies the SEC 
of such determination in writing. If the attorney general indicates 
that further delay is necessary, the SEC will consider additional 
requests for delay and may grant such relief through exemptive 
orders.

The SEC notes in the Adopting Release that it consulted with 
the Department of Justice to establish an interagency communica-
tion process to allow for the attorney general’s determination to be 
communicated to the SEC in a timely manner. The SEC notes that 
the Department of Justice will notify the affected company that 
communication to the SEC has been made, so that the company 
may delay filing its Form 8-K.
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The SEC determined to not provide for any broader law enforce-
ment exception or provide exceptions with respect to any other 
federal laws or regulations in the final amendments.

Antifraud Safe Harbor and Form S-3 Eligibility

The SEC adopted amendments so that the untimely filing of 
an Item 1.05 of Form 8-K will not result in the loss of Form S-3 
eligibility. Item 1.05 is also included in the list of Form 8-K items 
eligible for a limited safe harbor from liability under Section 
10(b) or Rule 10b-5 under the Securities Exchange Act of 1934, as 
amended (Exchange Act).

Required Amendments to Item 1.05 Form 8-Ks

Instruction 2 to Item 1.05 specifies that, to the extent that 
the information called for in Item 1.05(a) is not determined or is 
unavailable at the time of the required filing, the company must 
include a statement to that effect in the filing and then must file an 
amendment to the Form 8-K containing such information within 
four business days after the company, without unreasonable delay, 
determines such information or within four business days after such 
information becomes available. In light of this requirement, the 
SEC did not adopt a requirement to disclose updated information 
about an incident in a company’s periodic reports. The SEC notes 
in the Adopting Release that “under the final rules, companies will 
not have to distinguish whether information regarding a material 
cybersecurity incident that was not determined or was unavailable 
at the time of the initial Form 8-K filing should be included on 
current reports or periodic reports, as the reporting would be in 
an amended Form 8-K.”

Determining Materiality

The SEC affirmed in the Proposing Release that the materiality 
standard companies should apply in evaluating whether a Form 8-K 
would be triggered under Item 1.05 would be consistent with the 
standard set forth in the numerous cases addressing materiality in 
the securities laws, as well as Rule 405 under the Securities Act of 
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1933, as amended and Exchange Act Rule 12b-2.7 For this purpose, 
information about a cybersecurity incident is considered “mate-
rial” if there is a substantial likelihood that a reasonable investor 
would consider it important in making an investment decision or 
if the information would have been viewed by the reasonable inves-
tor as having significantly altered the “total mix” of information 
made available to the investor. As part of a materiality analysis, the 
company should consider the indicated probability that an event 
will occur and the anticipated magnitude of the event in light of 
the totality of company activity. No single fact or occurrence is 
determinative as to materiality, which requires an inherently fact-
specific inquiry.

The SEC has noted in its guidance that an evaluation of the 
materiality of a cybersecurity incident should not be based solely 
on a quantitative analysis of the cybersecurity incident; rather, a 
company must thoroughly and objectively evaluate the total mix 
of information, taking into consideration all relevant facts and 
circumstances surrounding the cybersecurity incident (including 
both quantitative and qualitative factors) to determine whether 
the incident is material. Even if the probability of an adverse con-
sequence from a cybersecurity incident is relatively low, when the 
magnitude of the loss, liability, or other harm is high, the incident 
may still be material.

Consistent with the SEC’s guidance, the materiality of cyber-
security incidents depends on the nature, extent, and potential 
magnitude of the incident, particularly as those factors relate to any 
compromised information or the business and scope of company 
operations. The materiality of cybersecurity incidents also depends 
on the range of harm that such incidents could cause, including:

 ■ The potential harm to the company’s financial condition 
and results of operations;

 ■ The potential harm to the company’s relationships with 
customers, clients, vendors, business partners, and others;

 ■ The potential harm to the company from a competitive 
standpoint;

 ■ The potential harm to the company’s reputation; and
 ■ The possibility of litigation or regulatory investigations or 

actions, including regulatory actions by state and federal 
governmental authorities and non-U.S. authorities.
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Periodic Disclosure of Cybersecurity Risk 
Management, Strategy, and Governance

Under a new “Item 1C. Cybersecurity” in Part I of Form 10-K, 
companies will be required to disclose information regarding the 
company’s cybersecurity risk management, strategy, and gover-
nance pursuant to new Item 106 of Regulation S-K. The required 
information must be tagged using Inline XBRL.

As noted above, the SEC did not adopt proposed Item 106(d)(1) 
of Regulation S-K, which would have required companies to dis-
close any material changes, additions, or updates to information 
required to be disclosed pursuant to Item 1.05 of Form 8-K in a 
company’s Quarterly Report on Form 10-Q or Annual Report on 
Form 10-K for the period in which the material change, addition, 
or update occurred.

The SEC also did not adopt proposed Item 106(d)(2) of Regu-
lation S-K, which would have required disclosure when a series of 
previously undisclosed individually immaterial cybersecurity inci-
dents become material in the aggregate. In the Adopting Release, 
the SEC notes the definition of “cybersecurity incident” that the 
SEC adopted extends to “a series of related unauthorized occur-
rences,” recognizing that cybersecurity incidents sometimes com-
pound over time, rather than present as a discrete event. The SEC 
indicates, “[a]ccordingly, when a company finds that it has been 
materially affected by what may appear as a series of related cyber 
intrusions, Item 1.05 may be triggered even if the material impact 
or reasonably likely material impact could be parceled among the 
multiple intrusions to render each by itself immaterial.”

Risk Management and Strategy

The SEC adopted Item 106(b) of Regulation S-K, which pro-
vides that a company must describe the company’s processes, if 
any, for assessing, identifying, and managing material risks from 
cybersecurity threats in sufficient detail for a reasonable inves-
tor to understand those processes. In providing this disclosure, a 
company should address, as applicable, the following nonexclusive 
list of disclosure items:
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 ■ Whether and how any such processes have been integrated 
into the company’s overall risk management system or 
processes;

 ■ Whether the company engages assessors, consultants, 
auditors, or other third parties in connection with any 
such processes; and

 ■ Whether the company has processes to oversee and identify 
such risks from cybersecurity threats associated with its 
use of any third-party service provider.

A company must also describe whether any risks from cyber-
security threats, including as a result of any previous cybersecurity 
incidents, have materially affected or are reasonably likely to mate-
rially affect the company, including its business strategy, results of 
operations, or financial condition, and, if so, how.

In the Adopting Release, the SEC confirms “that the purpose 
of the rules is, and was at proposal, to inform investors, not to 
influence whether and how companies manage their cybersecurity 
risk.” To respond to commenters’ concerns about security, the SEC 
indicates that final rules eliminate or narrow certain elements from 
proposed Item 106(b) of Regulation S-K.

In the final rules, the SEC did not allow Item 106(b) disclosure 
to be provided in the proxy statement and did not require Item 
106 disclosures in registration statements as recommended by the 
Investor Advisory Committee. In the Adopting Release, the SEC 
reiterated the guidance from the 2018 Interpretive Release that 
“[c]ompanies should consider the materiality of cybersecurity 
risks and incidents when preparing the disclosure that is required 
in registration statements.” In the Adopting Release, the SEC notes 
that companies may satisfy the Item 106 disclosure requirements 
through incorporation by reference pursuant to Exchange Act Rule 
12b-23.

Governance

The SEC adopted Item 106(c) of Regulation S-K, which provides 
that a company must describe the board of directors’ oversight of 
risks from cybersecurity threats. If applicable, a company must 
identify any board committee or subcommittee responsible for 
the oversight of risks from cybersecurity threats and describe the 
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processes by which the board or such committee is informed about 
such risks.

A company must also describe management’s role in assess-
ing and managing the issuer’s material risks from cybersecurity 
threats. In providing such disclosure, a company should address, 
as applicable, the following non-exclusive list of disclosure items:

 ■ Whether and which management positions or committees 
are responsible for assessing and managing such risks, 
and the relevant expertise of such persons or members 
in such detail as necessary to fully describe the nature of 
the expertise;

 ■ The processes by which such persons or committees are 
informed about and monitor the prevention, detection, 
mitigation, and remediation of cybersecurity incidents; and

 ■ Whether such persons or committees report information 
about such risks to the board of directors, a committee, 
or a subcommittee of the board of directors.

Relevant expertise of management may include, for example, 
prior work experience in cybersecurity, any relevant degrees or 
certifications, and any knowledge, skills, or other background in 
cybersecurity.

The SEC noted in the Adopting Release that, in the final rules, 
it had “streamlined Item 106(c) to require disclosure that is less 
granular than proposed.” Significantly, the SEC also did not adopt 
a proposed requirement to disclose board cybersecurity expertise 
pursuant to Item 407 of Regulation S-K, which was opposed by 
many commenters. As discussed above, the final rules do include 
a requirement to describe the relevant expertise of members of 
management responsible for assessing and managing cybersecurity 
risks.

Definitions

The SEC adopted Item 106(a) of Regulation S-K largely as pro-
posed, defining the terms “cybersecurity incident,” “cybersecurity 
threat,” and “information systems,” as used in Item 106 of Regula-
tion S-K and Item 1.05 of Form 8-K, as follows:
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 ■ “Cybersecurity incident” means an unauthorized occur-
rence, or a series of related unauthorized occurrences, on 
or conducted through a company’s information systems 
that jeopardizes the confidentiality, integrity, or availability 
of a company’s information systems or any information 
residing therein;

 ■ “Cybersecurity threat” means any potential unauthorized 
occurrence on or conducted through a company’s infor-
mation systems that may result in adverse effects on the 
confidentiality, integrity, or availability of a company’s infor-
mation systems or any information residing therein; and

 ■ “Information systems” means electronic information 
resources, owned or used by the company, including physi-
cal or virtual infrastructure controlled by such information 
resources, or components thereof, organized for the collec-
tion, processing, maintenance, use, sharing, dissemination, 
or disposition of the company’s information to maintain 
or support the company’s operations.

In response to comments and in light of other changes reflected 
in the final rules as described above, the SEC added the phrase “or 
a series of related unauthorized occurrences” to the “cybersecurity 
incident” definition, reflecting the SEC’s guidance that a series 
of related occurrences may collectively have a material impact or 
reasonably likely material impact and therefore trigger a Form 8-K 
filing pursuant to Item 1.05, even if each individual occurrence on 
its own would not rise to the level of materiality. The SEC made 
a clarifying change to the definition of “information systems” by 
inserting “electronic” before “information resources,” to ensure that 
the rules pertain only to electronic resources. The SEC also made 
minor revisions to the “cybersecurity threat” definition for clarity 
and to better align it with the “cybersecurity incident” definition.

Disclosure by Foreign Private Issuers

Foreign private issuers are not required to file Current Reports 
on Form 8-K, and instead must furnish on Form 6-K copies of all 
information that the foreign private issuer: (1) makes, or is required 
to make, public under the laws of its jurisdiction of incorpora-
tion; (2)  files, or is required to file, under the rules of any stock 
exchange; or (3) otherwise distributes to its security holders. The 
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SEC amended General Instruction B of Form 6-K to reference 
material cybersecurity incidents among the items that may trigger 
a current report on Form 6-K. The SEC notes that, “for a cyber-
security incident to trigger a disclosure obligation on Form 6-K, the 
registrant must determine that the incident is material, in addition 
to meeting the other criteria for required submission of the Form.”

The SEC amended Form 20-F to add Item 16K, which requires 
a foreign private issuer to include in its Annual Report on Form 
20-F the same type of disclosure that the SEC requires pursuant to 
Item 106 of Regulation S-K.

Structured Data

The SEC requires that companies tag the information speci-
fied by Item 1.05 of Form 8-K and Item 106 of Regulation S-K in 
Inline XBRL in accordance with Rule 405 of Regulation S-T and 
the EDGAR Filer Manual. These tagging requirements include 
block text tagging of narrative disclosures, as well as detail tagging 
of quantitative amounts disclosed within the narrative disclosures.

Next Steps

The final amendments adopted by the SEC represent a sig-
nificant step in the SEC’s efforts to promote greater transpar-
ency regarding cybersecurity incidents. With these final rules, 
the SEC now moves past its reliance on more general disclosure 
requirements and interpretive guidance by creating an entirely 
new disclosure regime that will apply to current disclosure of 
cybersecurity incidents and periodic disclosure of cybersecurity 
risk management, strategy, and governance. These new disclosure 
requirements will require companies to evaluate and adapt their 
disclosure controls and procedures, management processes, and 
governance structures around cybersecurity to prepare for the new 
environment of transparency in this important area.

Notes
* The authors, partners in Morrison & Foerster LLP, may be contacted 

at dlynn@mofo.com, hmarlier@mofo.com, and mwugmeister@mofo.com, 
respectively.
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Governance, and Incident Disclosure (July 26, 2023) (Adopting Release), 
https://www.sec.gov/files/rules/final/2023/33-11216.pdf.

2. CF Disclosure Guidance: Topic No. 2—Cybersecurity (Oct. 13, 2011), 
https://www.sec.gov/divisions/corpfin/guidance/cfguidance-topic2.htm.

3. Commission Statement and Guidance on Public Company Cyber-
security Disclosures, Release No. 33-10459 (Feb. 26, 2018) (2018 Interpretive 
Release), https://www.sec.gov/files/rules/interp/2018/33-10459.pdf.

4. Release No. 33-11038, Cybersecurity Risk Management, Strategy, 
Governance, and Incident Disclosure (Mar. 9, 2022) (the Proposing Release), 
https://www.sec.gov/files/rules/proposed/2022/33-11038.pdf.

5. 47 CFR 64.2011. The SEC notes in the Adopting Release that the 
Federal Communication Commission’s rule for notification in the event of 
breaches of CPNI requires covered entities to notify the United States Secret 
Service and the Federal Bureau of Investigation no later than seven business 
days after reasonable determination of a CPNI breach, and further directs the 
entities to refrain from notifying customers or disclosing the breach publicly 
until seven business days have passed following the notification to the Secret 
Service and Federal Bureau of Investigation.

6. 47 CFR 64.2011(b)(1).
7. See, e.g., TSC Industries, Inc. v. Northway, Inc., 426 U.S. 438, 449 

(1976); Basic, Inc. v. Levinson, 485 U.S. 224, 232 (1988); and Matrixx Initia-
tives, Inc. v. Siracusano, 563 U.S. 27 (2011).
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